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Trident: Detecting Face Forgeries With
Domain-Adversarial Triplet Learning

Mustafa Hakan Kara®, Aysegul Dundar

Abstract—As face forgeries generated by deep neural net-
works become increasingly sophisticated, detecting face ma-
nipulations in digital media has posed a significant challenge,
underscoring the importance of maintaining digital media in-
tegrity and combating visual disinformation. Current detection
models, predominantly trained on domain-specific data, often
falter against forgeries generated by unencountered techniques.
In response to this challenge, we introduce Trident, a face
forgery detection framework that employs triplet learning within
a Siamese network architecture to enhance adaptability across
diverse forgery methods. Trident is trained on curated triplets to
isolate nuanced differences of forgeries, capturing fine-grained
features that distinguish pristine samples from manipulated
ones while controlling for other variables. To further enhance
generalizability, we incorporate domain-adversarial training with
a forgery discriminator. This adversarial component guides
our embedding model toward forgery-agnostic representations,
improving its robustness to unseen manipulations. In addition, we
prevent gradient flow from the classifier head to the embedding
model, thereby avoiding overfitting induced by artifacts specific
to certain forgeries. Comprehensive evaluations across multiple
benchmarks and ablation studies demonstrate the effectiveness
of our framework.

Impact Statement—Reliable detection of face forgeries is crit-
ical for the responsible use of digital media across online
platforms, journalism, and identity-sensitive applications. Many
existing detection systems perform well under controlled con-
ditions but degrade when confronted with previously unseen
manipulation methods, limiting their effectiveness in practice.
This work addresses that limitation by enhancing the robustness
of face-forgery detection and reducing dependence on incidental
cues specific to certain forgery methods. Improved robustness
across datasets enables more dependable automated forensic
analysis in settings where errors may affect individuals, institu-
tions, and public trust. Beyond measured performance gains, the
study provides insight into how training design affects a detector’s
effectiveness as manipulation techniques evolve. By strengthening
generalization rather than tuning for narrow scenarios, this
research supports the development of media verification tech-
nologies that remain reliable as face forgery methods continue
to evolve.
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I. INTRODUCTION

DVANCES in deep generative models, particularly gener-

ative adversarial networks (GANs) [1] and, more recently,
diffusion models [2], have led to increasingly sophisticated
visual forgeries, posing significant challenges to digital media
integrity and public discourse. As manipulated images become
prevalent, supervised approaches have limitations in

1) generalization across diverse manipulation techniques;

2) detection of previously unseen forgery methods [3].

A key reason for these limitations is that models often rely
on dataset-specific or identity-specific shortcuts rather than
manipulation-related cues, which weakens generalization. To
address these challenges, we present triplet learning-based
deepfake detection network (7rident), a triplet learning (TL)-
based framework designed to generalize across a wide range
of forgery techniques, including those not encountered during
training. Our method builds upon triplet loss techniques origi-
nally introduced for face recognition tasks [4] but adapts them
to the more complex objective of detecting forged imagery. By
carefully curating controlled triplets that preserve the person
ID and scene context, Trident encourages the model to isolate
subtle, forgery-specific features rather than relying on inciden-
tal factors such as background and identity. This design ensures
that the learned embeddings capture the intrinsic differences
between genuine and manipulated samples, enhancing the gen-
eralization and robustness of the detection process.

Trident also leverages domain-adversarial training [5] with
a forgery discriminator, which attempts to classify the forgery
category given an embedding. With the gradient reversal layer
(GRL), this interaction becomes a minimax optimization prob-
lem in which the encoder is driven to suppress forgery-related
information. This adversarial interplay prompts the embedding
generator to produce representations that are agnostic to specific
forgery types, focusing instead on the fundamental artifacts
that distinguish real from fake. Such an adversarial mechanism
reduces overfitting to known manipulation methods, resulting
in discriminative embeddings even when confronted with novel,
unseen forgeries. The GRL formulation also avoids the insta-
bility often associated with GAN-style adversarial setups.

In addition, we detach the Siamese network embeddings
before passing them to the classifier head, ensuring that the
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classifier’s gradients do not backpropagate through the em-
bedding network. This approach maintains the integrity of the
embedding space learned through triplet loss, enabling it to
focus more on capturing generalizable forgery artifacts rather
than classifier-driven shortcuts.

For our transformer-based variant, we employ BitFit [6], a
parameter-efficient fine-tuning (PEFT) approach that prevents
catastrophic forgetting while enabling efficient adaptation to the
forgery detection task via bias-only updates.

Our contributions to face forgery detection are as follows.

1) A novel controlled TL formulation that disentangles ma-
nipulation cues from identity and scene-specific infor-
mation by maintaining consistent identity and temporal
alignment.

2) The introduction of an adversarially trained forgery
discriminator, guiding the embeddings toward forgery-
agnostic representations that remain effective against un-
seen manipulations.

3) Detaching backbone embeddings from the binary classi-
fier head to further increase generalization.

4) Efficient bias-only fine-tuning to avoid catastrophic for-
getting while adapting to forgery detection with minimal
parameter updates.

Extensive experiments demonstrate that the Trident frame-
work achieves competitive performance on challenging bench-
marks while exhibiting more adaptability than traditional su-
pervised approaches. Our findings highlight the potential of
combining TL, domain-adversarial training, and PEFT to detect
the evolving landscape of face forgeries, thereby contributing to
more robust methods for preserving the authenticity of digital
media.

II. RELATED WORK

Face forgery detection has evolved significantly to address in-
creasingly sophisticated manipulation techniques [7]. With the
widespread adoption of deep learning and convolutional neural
networks, face forgery detection techniques have advanced sig-
nificantly. We provide a representative sample of these methods.
For a detailed coverage, please refer to the surveys [8], [9].

A. Spatial-Domain Methods

While early approaches to face forgery detection relied on
detecting specific artifacts from generation algorithms—with
Xception [10] and EfficientNet [11] serving as robust base-
lines [12]—the focus has recently shifted toward blending and
synthesis anomalies. For instance, Face X-Ray [13] targets
blending boundaries, while Chai et al. [14] analyze statistical
differences between camera-captured and synthesized images.

Recent spatial-domain detectors integrate explicit artifact
reasoning with fine-grained attention. Several methods em-
ploy local strategies, such as voting over semantic patches
and adaptive aggregation from manipulation-specific experts.
Others focus on region-specific anomalies by identifying likely
tampered regions and leveraging multiview analysis. To move
beyond binary supervision, some approaches couple reconstruc-
tion with classification. Furthermore, decomposition strategies
have gained traction, separating graphics components to mine
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forgery-sensitive details, and related approaches leverage resid-
ual cues guided by identity-level discrepancies. Zhang et al.
combine fine-grained spatial cues with high-frequency noise
inconsistencies through a two-stream design and a dedicated
fusion module [15].

B. Temporal and Frequency Domain Methods

Temporal detectors exploit inconsistencies across video
frames, such as abnormal head-pose dynamics [16] and incoher-
ent mouth movements [17]. To capture these cues, Gu et al. [18]
proposed spatiotemporal inconsistency learning, while Amerini
et al. [19] utilized optical-flow convolutional neural networks
(CNNs) to uncover compression-robust artifacts. Chhabra et
al. address low-quality deepfake detection (DFD) in the com-
pressed domain by enforcing sensitivity to subtle, previously
unseen artifacts [20]. Recent advances focus on refined feature
decoupling and auxiliary supervision (e.g., biometric cues) to
improve robustness, while Choi et al. [21] detect style-latent in-
coherence between frames. Pintelas et al. explore quantization-
aware 3-D CNNs with a gradual-unfreezing schedule, targeting
deepfake cues that may become more salient under discrete
representations [22].

Complementary to spatial and temporal analysis, frequency-
domain methods analyze spectral artifacts introduced during the
synthesis process. F3-Net [23] mines frequency-aware clues, Li
et al. [24] learn discriminative features across bands, and oth-
ers exploit phase discrepancies [25] or high-frequency artifacts
linked to GAN up-sampling [26].

C. Vision Transformer (ViT)-Based Forgery Detection

ViTs have emerged as powerful architectures for DFD
due to their ability to capture long-range dependencies and
fine-grained features [27]. Interpretable spatial-temporal video
transformer (ISTVT) [28] combines spatial and temporal atten-
tion, while Xu et al. [29] introduced thumbnail layout (TALL)-
Swin, which transforms video clips into a compact thumb-
nail layout to efficiently preserve spatiotemporal dependen-
cies. Multi-modal multi-scale transformer (M2TR) [30] ana-
lyzes images at multiple scales through parallel transformer
branches. Identity consistency transformer (ICT) [31] verifies
identity consistency, and unsupervised inconsistency-aware vi-
sion transformer (UIA-ViT) [32] models feature distributions
without pixel-level masks. Khan et al. [33] fuse parametric
texture maps with transformers for pose-invariant detection, and
generative convolutional vision transformer (GenConViT) [34]
combines generative priors. Related hybrid designs also pair
CNN feature maps with transformer self-attention to capture
both local artifacts and broader contextual dependencies in
videos [35].

D. Generalization-Focused Methods

Achieving robustness across unseen manipulations remains
a critical challenge. Early generalization works focused on
learning GAN fingerprints [36] or enforcing representation
consistency [37], [38]. Closely related, Lai et al. [39] fuse
content features with sampled style representations to retain
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task-relevant domain cues while suppressing background and
identity confounders. To mitigate preprocessing dependencies,
some approaches curate training data by favoring samples that
yield stable predictions across normalization changes. Architec-
ture design choices and search-based strategies have also been
explored to improve cross-dataset robustness.

Several methods enhance robustness by synthesizing training
samples or reconstructing real faces. For instance, some ap-
proaches cast cross-dataset detection as an anomaly detection
task, using reconstruction to identify unseen fakes via latent-
space inconsistencies. Similarly, self-blended images (SBIs)
[40] employ self-blending, while reconstruction-classification
learning (RECCE) [41] reconstructs authentic faces to high-
light anomalies. Other strategies include disentangling identity
information [42], decomposing images into forgery-relevant
partitions [43], or employing frozen encoders with classi-
cal classifiers [44]. Mixture-of-experts designs over a con-
trastive language—image pre-training (CLIP) backbone disen-
tangle domain-specific from domain-invariant cues, coupling
per-domain expert layers with meta-learned updates to improve
cross-domain transfer [45]. In addition, some methods address
demographic attribute bias to encourage more consistent per-
formance across diverse groups, including kernel-based condi-
tional distribution alignment to improve group fairness [46].

E. Contrastive and Metric Learning Approaches

Contrastive learning enhances generalizability by enforc-
ing tighter intra-class compactness and inter-class separation.
Approaches range from unsupervised schemes, such as deep-
fake detection via unsupervised contrastive learning (Deep-
fakeUCL) [47], to supervised contrastive learning [48] and
hierarchical video contrast [49]. Metric learning variants, such
as depth-guided triplets [50] and triplet networks for high
compression [51], further refine the feature space. Wu et
al. introduce language-guided contrastive supervision for syn-
thetic image detection, improving transfer to unseen genera-
tors [52]. Prototype-based formulations have also been used
to target cross-domain robustness, including multimodal proto-
type matching and contrastive prototype learning for deepfake
videos [53], [54].

F. Domain-Adversarial Training

Domain-adversarial training aims to learn domain-invariant
features by confusing a domain discriminator. Originating from
the GRL [5], this concept was adapted for fake news detection in
event adversarial neural network (EANN) [55]. Our work builds
on these principles, employing adversarial and triplet objectives
to realize forgery-agnostic representations.

G. Vision-Language and LLM-Agent Approaches

A recent line of work uses large language models and vision-
language backbones for forensic reasoning. Lai et al. [56] in-
stantiate large language model (LLM)-driven agents that sim-
ulate the forgery-creation process within a social-media en-
vironment, producing training samples annotated for text and
image consistency. From a complementary angle, Lai et al. [57]
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examine how the number of visual tokens supplied to a forensic
vision-language model affects detection quality, finding that
additional tokens improve accuracy with diminishing returns
beyond a moderate budget.

1II. METHOD

Existing DFD methods often struggle to generalize to unseen
forgery techniques, as they tend to rely on artifacts that are
specific to the manipulation methods observed during train-
ing. To address this limitation, we propose a representation-
learning framework that encourages the model to focus on
manipulation-induced inconsistencies rather than on forgery-
specific signatures.

Our approach consists of three key components. First, we
introduce a controlled TL formulation for DFD. By constructing
triplets that preserve the same person identity and scene, we
isolate forgery-induced variations and encourage the model to
capture subtle artifacts introduced by the manipulation process
rather than incidental changes in identity or background.

Second, we incorporate a domain-adversarial training ob-
jective to promote forgery-agnostic representations. A forgery
discriminator attempts to classify the manipulation technique
from the learned embeddings, while the embedding generator is
trained to produce features that are invariant to these technique-
specific cues.

Finally, we employ a binary forgery detector that predicts
whether a sample is real or fake, while decoupling its training
from the representation learning process. Specifically, gradients
from the classifier are prevented from propagating back into
the embedding generator, ensuring that the embedding space re-
mains governed by the metric and adversarial objectives rather
than the binary decision boundary.

The following sections describe these components in detail,
including the domain-adversarial training setup and the de-
tached classifier design used for robust forgery detection.

A. TL Framework

Trident employs a TL paradigm [58], [4], extending con-
trastive learning and Siamese network concepts. In contrastive
learning [59], [60], models are trained to pull similar samples
closer and push dissimilar ones apart in the feature space,
typically via pairwise contrastive loss. Siamese networks [61]
feed pairs of samples through identical networks with shared
weights to measure similarity, while TL [4] introduces a third
element, forming anchor—positive—negative triplets to refine
feature discrimination.

We leverage this idea to learn fine-grained features that dis-
tinguish genuine samples from forgeries, while controlling for
other variables, such as scene and person ID. This formulation
allows us to capture nuances and forces the model to discern
subtle differences and similarities, potentially improving our
model’s ability to generalize to previously unseen forgeries.
In our framework, we propose a controlled triplet-formation
strategy, which constitutes a key methodological contribution
that distinguishes our approach from standard triplet-learning
methods. Specifically, we form the triplets as follows.

1) Anchor: A real or fake frame of a specific individual at a

given timestamp £.
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Algorithm 1: Temporal Triplet Generation With
Partition Permutations.

1: function FORMTRIPLETS(Frames_Real, Frames_Fake)
2: Divide Frames_Real into R;, Ro > Partitions of real frames

3: Divide Frames_Fake into Fy, F5 > Partitions of fake frames
4: Initialize empty collections for Triplets and Labels

5: for each identity do

6: for each timestamp ¢ in video do

7: Add triplet (Ry, Rz, F1) with label (0,0, 1)

8: > Anchor=R1, Positive=R2 (different partition),
9: > Negative=F1 (same timestamp as anchor)
10: Add triplet (F, F», R1) with label (1,1,0)

11: > Anchor=F1, Positive=F2, Negative=R1
12: Add triplet (R2, R1, F») with label (0,0, 1)

13: > Anchor=R2, Positive=R1, Negative=F2
14: Add triplet (F», F1, R2) with label (1,1,0)

15: > Anchor=F2, Positive=F1, Negative=R2
16: end for

17: end for
18: return Triplets, Labels
19: end function

2) Positive: A frame of the same individual with the same
authenticity as the anchor but from a different timestamp
t' £t

3) Negative: A frame of the same individual at the same

timestamp t as the anchor, but with opposite authenticity.

To systematically generate triplets, we partition real and fake
frames for each identity into two halves: R;, Rs forreal; and F1,
F5 for fake frames. Temporal alignment is enforced between
anchor and negative frames to preserve consistent scene and
motion cues. We alternate partitions to serve as anchor, positive,
and negative to cover all possible configurations, as illustrated
in Algorithm 1.

This triplet formation constitutes the main novelty of our ap-
proach, allowing us to control for identity, scene, and temporal
factors. We aim to disentangle manipulation cues from identity
or scene-specific information by maintaining consistent identity
and temporal alignment while varying authenticity.

We validate the effectiveness of this temporal triplet forma-
tion through ablation studies (Table V). The proposed aligned
sampling consistently outperforms other options. By maintain-
ing consistent identity and temporal alignment while varying
authenticity, our approach disentangles manipulation cues from
identity- or scene-specific information.

B. Domain-Adversarial Training Setup With Gradient
Reversal

Our second key contribution is the application of domain-
adversarial training to multiclass face forgery detection, ex-
tending a technique typically used for two-class source-target
problems in the domain adaptation literature. Specifically, our
framework employs a domain-adversarial training to learn
forgery-agnostic representations that generalize across different
manipulation techniques. The core principle involves a min-
imax game between the embedding generator and a forgery
discriminator. The embedding generator aims to produce infor-
mative features for distinguishing between real and fake data.
However, it is uninformative for forgery classification, whereas
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the forgery discriminator aims to classify the specific forgery
technique from these embeddings.

This adversarial setup encourages the embedding genera-
tor to focus on universal manipulation artifacts rather than
technique-specific signatures. The forgery discriminator con-
sists of multiple fully connected layers, with an output layer
that produces logits for each forgery category (Deepfakes,
Face2Face, FaceSwap, and NeuralTextures). Through this ad-
versarial interaction, the model learns to capture broad real-
versus-fake distinctions while avoiding overfitting to particular
forgery methods.

The GRL [5] implements this adversarial training mechanism
by reversing gradients during backpropagation. The GRL is
defined such that it acts as an identity mapping in the forward
pass but reverses and scales the gradient by a factor A in the
backward pass. Let x be the input embeddings and A > 0

Forward: G(x) = x. (1

During the backward pass, the gradient is multiplied by —\
0G
Backward: — = —\J 2
ox

where [ is the identity matrix. This scaling factor, A, allows
fine-grained control over the adversarial signal.

The GRL is placed between the embedding generator and the
forgery discriminator. It acts as a pass-through layer during for-
ward propagation but reverses the gradient from the forgery dis-
criminator’s multiclass cross-entropy loss during backpropaga-
tion. This reversal encourages the embedding generator to pro-
duce feature representations that confuse the forgery discrim-
inator, thereby learning more generalizable, forgery-invariant
embeddings. This domain-adversarial training effectively aligns
the generator with producing domain-invariant features, pre-
venting overfitting to known forgery types and enabling ro-
bustness to unseen manipulations, which, combined with our
multiclass extension, constitutes a primary contribution of our
approach in face forgery detection.

C. Forgery Detector With Classifier Head Detachment

Our primary objective is robust forgery detection that gen-
eralizes to previously unseen manipulation types. To this end,
we first learn a representation that captures forgery-related cues
while suppressing domain-specific artifacts. Specifically, the
encoder—embedder is trained using a combination of triplet loss
and domain-adversarial loss as explained in previous subsec-
tions, which structures the embedding space according to sim-
ilarity relationships while encouraging domain-invariant rep-
resentations. On top of the learned embeddings, we employ
a forgery detector, a binary classification head that predicts
whether an input sample is real or fake. While the detector
provides the final prediction for the task, directly optimizing
the encoder with the binary classification objective can cause
the representation to overfit to the decision boundary induced
by the training forgery types.

As our third contribution, we introduce a decoupled training
strategy that explicitly separates the binary forgery-detection
objective from the representation-learning process. During
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Overview of our proposed framework for generalized forgery detection. The framework is optimized using three complementary objectives. First, a

triplet loss with our controlled sampling strategy encourages the model to capture subtle forgery artifacts by comparing samples that share the same identity
and scene while differing in authenticity. Second, a domain-adversarial objective (GRL) with a forgery discriminator promotes domain confusion, encouraging
the embeddings to become invariant to specific manipulation techniques. Finally, the embeddings are fed to a binary forgery detector that predicts whether a
sample is real or fake. During training, gradients from this classifier are detached from the encoder, ensuring that the embedding space is shaped solely by
the metric and adversarial objectives, resulting in more transferable and forgery-agnostic representations.

training, we block the backpropagation from the forgery detec-
tor into the shared encoder, preventing the binary classification
loss from directly shaping the embedding space. Consequently,
the representation is governed solely by the metric and domain-
adversarial objectives, which encourage a more structured and
domain-agnostic embedding space. This stop-gradient design
prevents the encoder from collapsing toward a representation
optimized only for binary separability on the training manipu-
lations. Instead, the embeddings organize samples according to
forgery-related similarity relationships, resulting in a more sta-
ble and transferable representation. Empirically, this decoupling
significantly improves the model’s ability to detect previously
unseen types of forgery.

D. Model Architecture

Our model architecture, as shown in Fig. 1, features a shared
encoder network with a triplet-based learning setup to distin-
guish real samples from fake ones. We fine-tune two back-
bone variants for comprehensive evaluation: EfficientNet-B4
[11], a CNN-based architecture commonly preferred across face
forgery detection methods, and CLIP ViT-L/14 [62], OpenAI’s
transformer-based foundational model pretrained on large-scale
visual and textual data.

For the ViT backbone, we employed BitFit [6], a PEFT
method that updates only the bias parameters while keeping
all weights frozen. BitFit prevents catastrophic forgetting of
learned abstract representations from pretraining while enabling

TABLE 1
BACKBONE COMPARISON OF EFFICIENTNET-B4 [11] AND
CLIP VIT-L/14 [62]

Backbone EfficientNet-B4 CLIP ViT-L/14
Fine-tuning Full BitFit (bias-only)
Embedding Dimension 1792 1024
Total Parameters 19.3M 304 M
Trainable Parameters 193 M 0.3M

efficient adaptation to the forgery detection task. This approach
significantly reduces the number of trainable parameters while
preserving the model’s generalization capability. Table I com-
pares the two backbones we fine-tune in our experiments.

E. Objective Functions

The training objective in Trident is optimized using a hybrid
loss function that combines binary cross-entropy (BCE) loss,
Triplet loss, and forgery discriminator loss. This composite loss
is designed to enhance class discrimination (via BCE), improve
feature embedding separation (via Triplet loss), and promote
forgery-agnostic embedding generation (via adversarial training
through GRL).

The total 10ss Lo is defined as

Lioal = LBcE + - ACtriplet +3- [fforgery (3)
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where « and [ are weighting factors that balance the contribu-
tions of the individual loss components.
1) BCE Loss: The BCE loss Lpcg is defined as

N
Lycg = —% Z (i - log(9:) + (1 —y;) - log(1 — 7)) (4
i=1
where NV is the number of samples, y; is the ground truth label,
and y); is the predicted probability of the sample being a forgery.
This loss encourages accurate classification by minimizing the
error between the predicted and actual labels.
2) Triplet Loss: The Triplet loss Lyipiet is formulated as

1 N

Lusipla=77 Y@@ Nf @)= f @) 5-m]
i=1
)

where z¢, 2, and 2 represent the anchor, positive, and nega-
tive samples, respectively, and m is the margin that enforces a
minimum separation between positive and negative pairs. This
loss function brings the anchor and positive embeddings closer
together while pushing the anchor and negative embeddings far-
ther apart, thereby enhancing the distinctiveness of the features.

3) Forgery Discriminator Loss: The forgery discrimina-
tor 10ss Lgoreery €mploys multiclass cross-entropy to classify
forgery types

1 N K
Eforgery = _N Z Z Yi,j IOg(ﬁiJ) (6)

i=1j=1

where y; ; is the one-hot encoded ground truth for the jth
forgery category, p; ; is the predicted probability of the ith
embedding belonging to the jth forgery category, and K is
the number of forgery categories. During backpropagation,
the GRL reverses the gradients from this loss, encouraging
the embedding generator to produce representations that are
forgery-agnostic.

IV. EXPERIMENTS

This section presents the datasets, evaluation metrics, exper-
imental setup, implementation details, and training configura-
tions used in our experiments.

A. Metrics

To evaluate the performance of our method, we employ the
area under the receiver operating characteristic curve (AUC), a
widely used metric in DFD literature, and the Accuracy of the
detectors. AUC provides a threshold-independent measure of a
classifier’s ability to distinguish between real and fake samples,
whereas Accuracy reports classification performance at a fixed
decision threshold.

1) AUC: The AUC is computed as the integral of the receiver
operating characteristic (ROC) curve by computing the area
under the ROC curve, which plots the true positive rate (TPR)
against the false positive rate (FPR) at various classification
thresholds. The ROC curve is integrated using the trapezoidal
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rule to compute AUC numerically. Given a set of n thresholds,
the AUC is computed as

n—1

FPR — FPR.) - (TPR TPR.
AUC:Z (FPR} 41 k)2( K+ k1)

(N
k=1

where FPR;, and TPRj, represent the values of the FPR and TPR
at the k™ threshold. AUC is particularly suitable for DFD due to
its robustness to class imbalance and threshold independence.
Additionally, we primarily relied on AUC, as it is the de facto
evaluation metric adopted by mainstream DFD benchmarks,
which enables direct and fair comparison with prior work.

2) Accuracy: We additionally report classification accuracy
using a fixed decision threshold of 0.5 on the predicted proba-
bility scores. Samples with scores greater than or equal to 0.5
are classified as fake, while those below 0.5 are classified as
real, and the final accuracy is computed as the proportion of
correctly classified samples.

B. Datasets

To evaluate the generalization capability of our approach,
we use several benchmark datasets that feature diverse forgery
techniques and varying quality levels.

FaceForensics++ (FF++) [12] contains 1000 authentic
videos alongside their corresponding manipulated versions gen-
erated through four distinct facial manipulation techniques:
Deepfakes [63], Face2Face [64], FaceSwap [65], and Neural-
Textures [66]. The dataset provides videos at multiple compres-
sion levels, enabling comprehensive evaluation across a range
of diverse quality degradation scenarios.

Celebrities DeepFake (Celeb-DF) [67] includes two ver-
sions: Celeb-DF (vI) consists of 408 real videos and 795
corresponding DeepFake videos, and Celeb-DF (v2) signifi-
cantly expands upon this, comprising 590 real videos and 5639
corresponding DeepFake videos with minimal visual artifacts.
Version 2 is particularly challenging to detect due to its realistic
visual quality, which closely matches that of real-world Deep-
Fake videos circulating online.

DFD [68] released by Google contains thousands of Deep-
fake videos featuring consenting actors in controlled environ-
ments. It encompasses a range of facial expressions, head poses,
and lighting conditions.

DeepFake detection challenge (DFDC) [69] released by
Facebook contains over 100 000 videos created using various
deepfake techniques. It features diverse subjects across differ-
ent ages, ethnicities, and lighting conditions. We also use its
preview version of the DeepFake detection challenge preview
(DFDCP) [70], which contains a smaller subset of videos but
maintains similar diversity, making both datasets particularly
challenging for generalization.

University at Albany DeepFake videos (UADFVs) [16] in-
clude authentic and deepfake manipulated videos specifically
curated to expose inconsistencies in head poses—a common
artifact in early deepfake synthesis methods.

WildDeepfake [71] contains 7314 face sequences extracted
from 707 deepfake videos collected entirely from the Inter-
net. Unlike datasets generated under controlled conditions, its
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TABLE 1T
BREAKDOWN OF BENCHMARKS

Dataset Pristine Manipulated Total
FaceForensics++ [12] 1000 4000 5000
Celeb-DF (v1) [67] 408 795 1203
Celeb-DF (v2) [67] 590 5639 6229
DFD [68] 363 3000 3363
DFDC [69] 19154 86 654 105 808
DFDCP [70] 1131 4119 5250
UADFV [16] 49 49 98
WildDeepfake [71] 3805 3509 7314

samples span diverse scenes, identities, compression levels, and
synthesis pipelines, providing a stringent in-the-wild evaluation
setting.

Table II provides a concise summary of these datasets, in-
cluding the number of pristine (original) and manipulated (fake)
samples.

C. Evaluation Scenarios

We design three experimental scenarios to evaluate the effec-
tiveness of the proposed method and analyze the contributions
of its components:

1) Scenario 1: Forgery-Specific Training: Models were
trained on only two forgery types (Deepfakes and Neu-
ralTextures) from the FF++ dataset. The trained models
were then tested on all forgery types in FF++ to assess
their ability to generalize to unseen manipulation tech-
niques. This scenario examines the impact of the GRL
and TL.

2) Scenario 2: Full Dataset Training: Models are trained
and tested on all forgery types in the FF4-+ dataset. This
scenario evaluates the overall performance of the pro-
posed method when trained on a diverse set of forgeries.

3) Scenario 3: Cross-Dataset Evaluation: Models trained
on the FF++ (HQ) dataset are evaluated on the DFD
dataset. This scenario tests the models’ generalization to a
completely different dataset with varied data distributions
and manipulation techniques.

D. Implementation Details

1) Network Architecture: We employed both EfficientNet-
B4 [11] (CNN) and CLIP [62] (ViT-L/14) as backbone archi-
tectures for feature extraction to explore complementary repre-
sentation capabilities.

We also design a NetworkTree structure to implement the
proposed architecture, enabling flexible configuration and easy
insertion or modification of components. The overall network
architecture forms a tree with the root being the embedding
model and two child modules, as follows.

a) Forgery detector: A binary classifier that predicts whether
an input image is real or fake, utilizing the embedding
from the feature extractor.

b) Forgery discriminator: An auxiliary classifier that pre-
dicts the forgery type, used with the GRL to encourage the
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TABLE III
HYPERPARAMETER COMPARISON OF EFFICIENTNET-B4 [11]
AND CLIP VIT-L/14 [62]

Backbone EfficientNet-B4 CLIP ViT-L/14
Learning rate 0.0001 0.00002
Batch size 4 8
Triplet Loss margin (m) 1.0 1.0

GRL lambda () 1.0 1.0
Forgery loss weight 1.0 0.5
Number of epochs 30 7
Optimizer Adam [72] Adam [72]

embedding model to learn features invariant to specific
forgery techniques.

2) Training Configuration: We employ different hyperpa-
rameter configurations for our CNN and ViT variants, as shown
in Table III. The ViT variant requires a lower learning rate
(0.00002 versus 0.0001) and fewer epochs (7 versus 30) than the
CNN variant due to PEFT. Both variants share identical triplet
margin and GRL parameters.

V. RESULTS

The performance is evaluated quantitatively through abla-
tion studies and intra- and cross-dataset evaluations. Qualitative
analysis is provided through t-SNE visualization of the learned
feature embeddings.

A. Quantitative Results

Table IV presents a comprehensive evaluation of face forgery
detection methods under standardized DeepfakeBench [7] set-
tings, with all models trained on the FF++ (HQ) dataset. The
intra-dataset results in this table follow scenario 2 (full dataset
training) protocol, while the cross-dataset results reflect sce-
nario 3 (cross-dataset evaluation). We report both intra-class
and cross-dataset performance using AUC and ACC metrics.
The AUC and ACC results in Table IV are largely consistent
in overall ranking within datasets. Our performance advantages
are consistent across both metrics: datasets where Trident leads
in AUC also show corresponding gains in ACC. This indicates
that the improvements are not an artifact of threshold choice
or class imbalance. Unless otherwise marked, the results are
obtained under the standardized DeepfakeBench framework.
Methods marked with T are included using directly reported
numbers from their original papers due to their unavailability
within DeepfakeBench. Across most intra-class evaluations, our
method achieves the best performance, and in a few cases, it re-
mains highly competitive with the leading baseline. Notably, in
cross-dataset scenarios where other methods suffer substantial
performance drops, our approach maintains robustness, result-
ing in a significant improvement over prior work. Additionally,
we include runtimes measured on RTX 4090, showing that
our method introduces negligible overhead: inference speed is
largely dictated by the underlying encoder, ensuring efficiency
comparable to baseline models.

1) Ablation Studies: Ablation studies were conducted to
assess the impact of key components in the Trident framework,
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TABLE IV
FRAME-LEVEL AUC (1) AND ACC (1) SCORES AND MEDIAN INFERENCE TIME (MS) OF FACE FORGERY DETECTORS
s | | | | Intra-Dataset Evaluation on FF++ (HQ) | Cross-Dataset Evaluation | 2
£ £
s
& FF FF-DF FF-F2F FF-F: FF-NT DF-v1 DF-v2 DFD DFDCP DFD ADF WildDF e
| Detector | Backbone | Venue | _+ | | | s_| | _corvt | _cor | | cp_| C_ | _uaprv | _wior | g
| | | | AUC  ACC | AUC  ACC | AUC  ACC | AUC  ACC | AUC ACC | AUC ACC | AUC ACC | AUC ACC | AUC ACC | AUC ACC | AUC ACC | AUC AcC | &
MesoNet [73] Designed CNN | WIFS-18 060 80.0 | 066 50.0 | 0.59 500 | 0.58 500 | 057 500 | 049 616 | 053 658 | 0.54 895 | 049 657 | 053 521 | 058 501 | 055 445 | 0.02
o | Mesolnception [73] Designed CNN WIFS-18 079 814 | 087 664 | 083 66.6 | 0.78 648 | 067 60.7 | 0.69 63.7 | 0.65 680 | 064 822 | 071 69.0 | 0.60 535 | 0.83 655 | 0.55 46.7 | 0.05
5 | ONN-Auz 3] ResNet [74] CVPR20 | 0.84 832 | 090 689 | 0.87 680 | 086 68.1 | 0.71 639 | 071 681 | 0.67 699 | 0.63 758 | 051 632 | 0.60 570 | 077 653 | 0.58 44.6 | 0.20
Xeeption [12] Xception [10] ICCV-19 098 932 | 099 877 | 099 877 | 098 87.0 [ 095 852 | 075 693 | 0.74 69.5 | 085 804 | 073 681 | 0.71 642 | 094 794 | 072 60.1 | 0.53
EfficientNet-B4 [11] | EfficientNet [11] | ICML-19 | 097 925 | 097 884 | 0.97 886 | 099 894 | 095 860 | 077 694 | 075 665 | 081 77.3 | 0.64 584 | 0.71 638 | 092 818 | 067 529 | 0.93
& F3Net [23] Xception [10] ECCV-20 098 938 | 098 920 | 099 925 | 099 925 | 095 881 | 075 669 | 073 59.1 | 079 685 | 0.70 641 | 0.70 626 | 0.89 805 | 0.65 539 | 0.57
é.: SPSL [25] Xception [10] CVPR-21 095 86.8 | 097 687 | 097 686 | 099 688 | 085 675 | 0.80 679 | 0.73 710 | 0.82 884 | 0.72 714 | 069 624 | 094 643 | 0.68 50.7 | 0.54
SRM [75] Xception [10] CVPR21 | 097 918 | 098 843 | 097 846 | 097 843 | 094 816 | 0.76 707 | 076 722 | 0.84 840 | 069 664 | 0.68 628 | 0.88 724 | 067 496 | 1.45
Capsule [76] CapsuleNet [77] | ICASSP-19 | 0.89 858 | 090 798 | 091 797 | 092 806 | 0.81 733 | 0.77 719 | 076 738 | 0.71 83.1 | 063 680 | 0.65 596 | 095 812 | 065 47.7 | 0.89
FFD [78] Xception [10] CVPR20 | 096 912 | 098 826 | 097 824 | 099 829 | 091 798 | 0.71 667 | 069 621 | 079 819 | 071 712 | 0.71 641 | 095 829 | 068 488 | 0.53
CORE [37] Xception [10] CVPRW-22 | 097 933 | 098 90.7 | 098 90.8 | 098 905 | 093 863 | 0.72 66.1 | 074 705 | 0.83 81.7 | 0.70 67.1 | 070 63.7 | 096 845 | 069 550 | 0.53
RECCE [41] Custom CVPR-22 097 935 | 098 915 | 098 920 | 098 913 | 095 886 | 0.73 679 | 0.74 665 | 0.84 79.6 | 0.70 656 | 0.68 615 | 0.89 77.6 | 0.70 540 | 1.30
5 | UCF[43] Xception [10] 1CCV-23 098 946 | 099 923 | 099 925 | 099 926 [ 095 885 | 081 728 | 0.77 649 | 082 756 | 0.69 596 | 0.73 658 | 092 818 [ 0.71 529 | 1.07
g | LSDA [79] EfficientNet [11] | CVPR-24 | 095 87.6 | 097 722 | 098 722 | 097 720 | 090 704 | 0.87 665 | 080 708 | 0.83 889 | 078 711 | 0.73 586 | 090 623 | 069 467 | 0.95
@ | Effort [80] CLIP ViT [62] ICML-25 091 854 | 099 820 | 091 782 | 098 81.6 | 0.75 683 | 090 778 | 085 784 | 090 862 | 081 741 | 082 699 | 097 80.7 | 0.80 60.5 | 5.64
FreqDebias [81]1 ResNet [74] CVPR-25 - - - - = —| = —| = — o088 — |08 — |08 — |o& — |04 — | — — | = —| =
UDD (8211 CLIP ViT [62] | AAAL25 - - - - - | = | = —Jo&m —| = —Jouu —| = —|o —| = —| = —|=
Trident (CNN) EfficientNet [11] | Ours 098 946 | 098 903 | 098 907 | 098 902 | 096 862 | 076 728 | 0.75 649 | 087 875 | 0.84 792 | 070 658 | 095 818 | 0.75 697 | 095
Trident (ViT) CLIP ViT [62] | Ours 093 869 | 0.99 848 | 0.94 822 | 098 842 | 079 722 | 091 79.0 | 0.86 780 | 092 882 | 0.83 752 | 0.85 755 | 0.97 682 | 0.83 582 | 557

Note: The best results are indicated in bold. T Directly reported from the original papers due to the unavailability of their code; consequently, some scores

are missing. Bold entries indicate the best results.

specifically the CNN backbone, including TL, the GRL, the
adversarial loss (Adv), and the detached classification head
(DH).

a) Ablation study on temporal triplet sampling: To eval-
uate the importance of our temporal triplet construction, we
compare our proposed aligned sampling strategy with two alter-
native sampling schemes. The results are reported in Table V.
In aligned sampling (ours), the anchor and negative correspond
to real and fake frames from the same timestamp, while the
positive is sampled from a different timestamp within the same
video. This design encourages the model to focus on subtle
authenticity cues while controlling for pose, motion, and scene
context. In misaligned sampling, identity-based triplets are pre-
served, but the temporal alignment is changed such that the
positive and negative frames share the same timestamp instead
of the anchor and negative, removing the intended temporal
inductive bias. Finally, random sampling selects both positive
and negative frames randomly from the same video without
enforcing any temporal alignment. As shown in Table V, the
proposed aligned sampling consistently improves performance
across most datasets, demonstrating that enforcing temporal
alignment between real and fake frames provides a stronger and
more informative training signal for fake detection.

b) Ablation study on all forgery types: Following sce-
nario 2 (full dataset training), all forgery types in FF++ (HQ)
are used for both training and testing. Table VI summarizes
the results. The baseline model (B) employs the EfficientNet-
B4 backbone with a binary classification head. The variants
include adding TL and incorporating the GRL (TL-+GRL).
We observe consistent performance improvements as additional
components of the framework are incorporated.

c) Ablation study on deepfakes and NeuralTextures: Un-
der scenario 1 (forgery-specific training), models are trained on
only two manipulation types and evaluated on the full FF4-+ set
to probe generalization to unseen forgeries. Table VII presents
the results. The methods include the baseline (B), the addition
of TL, the incorporation of the GRL (TL+GRL), the use of Adv
(TL+Adv), and the inclusion of the DH (TL+GRL+DH). The

TABLE V
ABLATION STUDY RESULTS ON TEMPORAL TRIPLET SAMPLING STRATEGIES
IN FRAME-LEVEL AUC (1): ALIGNED SAMPLING CORRESPONDS TO OUR
PROPOSED STRATEGY, WHERE THE ANCHOR AND NEGATIVE ARE
TEMPORALLY ALIGNED (REAL VERSUS FAKE FRAMES FROM THE SAME
TIMESTAMP), WHILE THE POSITIVE IS SAMPLED FROM A DIFFERENT
TIMESTAMP WITHIN THE SAME VIDEO

Dataset Aligned Misaligned Random
Sampling (Ours) Sampling Sampling
FaceForensics++ 0.93 0.82 0.83
Celeb-DF-v1 0.91 0.83 0.84
Celeb-DF-v2 0.86 0.79 0.79
DFDCP 0.83 0.74 0.77
DFDC 0.85 0.79 0.82
UADFV 0.97 0.95 0.96
DeepFakeDetection 0.92 0.91 0.92

Note: Misaligned Sampling aligns the positive and negative frames
instead of the anchor and negative. Random Sampling selects positive
and negative frames randomly from the same video. Bold entries
indicate the best results.

TABLE VI
ABLATION STUDY ON FF++ (HQ) DATASET
(ALL FORGERY TYPES)

Method AUC (1) LogLoss (J)
Baseline 0.9497 0.2915
TL 0.9613 0.2611
TL+GRL 0.9669 0.2946
TL+GRL+DH 0.9793 0.2456

Note: Bold entries indicate the best results.

results demonstrate consistent performance gains as each com-
ponent of the proposed framework is progressively introduced.

d) Cross-dataset ablation on DFD (HQ): As defined in
scenario 3 (cross-dataset evaluation), models trained on FF++
(HQ) are tested on a completely separate dataset to assess cross-
domain robustness. To further assess the impact of our proposed
components on generalization, we conducted an ablation study
on the DFD (HQ) dataset using models trained on FF+-+ (HQ).
Table VIII presents the results. The LogLoss refers to the BCE
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TABLE VII
ABLATION STUDY ON FF++ (HQ) DATASET
(DEEPFAKES AND NEURALTEXTURES)

Method AUC (1) LogLoss (])
Baseline 0.7363 0.9512
TL 0.7506 0.8645
TL+Adv 0.9595 0.3270
TL+GRL 0.9652 0.2662
TL+GRL+DH 0.9646 0.2454

Note: Bold entries indicate the best results.

TABLE VIII
CROSS-DATASET ABLATION ON DFD (HQ)
DATASET [TRAINING ON FF++ (HQ)]

Method AUC (1) LogLoss (J)
Baseline 0.7817 0.6897
TL 0.8438 0.5522
TL+GRL 0.8668 0.6076
TL+GRL-+DH 0.8740 0.5568

Note: Bold entries indicate the best results.

TABLE IX
HYPERPARAMETER SENSITIVITY ON THE
DEEPFAKEDETECTION (AUC 1) DATASET

Default | B | A | m
08 12 | 08 12 | 08 12

0.920 | 0.929 0.926 | 0.924 0.926 | 0.924 0.925

Note: The Default column corresponds to the configuration
(8=1.0, A\=1.0, m = 1.0). Bold entries indicate the best
results.

loss used for the classification task in both tables. We observe
that the generalization performance improves progressively as
each component of our framework is added. Notably, the effect
of the DH becomes more apparent in this cross-dataset setting
compared to the one presented in Table VII, where decoupling
the classifier from backbone feature learning leads to more
transferable representations and improved robustness under do-
main shift.

e) Hyperparameter sensitivity analysis: To assess the
sensitivity of Trident (ViT) to its key training hyperparameters,
we vary the forgery loss weight (3), GRL scaling factor (),
and triplet margin (m) individually while keeping the remaining
two at their default value of 1.0. We run these experiments on
the DeepFakeDetection dataset. The results are summarized in
Table IX. Across all runs, the AUC scores remain stable under
both increases and decreases of each hyperparameter, indicating
that the framework is robust to moderate perturbations and not
overly reliant on precise hyperparameter tuning.

f) Full fine-tuning versus PEFT (BitFit): Table X com-
pares two fine-tuning strategies for the CLIP ViT-L/14 back-
bone within the Trident framework: full fine-tuning of all back-
bone parameters versus BitFit [6], a parameter-efficient method
that updates only bias terms. BitFit yields higher AUC on six
of seven datasets, while full fine-tuning outperforms it only on
DFDCP. These results indicate that restricting updates to bias
parameters is sufficient for effectively adapting large vision-
language features to the forgery detection task.
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TABLE X
AUC (1) COMPARISON OF FULL FINE-TUNING
VERSUS BITFIT FINE-TUNING OF CLIP VIT-L/14
WITHIN TRIDENT

Dataset Full Fine-Tune  BitFit
FaceForensics++ 0.789 0.930
DeepFakeDetection 0.901 0.920
Celeb-DF-v1 0.903 0.910
Celeb-DF-v2 0.851 0.860
DFDCP 0.882 0.830
DFDC 0.849 0.850
UADFV 0.927 0.970

Note: Both variants share identical architecture, train-
ing data, and hyperparameters; only the set of up-
dated parameters differs. Bold indicates the higher
value per dataset. Bold entries indicate the best
results.

TABLE XI
MULTISOURCE TRAINING RESULTS FOR TRIDENT (VIT) TRAINED
JOINTLY ON FF++ (HQ) AND CELEB-DF-v2, COMPARED WITH THE
SINGLE-SOURCE FF++ (HQ) BASELINE, EVALUATED ON
EIGHT DATASETS

Single-source (FF++) Multi-source

Test Dataset

ACC (%) AUC (%) ACC (%) AUC (%)
FaceForensics++ 86.9 93.0 87.9 93.2
Celeb-DF-v2 78.0 86.1 75.5 96.9
Celeb-DF-v1 79.0 91.2 92.0 99.3
DeepFakeDetection 88.2 92.0 86.7 91.7
DFDC 75.5 84.8 73.7 81.6
DFDCP 75.2 83.0 73.3 85.4
UADFV 68.2 96.7 72.5 96.7
WildDeepfake 58.2 82.7 58.2 83.1

Note: Bold entries indicate the best results.

g) Multisource training generalization: To examine
whether the proposed framework remains stable when trained
on heterogeneous sources rather than a single dataset, we jointly
train Trident (ViT) on FF++ (HQ) and Celeb-DF-v2 and evalu-
ate it on the two source datasets and six unseen targets. Training
proceeded without instability under the combined source dis-
tribution. To assess the robustness gained from heterogeneous
training, we compare against the same architecture trained only
on FF++ (HQ) (single-source numbers are taken from Ta-
ble IV). As shown in Table XI, the multisource model retains
strong intra-source performance (93.2 AUC on FF++, 96.9
AUC on Celeb-DF-v2) and transfers competitively to unseen
domains, including Celeb-DF-v1 (99.3), DeepFakeDetection
(91.7), DFDCP (85.4), UADFV (96.7), WildDeepfake (83.1),
and DFDC (81.6). Compared with single-source training, AUC
improves on Celeb-DF-vl, DFDCP, and WildDeepfake, re-
mains essentially unchanged on FF+4 and UADFV, and de-
creases slightly on DFD and DFDC, suggesting that adding
Celeb-DF-v2 reshapes the embedding toward Celeb-style cues
at a modest cost on crowd-sourced (DFDC) and high-quality
(DFD) benchmarks. The largest gain is on Celeb-DF-v1 (+8.1
AUC), consistent with its distributional proximity to Celeb-
DF-v2. These results indicate that the accuracy gains observed
under single-source training do not stem from overfitting to one
source distribution.
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(@ (b)

Fig. 2. t-SNE embeddings for models without TL. GRL+DH strength-
ens real/fake separation but does not yield five distinct forgery clusters.
(a) Baseline (B). (b) B+GRL+DH.

(a) (b) (©)

Fig. 3. t-SNE embeddings for TL-based models. TL promotes forgery-type
clustering; GRL and DH enhance the separation of real and fake. (a) TL.
(b) TL4+GRL. (c) TL+GRL+DH.

B. Qualitative Results

The visualizations below are produced under scenario 2 (full
dataset training), using the FF++ (HQ) validation split. To
qualitatively assess the discriminative capability of the learned
embeddings, we employed t-distributed stochastic neighbor em-
bedding (t-SNE) [83] to project high-dimensional features into
2-D space. We present two sets of visualizations: baseline mod-
els in Fig. 2 and TL-based models in Fig. 3. Real and fake
samples are represented in blue and orange, respectively. All
visualizations are produced from the FF++ (HQ) validation
split.

In contrast, Fig. 3 shows TL-based models. As seen in
Fig. 3(a) (TL), incorporating TL creates distinct clusters for
each forgery type, though some overlap remains. Employ-
ing GRL and DH components alongside TL [TL+GRL-+DH,
Fig. 3(b)] further separates real from fake while forming five
distinct clusters corresponding to the five forgery types present
in the FF++ dataset.

We visualize the learned representations using t-SNE to ex-
amine how different components shape the embedding space.
As shown in Fig. 3(a), using only TL results in some over-
lap between real and fake samples. Incorporating the GRL
(TL+GRL) in Fig. 3(b) leads to a more structured feature
space with reduced overlap. Finally, introducing the detached
head (TL4+GRL+-DH) in Fig. 3(c) further enlarges the margin
between real and fake samples, leading to a clearer separation
in the embedding space.

While the t-SNE visualization in Fig. 3(b) suggests that
embeddings may still form clusters corresponding to specific
forgery types, we conduct a further analysis to better understand
the effect of the domain-adversarial objective. In particular, we
extend the visualization by including samples from both the
training forgeries and from additional datasets not used during
training. The resulting embedding space is shown in Fig. 4.
When the GRL is applied, samples from different datasets (e.g.,
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@ Deepfakes @ Face2Face @ FaceSwap
O FaceShifter © NeuralTextures % CelebDF
% DFDC *DFD ¥ UADFV

Fig. 4. Extended t-SNE visualization including both training and unseen
forgery datasets in TL and TL+GRL models. Although local clusters associ-
ated with forgery types are visible, samples from unseen datasets align with
these regions instead of forming separate dataset-specific clusters when GRL
is applied. (a) TL. (b) TL+GRL.

DFDC, CelebDF, DFD, and UADFV) align with the regions
formed during training forgeries rather than forming separate
dataset-specific clusters. This indicates that the learned rep-
resentations capture manipulation-related characteristics that
transfer across datasets. This analysis suggests that, although
local structures related to forgery types may still emerge in the
embedding space, the domain-adversarial training effectively
suppresses dataset-specific biases. As a result, the model learns
representations that are more robust and transferable to unseen
forgery sources.

To further analyze the effect of the domain-adversarial ob-
jective, we conduct a probing experiment by freezing the en-
coder and training a classifier to predict the forgery type from
the learned embeddings. When trained on representations ob-
tained with TL, the classifier achieves 76.13% accuracy, indi-
cating that the embedding space retains considerable informa-
tion about specific manipulation techniques. After introducing
GRL (TL+GRL), the accuracy decreases to 70.00%. Although
the representation still contains some forgery-type information,
the drop in performance suggests that the domain-adversarial
objective reduces the model’s reliance on technique-specific
cues. This behavior aligns with our goal of encouraging the
network to focus on more general manipulation artifacts rather
than overfitting to particular forgery methods.

‘We complement the embedding-space view with a spatial one
using gradient-weighted class activation mappin (Grad-CAM)
[84] on the ViT variant of Trident (CLIP ViT-L/14). Gradients
of the fake logit at the second-to-last encoder layer are global-
average-pooled over the 256 patch tokens; the resulting 16 x
16 map is upsampled to 224 x 224, Gaussian-smoothed (o =
8), and overlaid with the JET colormap. As shown in Fig. 5,
the activation remains off the face in the genuine sample and
localizes to the face regions altered by each manipulation in the
five FF++- forgeries as well as in a cross-dataset DFD example,
indicating that the detector relies on manipulation-related facial
evidence rather than background or compression cues.

VI. DISCUSSION

The experimental results presented in Section V provide
several important insights into face forgery detection:



5848

Fig. 5.
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(a) (b) (©) (d) (e) ()

(2)

Grad-CAM heatmaps of Trident (ViT) for one real frame, one frame per FF4-+ forgery type (Deepfakes, Face2Face, FaceSwap, NeuralTextures,

FaceShifter), and one cross-dataset frame from DFD. Attention concentrates on the manipulated facial regions. (a) Real. (b) Deepfakes. (c) Face2Face.

(d) FaceSwap. (e) NeuralTextures. (f) FaceShifter. (g) DFD.

A. Performance Comparison

The evaluation results in Table IV demonstrate that Trident
(CNN) achieves an AUC of 0.9793 on FF++ (HQ), surpassing
the previous SOTA approach, UCF (0.9705). In cross-dataset
evaluation, our CNN variant achieves notable improvements on
DFD (0.8740 versus Xception’s 0.8163) and DFDCP (0.8403
versus UCF’s 0.7594). The ViT variant outperforms previous
methods on multiple benchmarks, achieving the highest AUC
scores on Celeb-vl (0.9115 versus Effort’s 0.9041), Celeb-
v2 (0.8606 versus Effort’s 0.8497), DFD (0.9204 versus Ef-
fort’s 0.8991), DFDC (0.8476 versus Effort’s 0.8211), UADFV
(0.9666 versus Effort’s 0.9659), and WildDeepfake (0.8272 ver-
sus Effort’s 0.8004). This consistent performance improvement
across different datasets highlights the mitigation effect of our
framework against the generalization challenge in face forgery
detection.

B. Component Contributions

The ablation studies quantify the impact of each compo-
nent. From Tables VI and VII, TL provides a foundational
improvement, raising the baseline AUC from 0.9497 to 0.9613
with all forgery types and from 0.7363 to 0.7506 with limited
forgery types. The most significant gain occurs when combining
TL with adversarial techniques (GRL/Adv): when trained only
on Deepfakes and NeuralTextures but tested on all forgery
types, TL+GRL achieves 0.9652 AUC—a 22.89% increase
over the baseline’s 0.7363. This demonstrates the framework’s
ability to learn features that are forgery-agnostic. The cross-
dataset results in Table VIII reinforce this finding, showing that
TL+GRL~+DH achieves 0.8740 AUC on DFD, surpassing the
baseline by 11.8%.

C. Feature Space Organization

The t-SNE visualizations in Figs. 2—4 reveal the models’
discriminative capabilities. Models without TL exhibit consid-
erable overlap between real and fake samples, even with GRL
and DH components. TL-based models produce more distinct
clustering by forgery type, with the full Trident configura-
tion (TL+GRL+DH) achieving both clear separation between
real/fake images and distinct clustering for different forgery
techniques.

D. CNN Versus ViT Backbone

The results reveal distinct performance patterns between
backbone architectures. The CNN-based Trident achieves
superior intra-dataset performance while demonstrating strong
results on DFD and DFDCP benchmarks. In contrast, the ViT-
based variant excels across most cross-dataset scenarios, con-
sistently improving on the majority of evaluation benchmarks.
This performance divergence suggests that each architecture
captures different aspects of forgery artifacts. The CNN’s hier-
archical feature extraction appears effective for controlled intra-
dataset scenarios, while the ViT architecture’s self-attention
mechanism and BitFit fine-tuning strategy demonstrate superior
transferability across diverse cross-domain scenarios, likely due
to better preservation of pretrained representations.

E. Impact of BitFit Fine-Tuning

The ViT variant’s strong cross-dataset performance high-
lights the effectiveness of BitFit fine-tuning in preserving
learned representations while adapting to the task of forgery
detection. By updating only bias parameters, BitFit prevents
catastrophic forgetting of abstract visual features learned dur-
ing CLIP pretraining, enabling better generalization to unseen
datasets and forgery types. This parameter-efficient approach
proves particularly valuable in scenarios with limited training
data or when adapting to new domains.

F. Generalization Challenges

Despite significant improvements achieved, cross-dataset
performance reveals ongoing generalization challenges in DFD.
The performance variation across different test sets suggests
that current methods, including ours, remain sensitive to
dataset-specific characteristics such as compression artifacts,
capture conditions, and forgery implementation details. How-
ever, our Trident framework demonstrates more consistent
cross-domain performance than existing approaches, indicating
that controlled TL combined with domain-adversarial training
offers a promising approach to addressing the fundamental
challenges of generalizing forgery detection.

VII. CONCLUSION

We introduce Trident, a forgery detection framework that
integrates TL and domain-adversarial training to address the
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growing sophistication and diversity of face forgery methods.
Our approach isolates subtle forgery-specific features by lever-
aging TL with carefully curated samples that share identity and
scene but differ in authenticity. This controlled representation-
learning strategy produces robust embeddings that retain dis-
criminative power across different forgery techniques. Simul-
taneously, our domain-adversarial training scheme, which in-
corporates a dedicated forgery discriminator, produces forgery-
agnostic embeddings that capture generalizable markers of ma-
nipulation.

We implement two backbone variants: EfficientNet and CLIP
ViT with BitFit fine-tuning. The parameter-efficient BitFit ap-
proach prevents catastrophic forgetting while enabling effec-
tive adaptation to forgery detection tasks with minimal com-
putational overhead. Experiments demonstrate that CNN-based
Trident achieves state-of-the-art FF++ (HQ) performance, sur-
passing existing methods on DeepfakeBench. Our ViT variant
demonstrates superior cross-dataset generalization, outperform-
ing existing methods on multiple benchmarks, including Celeb-
v1, Celeb-v2, DFD, DFDC, and UADFV. The ablation studies
confirm that combining TL, GRLs, and classifier head detach-
ment significantly enhances detection performance. The t-SNE
visualizations further validate our approach by demonstrating
a clear separation between real and fake samples with distinct
clustering by forgery type.

Our results reveal complementary strengths between back-
bone architectures: CNN-based Trident excels in intra-dataset
scenarios with strong performance on specific benchmarks,
while ViT-based Trident demonstrates superior transferability
across diverse cross-domain scenarios. The effectiveness of
BitFit fine-tuning in preserving pretrained representations while
adapting to forgery detection highlights the value of parameter-
efficient approaches in this domain.

While Trident shows notable improvements in cross-dataset
performance, the remaining gap between intra-dataset and
cross-dataset results indicates persistent generalization chal-
lenges in face forgery detection. Future research directions
include incorporating temporal cues, multimodal inputs, and
advanced metric-learning approaches. Investigating adaptive
triplet sampling strategies or dynamic margin selection could
refine the embedding space and address the remaining chal-
lenges to generalization.
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