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Introduction

Introduction

P2P Architecture

@ Provides scalability, fault-tolerance, and high adaptability to
dynamic changes|[8].
@ No distinction between a client and a server.

@ All the nodes in the system are considered " peers" .

File Synchronization

@ Studies the concept of synchronous distribution of a data state
between multiple peers.
@ All peers subscribed to a certain network have the same data state.




Introduction

Key Concerns & Challenges

@ Reliability of the committed state after data transfer.

@ Atomicity of the process.
@ Authenticity and confidentiality.

Challenges

@ Key concerns are cross-cutting.

@ Cross-cutting concerns cannot be represented as first class elements
by traditional software development paradigms.
@ Scattered concern.
@ Tangled code.

@ Decrease software quality.
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Aspect-Oriented Software Development

Aspectual Development

@ Separation of cross-cutting concerns.
@ ldentifies and expresses cross-cutting concerns as first class elements.
@ Provides additional language abstractions, called aspects.

P2P Secure File Synchronization with ...

@ Object-Oriented Software Development
@ Aspect-Oriented Software Development




P2P File Synchronization

Key Concepts

Peer-to-Peer Communication

@ A popular architecture in modern network topology setups.

@ Introduces scalability and fault-tolerance concepts.

v

File Synchronization

@ Studies the methodology of data state propagation among multiple
endpoints.

@ Modifications propagated to other peers automatically.




P2P File Synchronization

Implementation Approaches

Master-to-Master Database Replication (Oracle[4], IBM DB2[5],
etc.)

@ Requires almost hardware level advanced locking.
@ Complicated transaction atomicity methodologies.

Distributed Revision Control (git[2], mercurial, bazaar, etc.)

@ Provides a perfect environment for working with groups of
individuals.

@ Impractical to have each node at the same data state by design.

Distributed File System (OpenAFS[10], etc.)

@ Runs in kernel level. (Except FUSE[1] implementations.)

@ Provides an easy to use traditional file system.




FSync: Secure P2P File Synchronization

@ Secure peer-to-peer file synchronization application.

@ Synchronization of files across a virtual network.
@ Sync network

(4

Computers join sync networks.
@ Node

Multiple network subscription is possible.

°

@ P2P architecture, no master coordinator.

@ Nodes issue updates to the shared content.
°

Updates propagate automatically.




FSync: Secure P2P File Synchronization

Requirements Analyzes

@ Sync network management

@ Joining/Leaving a sync network

(4

File synchronization
Transactional file transfer

Secure network association

°
°
@ Secure file transfer
@ Persistence




FSync: Secure P2P File Synchronization

Object Oriented Design

@ FSync: Top-level component.

@ SyncNetwork

@ Node

@ Encryption: Abstract class representing encryption box.

@ ConnectionManager: Handles transmission of control messages.
°

FileManager: Handles transmission of files.




FSync: Secure P2P File Synchronization

bserver Pattern

java::util::Observable 1 1 <<interface>>
java::util::Observer
notify()
JAN
! Node -> Observer
1
| <<realize>>
1
SyncNetwork Node
name : String observable address : String
getName() : String <<create>> Node()
addNewNode(ip : String) : void 1 1 | <<create>> Node(ip : String)
notify() setIP(ip : String) : void
Figure: Application of Observer Pattern in FSync




FSync: Secure P2P File Synchronization

trat Pattern

Encryption
authKey : SecretkeySpec
SyncNetwork shareKey : SecretKeySpec

name : String name : String

getName() ; String L [getName: sting

addNewNode(ip : String) : void generateAuthenticationKey(pass : String) : void

notify() generateShareKey(k : Key) : void
initEncryption() : Cipher
initDecryption(p : AlgorithmParameters) : Cipher
crypto(cip : Cipher,inputBytes : byte[]) : byte[]

Encryption3DES EncryptionAES EncryptionDES
DES3_KEY_LENGTH : Integer AES_KEY_LENGTH : int DES_KEY_LENGTH : int

Encryption3DES() <<create>> EncryptionAES() <<create>> EncryptionDES()
generateShareKey(Key k) : void generateShareKey(k : Key) : void generateShareKey(k : Key) : void
initEncryption() : Cipher initEncryption() : Cipher initEncryption() : Cipher

initDecryption(p : AlgorithmParameters) : Cipher initDecryption(p : AlgorithmParameters) : Cipher initDecryption(p : AlgorithmParameters) : Cipher

Figure: Application of Strategy Pattern in FSync




Aspect Oriented Design

Problems with the Object Oriented Approach

@ We have presented a strong object-oriented design.

@ Object-oriented design enhanced by patterns.

Problem Statement

@ Cross-cutting concerns!

@ Due to the inherent inadequacy of the object-oriented approach.

Cross-Cutting Concerns

@ Authentication,

@ Encryption,
@ Transaction & data integrity,
@ Persistence,

@ Graphical user interface updates & notifications.




Aspect Oriented Design

Cross-Cutting Concerns

uthentication
@ Involves running a cryptography based protocol[3].

<Network Name>, E

W(E{K}), c1

K(c1), c2

K(c2)

E: Per session generated asymmetric public key.

W: Weak symmetric key generated from a public key.
K: Shared public key.

c1, c2: Randomly generated challange

Figure: EKE (Encrypted Key Exchange) Protocol
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Cross-Cutting Concerns

Authentication
@ Part of the sync network connection protocol.

@ Must be implemented within the ConnectionRequestWorker and
ConnectionResponseWorker.

@ Tangling!
@ Scattering!

Change Scenario
@ Scenario: Replace the EKE protocol with a simple password based
login.
@ Impacts: run() methods in the ConnectionRequestWorker and
ConnectionResponseWorker must be modified.
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Cross-Cutting Concerns

@ Involves encrypting the files to be transfer over a physical network.

@ Must be implemented in UploadWorker, DownloadWorker, and
SyncNetwork.

@ Tangling!
@ Scattering!

Change Scenario

@ Scenario: Offer the option to bypass encryption.

@ Impacts:
@ run() methods of DownloadWorker and UploadWorker must be

modified.
@ Constructor of SyncNetwork must be modified.




Aspect Oriented Design

Cross-Cutting Concerns

Transaction & Data Integrity

@ Involves making the synchronization operations atomic and prevent
going to an inconsistent state[9].

@ Must be implemented in UpdateResponseWorker and
UpdateRetryWorker.

@ Tangling!
@ Scattering!

Change Scenario

@ Scenario: Instead of retrying the whole update, only request
download of erroneous files.

@ Impacts:
@ run() methods of UpdateResponseWorker and UpdateRetryWorker
must be modified.
@ Scope of cross-cutting increased: UpdateRequestWorker.




Aspect Oriented Design

Cross-Cutting Concerns

Persistence

@ Involves persistently storing the latest state of the synchronized
folders and the application configuration.

@ Saving must be implemented in FSync, SyncNetwork,
UpdateRequestWorker, UpdateResponseWorker and Encryption.

@ Tangling!
@ Scattering!

Change Scenario

@ Scenario: Add new fields to the SyncNetwork and make them
persistent: last update date, last update issuer, version, etc.

@ Impacts:
e Add set/get methods for new fields.
@ These methods must be populated with persistence code.
@ Scope of cross-cutting increases with each field.




Aspect Oriented Design

Cross-Cutting Concerns

GUI Updates and Notifications

@ Involves updating the GUI elements according to the state of the
application.

@ GUI needs to be addressed in almost all of the worker classes and in
FSync.

@ Tangling!
@ Scattering!

Change Scenario

@ Scenario: Add progress bars to display the synchronization progress.

@ Impacts:
@ Add progress bar update calls in each of the UpdateResponseWorker,
UploadWorker and DownloadWorker.
@ Scope of cross-cutting increases with every new feature.




Aspect Oriented Design

Aspect-Oriented Programming

Identifying Aspects

Authentication aspect,

(3

Encryption aspect,

°

@ Transaction aspect,
@ Persistence aspect,
°

UlAspect.

Implementation Language

@ AspectJ[7],
@ Ppularity,

@ Good support by development environments.
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Aspect-Oriented Programming

public aspect AuthenticationAspect {
// variable declarations

// pointcut definitions
pointcut newOlnputStream( ConnectionRequestWorker w):

set( InputStream ConnectionRequestWorker.from) && this( w);
pointcut newOutputStream( ConnectionResponseWorker w):

set( OutputStream ConnectionResponseWorker.to) && this( w);
// advice definitions
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Aspect-Oriented Programming

uthentication Aspect

public aspect AuthenticationAspect {
// advice definitions
after ( ConnectionRequestWorker worker)
newlnputStream ( worker) {
# send E;
# receive W( E{K}) and «cl;
# extract K, send K(cl);
# receive and verify K(c2);

}

after( ConnectionResponseWorker worker)
newOutputStream ( worker) {
# receive E;
# send W( E{K}) and c1;
# receive and verify K(cl), send K(c2);

}

// support methods
// performs encryption operations
private byte[] crypto( ... ){...}

// encrypts a given key
private byte[] keyWrap( ... ) {...}

// decrypts a given key
private Key keyUnwrap( ... ) {...}

// computes a key from a password
private SecretKeySpec deriveKey( ... ) {...}




Aspect Oriented Design

Aspect-Oriented Programming

p pect

public aspect EncryptionAspect {
// variable declarations
private Cipher DownloadWorker. cipher;
private Cipher UploadWorker.cipher;
// pointcut definitions
pointcut sendlV( UploadWorker w):
set( ObjectOutputStream UploadWorker.to) && this( w);

pointcut getlV( DownloadWorker w):
set( ObjectinputStream DownloadWorker.from) & this( w);

// advice definitions

// initializes the encryption and sends IV

after( UploadWorker w): sendIV( w) {
w.cipher = getNetwork( w.name).encyption.initEncryption ();
Parameters params = w.cipher.getParameters();
w.to.writeObject( params.getEncoded ());

}

// receives IV and initializes decryption
after ( DownloadWorker w): getIV( w) {
byte[] param = (byte[])w.from.readObject ();
Encryption encryption = getNetwork( w.name).encryption;
Parameters ap = Parameters.getlnstance ();
ap.init( param);
w.cipher = encryption.initDecryption( ap);
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Aspect-Oriented Programming

public aspect EncryptionAspect {
// variable declarations

// pointcut definitions

pointcut encryptBuffer( UploadWorker w):
call( * FilelnputStream .read (..))
&& this( w);

pointcut decryptBuffer( DownloadWorker w):
call( = ObjectinputStream.readFully (..))
&& this( w);

// advice definitions
// encrypt data buffer
after( UploadWorker w): encryptBuffer( w) {
SyncNetwork sn= getNetwork( w.name);
w. buffer = sn
.encryption
.crypto( w.cipher, w.buffer);

}

// decrypt data buffer

after ( DownloadWorker w): decryptBuffer(w) {
SyncNetwork sn= getNetwork( w.name);

}
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Aspect-Oriented Programming

p pect

public aspect EncryptionAspect {
// variable declarations
private Encryption SyncNetwork.enc;

// pointcut definitions

pointcut newSyncNetwork( String pass, Encryption.Method m, SyncNetwork nw):
execution( SyncNetwork.new (..))
&& this( nw)
&& args( .., pass, m);

// advice definitions

// instantiate an encryption object

after( String pass, Encryption.Method m, SyncNetwork nw):
newSyncNetwork ( pass, m, nw) {

if( m = Encryption.Method.DES)
nw.enc = new EncryptionDES ();

else if( m = Encryption.Method.AES)
nw.enc = new EncryptionAES ();

# else if ...

nw.enc.generateShareKey ();
nw.enc.generateAuthenticationKey ( pass);




Discussions & Conclusions

Discussions

Aspect-Oriented Software Development

@ Helps separate cross-cutting concerns[6].

@ Extends flexibility by modularity.
@ Supports quality factors.
@ But,

@ One needs to be aware of the detailed uses of every aspect.
@ Vulnerable to the programmer mistakes and result in hard to spot
bugs.




Discussions & Conclusions

Conclusions

Conclusions

Presented object-oriented design for FSync.

©

@ ldentified cross-cutting in concerns in file synchronization systems.
@ Enhanced the design by aspect-oriented programming paradigm.

@ Experienced that AOSD increases the modularity and quality in file
synchronization systems.

AOSD will mature in time through well established design
methodologies and with better tool support.

©
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