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Abstract is atomicity of the process- that after any failure a peer
should not get stuck in an inconsistent state. It must also

Development of a file synchronization system requires be noted that, encryption of the data traffic and authentica-
careful handling of several concerns such as transactions, tion of the peers are essential in modern file synchroniaatio
fault-tolerance, and security. Very often these conceras a SYyStéms.
hard to modularize into first class elements using tradi- ~ The concerns considered above cannot easily be repre-
tional software development paradigms. Such cross-guttin Sented as first class elements by conventional software de-
concerns decrease the cohesion and increase coupling o/elopment paradigms. These concerns are inherently cross-
the components of the file synchronization system. Aspectcutting and are scattered among the components of the sys-
Oriented Software Development (AOSD) provides explicit tem, causing tangled code in the implementation. The rea-
abstractions to address these cross-cutting concerndignt SOn behind this problem is that conventional development
paper, we go through the development process of a securdaradigms, such as Object-Oriented Software Development
peer-to-peer file synchronization application, FSync, and (OOSD), do not provide explicit abstractions to address and

AOSD techniques to enhance separation of concerns. modularize cross-cutting concerns[9].
The recognition of such cross-cutting concerns that ad-

versely affect the software quality lead to the emergence of
a new programming paradigm: Aspect Oriented Program-
1 Introduction ming (AOP). AOP aims to allow separation of cross-cutting
concerns by identifying and expressing cross-cutting con-
cerns as first-class elements in a software system. To this
Peer-to-peer (P2P) architecture has emerged as a strongnd, it provides additional language abstractions, céiled
alternative to centralized network architectures that pro pects” that explicitly encapsulate cross-cutting consern
vides scalability, fault-tolerance, and high adaptapiti In this paper, we are going to study the development of a
dynamic changes. Contrary to a client-server system wheresecure peer-to-peer file synchronization application eSy
communication is established between a central server andy providing design and implementation details. We are
numerous clients, in P2P systems, there is no clear distinc{irst going to present an object-oriented solution for the de
tion between a client and a server. In other words, all the sign task and identify cross-cutting concerns and their im-
nodes in the system are considered "peers” that can act botlplicit impacts that adversely affect the maintainability-
as clients and servers. derstandability and complexity of the system. Next, we are

File synchronization process studies the concept of syn-90ing to apply AOSD techniques to concentrate on modu-
chronous distribution of a data state between multiplegpeer larizing the identified cross-cutting concerns to enhahee t
It is essential that all peers subscribed to a certain néwor Overall quality of the previous design and discuss our expe-
have the same data state of the related network at a gived!€NCes.
time — excluding peers that could not finish their synchro- I the rest of this paper we first provide the preliminar-

nization process for some reason and waiting in an incon-i€S required to understand the concept of the peer-to-peer
sistent state. architecture and of a file synchronization system in section

2. Next, we present a high level object oriented design of
the system together with explanations of core components
in section 3. Then, we discuss each of the concerns ad-

One of the key points that must be accomplished during
a synchronization process is guaranteeing the relialmfity
the committed state after data transfer that the stateris-tra
fered and committed on the peer side as is. Another one !We assume that the transactions are not network wide, bunpeer




dressed in the design in detail and identify the crossfugitti  own advantages and disadvantages. Some of the major so-
concerns and their impacts on the design in section 4. Welutions that we want to underline are discussed in the rest of
move on to describe specific implementation issues and pro-this section.

vide aspect oriented code samples in section 5 and finally,

conclude with the discussions in section 6. 2.1.1 Master-to-Master Database Replication

. o In this model, multiple (R)DBMSes (Oracle[6],
2 P2P File Synchronization PostgreSQL[13], IBM DB2[8], Microsoft SQL Server,
etc.) are configured to propagate each data modification

File synchronization studies the methodology of data query to other RDBMSes in the network. Such a design
state propagation among multiple endpoints. It ensuresshould cope with
the synchronized identity of data state between distribute
peers at a given point in time. Modifications applied to a
peer in a synchronization network gets propagated to other
peers subscribed to the same network automatically[12].

P2P communication is an popular architecture in mod- 2. Complicated transaction atomicity methodologies.
ern network topology setups. P2P architectures introduce (E.g. 2-Phase commit.)
scalability and fault-tolerance concepts into the systaith b
upon this architecture.

With the above considered architectures and method-
ologies in mind, file synchronization infrastructures iyl
mented over P2P concepts serve as a successful platform for
many real-world IT scenarios. Below you can find concrete <

usage examples in the field. Revision control models, keep the track of data state modi-
fications in a structured manner; and to access to a data state
1. Mobilized data can be accessed from any peer wherejn 5 point in time, it applies the modifications done till that
the data state synchronization consistency is suppliedtime in an incremental order. A master peer keeps the main
by the underlying mechanisms[11]. (E.g. Consider repository (with all of its underlying modification histgry
distinct employees working on the same project; each gnd slave peers can receive their copy of the data state of a
can access data from his/her own repository and Prop-specific point in time.
agate local changes to other peers in the network.) In this revision control scheme, any change must be re-
flected on thenasterpeer and than manually propagated to
slave peers.

1. Advanced locking issues (optimistic/pessimistic lock-
ing) where every node is accessed and modified simul-
taneously,

3. While this implementation makes a perfect fit for the
problem, it achieves this goal by issuing complexity in
the code and management sides.

1.2 Revision Control

2. It enables request load-balancing possible for the re-
lated data state. (E.g. It doesn’t matter which peer
serves an incoming request in a cloud of file servers

where data states between servers are synchronized.) 2.1.3 Distributed Revision Control

) o In distributed revision control systems (git[4], darcs[3]
3. It enables fault-tolerant architectures by making itpos bazaar[1], mercurial[2], etc.), every user of keeps a local

sible to build high-available network of peers. (E.g. ¢opy of the repository. One can propagate changes belong-
In above file server example, failure of a peer doesn't ing to an other repository by his/her own prompt.

affect the general responsivity of the whole infrastruc-  “\yile this scheme supplies a perfect environment for

ture.) working with groups of individuals involved in distinct ced
parts (e.g. every user can have his/her own branching, tag-
ging state), it makes it nearly impossible (and infeasitie)
have each node at the same data state by design. To sum-
matrize, in this implementation it requires manual prompt of
peers to receive modifications fronspecificpeer.

4. Synchronized state axiom can be used for backup pur-
poses of sensitive data.

2.1 Implementation Approaches for P2P
File Synchronization

o o 2.1.4 Distributed File System
In a P2P network, synchronization of the distinct peers

implicitly turn out into an unexpectedly complex problem While so far mentioned models run in the user level, dis-
to be solved because of the unreliable nature of the commudributed file systents(e.g. OpenAFS[14], etc.) sit between
.nication enVi.ronment_and peers. There are various S_Oftw_are 2Assuming file system peers are synchronized, not owners tifictis
implementation solutions to this problem each having its data parts.




user and kernel lev&l providing an easy to use traditional sponding sync network synchronize with the updated con-
file system to the user. tent.

This model has the same advantage, disadvantage and Transactional File Transfer:During a synchronization
implementation complexities as master-to-master dagabas process, file transfers are handled as a single transaction;
replication. One more advantage of distributed file systemsthat is to say, the local content on a node is updated only if
over master-to-master database replication is that thie useall of the updated content is retrieved and verified through
isn't restricted to use an (R)DBMS, instead, he/she can ben-an integrity check.
efit from the functionality of a traditional file system inter Secure Network Associatiordoining a network is per-
face. formed through a cryptography based authentication proto-

col. The protocol does two-sided authentication; that te bo
3 FSync: Secure P2P File Synchronization _the joining node and the node t_hat accepts the new r_lode
into the sync network are authenticated to prevent malgciou
connections.

Secure File TransferFiles are encrypted before being
_ ) o transmitted over a sync network. Encryption could be per-

FSync is a secure peer-to-peer file synchronization ap-formed by a selection of popular symmetric encryption al-
plication that provides synchronization of data files asms gorithms, which is specified while creating the sync net-
virtual file sharing network, called a "sync network”. Com- \york. The symmetric key to be used for encrypting the files
puters join sync networks to become "nodes” in that net- is exchanged securely during the secure network assatiatio
work and synchronize with the shared content on the net-protocol.
work. A node can be in a single sync network or can share  pg(sistenceThe application offers persistent storage of

different content on several different sync networks; Wwhic sync network management data together with the state of
means overlapping sync networks are possible. The sysine synchronized folder content.

tem adopts a peer-to-peer architecture; in other worde ther

is no master coordinator controlling the synchronizatiébn o . . .
the nodes; instead each node issues updates to the share?’d3 Object-Oriented Design
content and these local changes are propagated to the peer he cl di he final qi
nodes in that sync network. Note that FSync is very differ- 1€ cass_d |2g_ram. of the fina s;r/]stemr;_ e:j(presse ' n
ent from a "versioning system” such as CVS in that it alto- U,ML’, IS provided In Figure 1. Note_t at, t_'s lagram 1S
gether avoids doing versioning, file locking through check 5|mpl|f|ed to only include the essential details for the sake
infout, etc. Moreover, in a CVS structure updates are pulled of clarity. ) )

by clients from the server, whereas in FSync, updates are The core components of the system are briefly explained
pushed onto the network by the peers. It is a lightweight PEIOW:

application to synchronize personal content on a networkin FSYnc: The top-level component of the system. It man-
a secure and fault tolerant way. ages the rest of components, acts as a bridge over several

components of the system and provides an interface for the
graphical user interface to interact with the application.
SyncNetwork:Represents a sync network and the local
machine that acts as a node in that network. It stores all
the essential data to identify a sync network, performs man-

follows: L agement of network nodes and issues update notifications
Sync Network Managemerpplication allows usersto  y,'nqqes during a synchronization request by the user.

create sync networks, specify their names and set up pass- \qe: Represents a remote node in a sync network. It

word_s t_o contro! access to the network. contains all the information to identify and access a node on
Joining/Leaving a Sync NetworkUsers can become a physical network connection. Note that the local machine

nodes in a sync network by joining that network. Since ac- jg' ot represented as a Node object but as a SyncNetwork
cess to the sync networks are controlled, a user must Sped%bject as explained above

a valid password to be eligible to share content on that net-
work. Users that have become nodes in network can Ieavee
that network.

File SynchronizationUsers issue updates to the shared
content and the rest of the nodes belonging to the corre-

3.1 Overview

3.2 Requirements Analysis

We have identified the core requirements of FSync as

Encryption: The abstract parent class that represents an
ncryption box. It stores the encryption parameters such
as the symmetric keys. This is class is sub-classed to im-
plement encryption and decryption facilities using diéfietr
cryptography algorithms.

3Actually it's also possible to implement file systems in useelesing ConnectionManager:Handles transmission of control
FUSE (Filesystem in Userspace) like APIs. messages. It is responsible for handling and issuing con-
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Figure 1. UML Class Diagram Depicting the Object-Oriented Design of FSync

nection requests, update notifications and retry requAbts.
the functionality provided by this class is performed by-sep

arate worker threads, as illustrated in the UML diagram.

FileManager:Handles transmission of files. It is respon-



sible for issuing download requests to remote FileManagers4 Aspect Oriented Design

and serving uploads requests arriving from them. All the

functionality provided by this class is performed by sepa- 4 1 Problems with the Object-Oriented

rate worker threads, as illustrated in the UML. FileManager Approach

is capable of downloading and uploading in parallel con-

nections, number of which could be specified by the user.
The object oriented design benefits from a number of

well-known design patterns.

In the previous section we have presented an object ori-
ented design of FSync that aims to support the quality of
the system by applying the well-known object-oriented de-
Observer Pattern ;ign priqciple;:.abstraction, deqomposition, encapsuiat
An observer pattern is used for coupling SyncNetwork |nfprmat|on_h!d|_ng and separation of concerns. We have

strived to minimize the coupling among the components of

and Node objects in an abstract and obhwous_fashlon.the system and provide high cohesion within. To this end,
Whenever the synchronized content is changed in a sync

. . we have applied several object-oriented design patterns to
network, the notify() method of the corresponding Sync- support thepzuality factors afj'fecting FSync gnp
Network object is invoked, which then invokes the update() )

method of each of its Node objects. (Sg&gure 2. Appli- A.t this point, we can sgfely assume that we have
. : achieved a strong object-oriented design based on well-
cation of Observer Pattern in FSync

established object-oriented design techniques; howesrer d
spite our best effort it is still possible to identify weakses

el Obcenalel L e o in the system design. These are primarily caused by con-
o cerns that cannot be expressed as first class elements, in
B ot > Obsorver other words cross-cutting concerns, due to the inherent in-
f | <crealize>> adequacy of the object-oriented approach.

SyneNetwork Node In the light of the requirements analysis we have pro-
name : String observable address : String vided in section 3.2, we can identify the concerns that must
et siing) -void | 1 L | St Necieth - Sting be expressed in the system as follows: Sync network man-
notify0 setlP(ip : String) : void agement, file transfer & synchronization, authentication,

encryption, transactions & data integrity, persistenagfan
Figure 2. Application of Observer Pattern in FSync nally, graphical user interface updates and notificativves.

shall now discuss whether each of these concerns can be ex-
It should be noted that the pattern applied in our case pressed as first class elements in our design and demonstrate

differs from the general case in that, the Node object repre-SOMe of the problems that cannot be resolved even by high-
sents a remote machine and thus it forwards the “Updateduality object-oriented design through change scenarios o

notification to the corresponding machine with the help of € system.

ConnectionManager. Then the following “Get State” mes-

sage will be received again by the ConnectionManager and4.2 Concerns Expressed as First-Class El-
relayed to the SyncNetwork. In short, our case applies the ements

observer pattern over a TCP connection, similar to Java Re-

mote Method Invocation. 4.2.1 Sync Network Management

Strategy Pattern Sync network management involves creating new sync net-

The strategy pattern is used for providing several vari- Works and joining/leaving sync networks.
ant encryption algorithms with a uniform interface without A sync network is expressed as a single component in
affecting the rest of the system. It is used for providing the system by the SyncNetwork class; similarly nodes that
DES, AES and 3DES encryption algorithms to be used in belong to the networks are represented by the Node class.

file transfer. (Seigure 3. Application of Strategy Pattern Connection responsibilities are performed by Con-
in FSynd nectionRequestWorker and ConnectionResponseWorker
classes which are coordinated by the ConnectionManager.
Singleton Pattern Each of these components only handles a single step of the

FSync, ConnectionManager and FileManager classes areonnection process and they do not have interactions with
defined to be singleton classes; in other words only one in-each other.
stance of each can be constructed. This is essential since We can conclude that, each physical computer using the
they use specific network and system resources that mussystem can be represented in the software by highly cohe-
only be accessed by a single thread of execution at a time[7] sive modules with a one way coupling link. Moreover, each
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Figure 3. Application of Strategy Pattern in FSync

<Network Name>, E
W( E{K} ), c1
K(c1

Synchronization & file transfer concern involves notifying \Ev C\feraie:;g;gﬁ?ceg;g::ggggt]f;grz“:g%Eﬁé"key

nodes in a sync network of updates in the shared content K: Shared public key.
and propagating the updated content to those nodes. c1, ¢2: Randomly generated challange

separate step of the connection protocol is handled by sepa
rate modules with well-defined responsibilities. Therefor
OOD can decompose this concern into sub-steps and ca
encapsulate each of them in separate modules with suffi-
cient quality.

4.2.2 Synchronization & File Transfer

The notification mechanism is very well handled with
the aid of the observer pattern, as discussed in section 3.3,
so that it is already expected to be a strong part of the de-
sign. The communication of the modified or new content 4.3 Cross-cutting Concerns
is performed by the UpdateRequestWorker and UpdateRe-
sponseWorker classes; which then issue download/upload
reguests to the FileManager.

Figure 4. EKE (Encrypted Key Exchange) Protocol

4.3.1 Authentication

Authentication concern involves running a cryptography
based protocol to ensure a node is eligible to join a re-

mote sync network, and in turn ensuring that the remote
point is a valid sync network. During this protocol the sym-
metric key to use for file encryption is also exchanged be-
tween the nodes. We have used an authentication protocol

Therefore, synchronization & file transfer is another con- based on the well-establish Encrypted Key Exchange (EKE)

cern that can be realized by using the OOD paradigm with- protocol[5]. (Sed-igure 4. EKE (Encrypted Key Exchange)
out violating the good design principles. Protocol)

File transfers are performed by the UploadManager and
DownloadManager classes, which use a number of workers
to transfer data in parallel. These are also coordinated by
the FileManager class, so that they are lowly coupled com-
ponents with a single specific task to perform.



As demonstrated irFigure 4 above, the EKE proto- each of them. The following change scenario expresses the
col requires two rounds of data exchange between the au-effects of this problem:
thenticating nodes. Since this is also a part of the sync  Scenario:Offer the option to bypass encryption for sig-
network connection protocol, it naturally is implemented nificantly faster synchronization of insensitive data.
within the ConnectionRequestWorker and ConnectionRe- Impacts: In order to support this feature we have to
sponseWorker classes, which means that the authenticamodify the run() methods of DownloadWorker and Up-
tion concern is scattered among two components in theloadWorker classes, to bypass invocations to the Encryp-
system. Additionally, since the original responsibibtief tion object and prevent transferring the encryption pa-
these workers was to handle connection requests but notameters. Again the changes should be strictly symmet-
to perform complex cryptographic protocols, introducing ric in order to keep the protocol running correctly. An-
the authentication concern into their implementation eaus other approach would be to introduce a dummy Encryption
tangled code in those modules. We shall demonstrate thesub-class NoEncryption, but creating an Encryption object
effects of this problem with a change scenario: which actually does no Encryption would be a poor design

Scenario:Replace the EKE protocol with a simple pass- choice. Moreover we may need to modify the constructor of
word based login protocol to improve performance in a the SyncNetwork class to properly initialize this new sub-
trusted zone. class.

Impacts: run() methods in the ConnectionRequest-
Worker and ConnectionResponseWorker need to be4.3.3 Transactions & Data Integrity
changed dramatically. If we want to provide both proto- _ | _ _ o
cols as options, then we need to clutter these methods with! NS concern involves making the synchronization opera-
many conditional statements. The changes on the two mogd-1oNS atomic and prevent going to an inconsistent state by
ules must be strictly symmetric, otherwise we may break thef'rsF checking the integrity of the files received and then up-
connection protocol altogether by sending messages differ 9ating the local share.

ent from what the receiver expects next; which may give lransaction operations are performed inside the Up-
rise to security flaws such as unauthorized access as well. dateResponseWorker since this is the worker class that
checks for updated content and requests download of the

modified or new files from the FileManager. After all down-
4.3.2 Encryption loads are finished, the integrity check is performed. If an er

ror is detected, the downloaded content is discarded and the
Encryption concern involves encrypting the files to be trans UpdateRetryWorker requests a new update by restarting the
fer over a physical network to maintain secrecy. It could be process. Not only is this concern scattered among these two
performed using an algorithm specified by the user amongcomponents, it introduces heavy tangling code into the Up-
provided algorithms. dateResponseWorker whose original task is to simply issue

The Encryption algorithm is represented by its own class download requests to the FileManager. We shall demon-

Encryption, and thanks to the strategy pattern switching be strate the problem with a change scenario:
tween different algorithms is not an issue. However, this  Scenario: To support efficient transfer of large amounts
abstraction and the strategy pattern do not help prevesit thi of files, offer the option to adopt a best-effort download ap-
concern from scattering. Since the files are stored in clearproach and in case of error, instead of retrying the whole
in disk, they must be encrypted just before the upload pro- ypdate, only request download of erroneous files.
cess. In a similar way, received files must be decrypted  |mpacts:Not only does this change require modification
before bEing written to the disk. Consequently, Upload- of the run() methods of Upda’[eResponseWOrker and Up_
Worker and DownloadWorker must access the Encryption gateRetryWorker, but it also amplifies the problem of scat-
object and make use of the cryptography services it pro-tering and tangling by increasing the scope of cross-ayttin

vides. Moreover, the upload worker must send a set of al- now UpdateRequestWorker should also be modified to sup-
gorithm specific encryption parameters that are randomly port partial update requests.

generated each time afile is to be encrypted before transfer-
ring the file, and the corresponding DownloadWorker must
receive this data and set up its Encryption object for proper
decryption. Finally, since each sync network can possibly Persistence concern involves persistently storing trestat
use a different encryption algorithm with different parame state of the synchronized folders and the list of sync net-
ters, a SyncNetwork object must properly initialize its En- works when the system is shut down. Then, when the ap-
cryption object upon creation. As a result, this concern is plication is run again, these data are loaded.

scattered among Encryption, SyncNetwork, UploadWorker  The loading operation obviously must be the first task to
and DownloadWorker classes, leading to tangled code inperform once the system components are initialized and it

4.3.4 Persistence



suffices to perform this task only once each time the ap-is added.

plication is launched. However, the saving operation is

much harder to address, it must be performed each time4.4 Evaluating the Object-Oriented De-
a state change occurs. These include creating a new sync sign and Identifying Aspects

network, joining a new network, welcoming another node

to a network, and committing or receiving synchroniza-  The detailed examination of the core concerns handled
tion updates. The components where these changes are ol the system, in the previous part, shows that the ob-
served greatly vary; FSync, SyncNetwork, UpdateRequest-ject oriented approach alone is incapable of addressing
Worker, UpdateResponseWorker and Encryption are amongross-cutting concerns. This results in overall low qual-
the components where the persistence task is scatterefly and hurts complexity maintainability, understandpil
among. The below change scenario expresses this problemgnd re-usability. Tackling the problem of cross-cutting-co
Scenario:Add new fields to the SyncNetwork and make cerns is not possible using OOD techniques; because OOP
them persistent: last update date, last update issuelongers  paradigm fails to express cross-cutting concerns as first-
etc. class elements. Thus, making use of the AOP paradigm,
Impacts: Apart from the task of adding these fields and which provides explicit abstractions to handle crosshegtt
methods to set/get their values, making these persistent reconcerns, is necessary.
quires populating these methods with persistence code and Taking into account the cross-cutting concerns identi-
tangling the methods. Moreover, the load operation mustfied in 4.3, we have defined an aspect for each of them:
also be modified to read and load the new data accordingly.Authentication Aspect, Encryption Aspect, Transaction As
The scope of cross-cutting in similar scenarios is not easypect, Persistence Aspect and UlAspect. Specific implemen-
to guess, since any of the components could possibly haveation details of these aspects will be presented in the next
persistent data. section.

4.3.5 GUI Updates and Notifications 5 Aspect-Oriented Programming

This concern involves updating the GUI elements accord-  \we have refined our object oriented design to address
ing to the state of the application and display notification e issues discussed in the previous section and imple-
indicators when necessary. mented the system using aspect oriented programming tech-
This concern has a vast scope since there are numerougiques. Our choice of implementation language was As-
possible things that can be expressed to the user of the aPpectJ; thanks to its popularity, good support by develogmen

plication. In our implementation, we chose to display the enyironments and simplicity as a tool for introduction te th
list of current sync networks the application is associated concept of aspect orientation[10].

with, the details of these networks and details of the nodes | thjs section we will briefly discuss the implementation

in them. We also display notifications whenever synchro- details of two of the aspects identified above: Authentica-
mzatlon.starts, completes successfully or terminatels arit tion Aspect and Encryption Aspect, together with simplified
error. Itis easy to see that the components that are aware OASpeCtJ code samples. Note that we will Useaf syntax;

these states vary greatly; for instance, only FSync knowsyhich is an imaginary syntax specification that allows En-

when a new sync network is created, and only the Up- gjish statements preceded hywhere details of implemen-
dateResponseWorker can determine the end of a synchrogation need be avoided.

nization period. Consequently, in our implementation the
task of updating the GUI needs to be addressed in almosts { A uthentication Aspect
all of the worker classes and additionally in FSync. As a
result, this is probably the most scattered cross-cuttimg c
cern which causes serious tangling in each of these mod
ules. The problem is demonstrated in the following change
scenario:

This aspect implements the routines required to realize a
'successful authentication protocol during the sync networ
connection process. As we have already pointed out, the
i o _ connection protocol is performed between a ConnectionRe-

Scenario:Add progress indicator bars to display the syn- o ,espworker and a ConnectionResponseWorker object, in
chronization progress in percentages. the corresponding run() methods. Therefore, we need to

_ Impacts: This requires adding progress bar update calls specify pointcuts to capture the appropriate join points in
in each of the UpdateResponseWorker, UploadWorker andose functions.

DownloadWorker classes. As seen, adding a new GUI no-
tification feature requires modification of multiple compo-

nents and the scopes of the changes depend on what feature Listing 1. Authentication Aspect Pointcuts
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public aspect AuthenticationAspec{

/I variable declarations

/l pointcut definitions

pointcut newOlnputStream(ConnectionRequestWorker
set(InputStream ConnectionRequestWorker.from)
& this ( w);

pointcut newOutputStream (ConnectionResponseWorker
set(OutputStream ConnectionResponseWorker.to)

11

& this ( w);
advice definitions

w)

Pointcuts in the.isting 1. Authentication Aspect Point-
cutscapture establishment of communication pipes that areqom integer value that is roughly used for randomizing the
going to be used during the connection protocol. Then, be-encryption process to make it more secure. It is determined
fore the rest of the connection protocol could be carried out or generated by the encrypting side, and must be transferred
between the ConnectRequestWorker and ConnectRespony, the decrypting side for proper decryption. The IV itself

seWorker, the authentication protocol is run as an advice ass not secret and could be transferred in plain text without
in Listing 2 Authentication Aspect Join Points

Listing 2. Authenticatio Aspect Join Points

public
/1

"

"

aspect AuthenticationAspec{
variable declarations

pointcut definitions

advice definitions

after ( ConnectionRequestWorker worker)

}

newlnputStream ( worker)
send E;

receive W( EK}) and c1;
extract K, send K(cl);
receive and verify K(c2);

* HH

after ( ConnectionResponseWorker worker)

: newOutputStream ( worker)
# receive E;
# send W( EK}) and c1;

# receive and verify K(cl), send K(c2);

}

/I support methods

/I performs encryption operations

private byte[] crypto( ... ){...}

/I encrypts a given key

private byte[] keyWrap( ... ) {...}

/I decrypts a given key

private Key keyUnwrap( ... ) {...}

/I computes a key from a password

private SecretKeySpec deriveKey( ... X...}

Note that the advice contains several regular methgd
that are used in various stages of the protocols. De 1iI
of the advice and method contents are not provided sgac
a cryptography background is beyond the scope of ou@fn-

tents.

This implementation localizes all the authentication op-
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5.2 Encryption Aspect

This aspect provides secrecy during file transfers by en-
crypting the transferred data. As we have discussed above,
the task of sending and receiving files is performed by Up-
loadWorker and DownloadWorker objects. Therefore, we
have to define pointcuts to capture appropriate joinpoints
during the file transfer operations.

The first task is to agree on the encryption parameters to
be used. In our example, we will use a single parameter for
this purpose, the Initialization Vector (1V). IV is a largas-

affecting the security of the cryptosystem.

As a result, we need to initialize our cryptosystem, gen-
erate an IV on the encrypting side and then send it to the
receiving side so that it can use the IV to initialize its own
cryptosystem for decryption. This is done as demonstrated
in Listing 3. 1V Initialization in Encryption Aspect

Listing 3. IV Initialization in Encryption Aspect

public aspect EncryptionAspect

// variable declarations

private Cipher DownloadWorker. cipher;

private Cipher UploadWorker.cipher;

/I pointcut definitions

pointcut sendlV( UploadWorker w):
set( ObjectOutputStream UploadWorker.to)
& this ( w);

pointcut getlV( DownloadWorker w):
set( ObjectlnputStream DownloadWorker.from)
& this ( w);

// advice definitions
Il initializes the encryption and sends IV
after ( UploadWorker w): sendlV( w)
w.cipher = getNetwork( w.name)
.encyption
.initEncryption ();
Parameters params = w.cipher.getParameters ();
w.to.writeObject( params.getEncoded ());

Il receives IV and initializes decryption
after ( DownloadWorker w): getlV ( w){
byte[] param = (byte[])w.from.readObject();
Encryption encryption = getNetwork( w.name)
.encryption;
Parameters ap = Parameters.getinstance ();
ap.init( param);
w.cipher = encryption.initDecryption( ap);

D !

—~

The pointcuts defined above take over the control as soon

erations inside the aspect, and results in the connectioras the communication pipes between the workers have been
workers being unaware of the fact that an authenticationestablished and realize the IV exchange. Note that the as-
protocol is running. This is a useful feature that helps us pect also addresses static cross-cutting by declaring a mem
change the authentication protocol or remove it altogetherber Cipher in each of the workers, which store the current

without disrupting the intended connection operation.

encryption status and parameters.
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The next task is to actually encrypt and decrypt the data.

This is performed as ihisting 4. Forward/Backward En-?

cryption Methods in Encryption Aspect 17
18

19

20

Listing 4. Forward/Backward Encryption Methods in En- g;
cryption Aspect 23
24

public aspect EncryptionAspect gg
/1 variable declarations 27

. Lo 28

/l pointcut definitions 29

pointcut encryptBuffer( UploadWorker w):
call( = FilelnputStream.read (..))
& this( w);

pointcut decryptBuffer( DownloadWorker w):
call( x ObjectinputStream.readFully (..))
&% this ( w);

/1 advice definitions
/I encrypt data buffer
after ( UploadWorker w): encryptBuffer ( wy
SyncNetwork sn= getNetwork( w.name);
w. buffer = sn
.encryption
.crypto( w.cipher, w.buffer);

}

/l decrypt data buffer

after ( DownloadWorker w): decryptBuffer (w)
SyncNetwork sn= getNetwork( w.name);

}

The above code sample captures every read file state-
ment on the uploader and every receive data statement on
the downloader. Then the filled data buffer is retrieved from
the workers, contents are encrypted or decrypted, and the
In this way,
the file transfer operation is performed with absolutely no
knowledge of the encryption and the aspect could be re-
moved entirely without disrupting the normal file transfer.
Moreover, all the encryption task is localized in the aspect

Finally, we have said that each SyncNetwork object
stores its corresponding Encryption object. We would also

buffer is filled with the processed content.

like this coupling and initialization of the Encryption elajt
to be localized in this aspect, as demonstratedisting 5.
Introducing SyncNetwork in Encryption Aspect

Listing 5. Introducing SyncNetwork in Encryption As-
pect

public aspect EncryptionAspecf
/1 variable declarations
private Encryption SyncNetwork.enc;

// pointcut definitions
pointcut newSyncNetwork( String pass,
Encryption . Method m,
SyncNetwork nw):
execution( SyncNetworknew(..))
&% this ( nw)

&% args( .., pass, m);

/] advice definitions

// instantiate an encryption object
after( String pass,
Encryption.Method m,
SyncNetwork nw):
newSyncNetwork ( pass, m, nwj

if ( m == Encryption.Method.DES)
nw.enc =new EncryptionDES ();

else if( m == Encryption.Method.AES)
nw.enc =new EncryptionAES ();

# else if...

nw.enc.generateShareKey ();
nw.enc.generateAuthenticationKey( pass);

This code sample demonstrates introduction of a new

member variable Encryption to the SyncNetwork class
through static cross-cutting and initializing it with theljp

of an advice that executes after a new SyncNetwork has
been instantiated.

6 Discussion

e In this paper we have studied Aspect-Oriented soft-

ware development on a real-world application and ex-
perienced its uses. While AOSD certainly contributed
advantages to the separation of cross-cutting concerns
into suitable modules, it also extended the flexibility of
the application. For instance, it is sufficient to exclude
the encryption aspect from source code to remove the
encryption feature from the system and the application
will still compile and run. Moreover, this flexibility
applies to almost every aspect (e.g. Authentication,
Transaction, User Interface, etc.) we used.

e It must also be noted that, one needs to be aware of the

detailed uses of every aspect in the system to be able
to not to conflict with pointcut definitions and to con-
form with aspect conventions. This obligation requires
a highly strict and clear conventions for coding.

e During development, we experienced that pointcuts re-

lying on the code fragments strictly dependent to the
local conventions used at that point are more vulnera-
ble to the programmer mistakes and result in hard to
spot bugs. This issue can be solved by improving the
functionality of the existing development tools (e.g.
more verbose display of pointcut relations) and/or re-
considering the design of the pointcuts so that the lex-
ical dependency is relaxed.

e User interface design and implementation requires rel-

atively huge amount of work in the code place, and
generally a majority of the graphical component ac-
tions and concerns tend to overlap. During devel-
opment of FSync, we saw that such cases can be



addressed and implemented aspect-oriented programproblem of scattering and tangling in the object oriented de

ming with ease, resulting in cleaner code.

For in- sign of peerto- peer file synchronization applications by ex

stance, close and cancel operations of dialogs can beplicitly expressing the cross-cutting key concerns. Despi
shared, hence can be implemented within suitable as-the discussed advantages, during the development we have
pects. Moreover, business logic does not have to con-found out that AOP requires dedicated awareness of the as-
tain any user interface related code. Consequently,pect joinpoints, otherwise pointcuts might easily resnolt i
gluing of the business logic and user interface can be hard to spot bugs in the program.

implemented in aspects, instead of tangling the code
throughout the system.

In conclusion, many core requirements of a peer-to-
peer file synchronization system could be addressed by us-

ing AOSD to enhance modularization by seperating cross-

e Finally, we would like discuss a new alternative tech-
nology to Aspectd, that is JBoss. JBoss is a full-
featured Java Application Server with enterprise qual-
ity support for different programming paradigms, one

cutting concerns and to provide a design that supports soft-
ware quality factors.

of which is AOP. Unlike AspectJ, JBoss does not in- References

troduce any new keywords to the language, but uses
native Java syntax. Pointcuts are defined in XML and
the weaving is dynamic and performed at run time. As
an example, the pointcuts in our Authentication aspect
would look like as inListing 6. JBoss Alternativn
JBoss.

(1]
(2]

(3]

(4]
(5]
Listing 6. JBoss Alternative
<?xml version="1" encoding="UTF8"?>
<aop>
<bind
pointcut="set(ObjectinputStream
ConnectionRequestWorkerfrom) ">
<interceptor
class="ConnectionRequestWorket>doAuthentication” &
</bind>
<laop>

(6]

(7]
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Note that, interceptors in JBoss replace the advises [8]
in Aspect], and they are defined similar to regular
Java methods. In this case, when pointcut matches
the join-point thedoAut hent i cati on method in

Connect i onRequest Wr ker class gets executed. [10]
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