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Abstract

Peer-to-peercomputingparadigmhasattracteda signi�cant amountof interestas a popular and

successfulalternative to traditionalclient-server paradigmfor resourcesharingandcontentdistribution.

However, the existenceof high degreesof free riding may be an important threatagainstthe proper

operationandhigh-performanceof P2Pnetworks.

In this report, we proposea distributed framework to reducethe degree of free riding and its

adverseaffects on P2P networks. Our solution primarily focuseson locating free riders and taking

counter-actionsagainstthem. As part of our solution, we proposean approachin which eachpeer

monitorsits neighbors,makesdecisionsif they arefree ridersor not, andtakesappropriateactionsif it

decidesthatoneof theneighborsis a freerider. To beableto identify thepeersasfreeriders,we de�ne

samplefree riding typesanddescribehow they arerelatedwith the protocolmessagesof existing P2P

protocolssuchasGnutella.As a result,we employ sampleformulasto determineif a neighboringpeer

exhibits any kind of free riding or not. Furthermore,we presentexamplecounteraction schemesthat

canbe appliedto neighborsthat aredetectedasfree riders.We thencombinethe mechanismsto detect

free ridersandtheactionsthat canbe taken againsttheminto a practicalframework thatcanbe usedin

an unstructuredP2Pnetwork. Unlike other distributedmechanismsagainstfree riding, our framework

doesnot requireany permanentidenti�cation of peersor securityinfrastructuresfor maintaininga global

reputationsystem.In the work, we also discussthe probableattacksto the proposedframework and

their effectson it.

We also performeda sampleimplementationof the proposedframework as part of a simulation

model, and conductedextensive simulation tests.Our simulationsresultsshow that by reducingthe

amountof free riding in a P2Pnetwork, we canaccomplishan increasein the performanceof the P2P

networks for contributor peers.

Index Terms

FreeRiding, Peer-to-PeerNetworks, Gnutella,DistributedComputing,PerformanceEvaluation.
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I . INTRODUCTION

Peer-to-peer (P2P) computing paradigmhas attracteda signi�cant amount of interest for

resourcesharingandcontentdistribution. Although therearedifferentarchitecturaldesignsand

applicationsfor P2P computing, �le sharing is the most commonly usedapplicationand in

nearly all P2P�le sharingsystems�les are storedat peers,searchedthroughthe P2Pnetwork

mechanisms,andexchangeddirectly betweenpeersusingthe underlyingnetwork infrastructure

and its protocols.In an ideal case,a �le that is downloadedby a peeris automaticallyopened

for sharingwith otherpeers.However, peersmaybereluctantto sharea downloaded�le to save

their own resources.Therefore,the primary property of P2P systems,the implicit or explicit

functionalcooperationandresourcecontribution of peers,may fail andleadto a situationcalled

freeriding.

As a P2Pconcept,free riding meansexploiting P2Pnetwork resources(throughsearching,

downloading objects,or using services)without contributing to the P2P network at desirable

levels. A free rider is a peerthat usesthe P2Pnetwork servicesbut doesnot contribute to the

network at an acceptablelevel. A contributor, on the other hand,is a peerthat makes enough

contribution to the network by sharingits resourceswith otherpeers.

Theremay be variousreasonsandmotivationsfor free riding. Bandwidthlimitation of peers'

connectionsmay be a reasonfor free riding. Another reasonfor free riding can be the peers'

concernof sharing“bad” or “ille gal” data on their own computerseven though they are not

concernedaboutusing this type of data.Somepeersalso have securityconcernsif they share

something.

Researchershave observed the existenceof high degreesof free riding in P2Pnetworks,and

they arguethat free riding is an importantthreatagainstthe existenceandef�cient operationof

P2Pnetworks [1] [12]. Thus, free riding causesseveral negative side effectson P2Pnetworks.

In a free riding environment,a small numberof peerswill serve for a large numberof peers.

Therefore,many downloadrequestswould be directedtowardsa few servingpeers,which may

lead to scalability problems[3]. This also leadsto a more client-server like paradigm[8], [9]

and adversely affects P2P network advantages.For example, fault-toleranceproperty of P2P

networks may be weakeneddueto the fact that a very small portion of the peersprovidesmost
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of the content1. Renewal or presentationof interestingcontentmay decreasein time, thus the

numberof shared�les may becomelimited or may grow very slowly. Quality of searchprocess

may degradedueto increasingnumberof free riders in the searchhorizon.As the peersagein

thenetwork, they maybegin not to �nd interesting�les andmay leave thesystemfor goodwith

all the �les they sharedearlier [3], [10]. Moreover, the large numberof free riders and their

querieswill generatea greatamountof P2Pnetwork traf�c, which may lead to degradationof

P2Pservices.Furthermore,underlyingavailablenetwork capacityandresourceswill beoccupied

by free riders,which will causeextra delayandcongestionfor non-P2Ptraf�c.

Our thesisin this report is that if we can designa framework which detectsfree riders and

takessomecounteractionsagainstthem,we mayreducetheadverseeffectsof freeriding on P2P

networks andprevent free riding peersfrom exploiting the network resourcesunresponsively in

the courseof time. By reducingthe level of free riding and its effects, we expect to observe

performancegains for contributors and performancedegradationfor free riders. Furthermore,

we believe that P2Pnetworks employing the proposedfree riding mechanismswould be more

robust andscalable.

Our focusin this reportis unstructured(pure)P2Pnetworks,speci�cally Gnutellanetwork [18],

andwe provide a solutionagainstfree riding in suchnetworks. In anunstructuredP2Pnetwork,

there is no central coordinationand central indexing mechanismfor the sharedresources[4],

[30], [31]. No peer has a global view of the network, and global behavior of the network

emerges from local interactions.ThesefeaturesenableunstructuredP2P networks to be very

successful,but also bring someproblems.Among the problemsof such networks is the so-

called reputationproblem.In an unstructuredP2Pnetwork, peersinteractwith unknown peers

andhave no informationabouttheir reputations.In otherwords,they do not know to whatextent

they can trust the otherpeersand the dataprovided by them.As a result, the detectionof free

rider peersandactionsagainstthemcannot be easily implemented.

In this work, we proposea distributedandlocalizedsolutionagainstfreeriding in unstructured

P2Pnetworks,which doesnot requirethestorageof any persistentinformationaboutpeers.Our

solutionalso requiresminimal changesto the currentprotocolprocessingrulesand it doesnot

requireany architecturechanges.

11% of the peersprovides 37% of the content[1].
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Our proposedframework consistsof two mechanisms.The�rst mechanismis for locatingand

detectingfree riders. The secondone is for taking discouragingcounteractionsagainstthem.

The mechanismsare distributedand localized,whereeachpeeris only requiredto monitor its

neighborsandmake decisionsand take actionsbasedon this localizedmonitoring.

Both the detectionmechanismand counteractionsare simple, practicaland effective. They

do not usemuchresourcesof contributorseither. As opposedto many solutionsthatexecutethe

counteractionsat download requestphase,our solution executesthe counteractionsat query

forwardingphase,i.e. during thesearchoperation.In this way, our solutionreducesnot only the

downloadsperformedby free riders,but alsothe querymessages�o wing in the network dueto

free riders.This helpsreducingthe network traf�c overheadconsiderably.

We also implementedour solution in a P2Pnetwork simulationenvironment.We �rst deter-

minedsomemetricsthat canbeusedto evaluatetheef�ciency andeffectivenessof our solution,

andweperformedextensivesimulationsto compareaP2Pnetwork thatis utilizing our framework

againsta P2Pnetwork that is not utilizing our framework. We observed signi�cant performance

improvementsin a P2Pnetwork utilizing our framework.

The organizationof the report is as follows. SectionsII discussesthe relatedwork. In Sec-

tion III, the mechanismsfor locating free ridersand taking actionsagainstthemaredescribed.

In Section IV, we presentthe simulationmodelandthe performanceresults.We discusssome

possibleattackscenariosfrom free ridersto our framework andprovide somepossiblesolutions

in SectionV. In this section,we also provide simulation resultsregardinghow a P2P system

with our framework behavesagainstmaliciousattacksof free riders.Conclusionsare provided

in SectionVI.

In AppendixA, we reportperformanceresultsfor variousvaluesof importantparametersof

our simulationmodel andmechanisms.We also compareour mechanismswith a relatedwork

in AppendixB.

II . RELATED WORK

User traf�c on Gnutellanetwork is extensively analyzedby Adar ad Hubermanin [1], and it

is observed that 70% of the peersdo not shareany �les at all, and73% of peerssharesten or

less�les. Furthermore,63% of the peerswho sharesome�les do not get any queriesfor these
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�les. Another interestingobservation is that 25% of the peersprovide 99% of the whole query

hits in the network.

In a more recentwork, Saroiuet al. con�rm that there is a large amountof free riding in

Gnutellanetwork as well as in Napster[9]. One of the interestingobservations they madeis

that 7% of the peersprovide more �les thanall of the other remainingpeers.

Someresearchershave attemptedto solve the free riding problem by following incentive

basedapproaches.In mostof theseworks, thesolutionis to applya pricing schemefor network

resources.For example,in [3], Ramaswamy and Liu proposeto calculatea utility function for

eachpeer in order to estimateits usefulnessto all community. With this method,free riders

cannotdownload�les from thesystemif the utility valueis lower thanthe sizeof the requested

�le. However, thereare someways to walk aroundthe utility values.For example,a usercan

sharesomesmall �les with fake namesresemblingpopular�le names.If otherusersdownload

these�les, that user's utility value will increase.Moreover, the proposedmethoddependson

accurateinformation aboutpeersand this information is provided by the peersthemselves.A

P2Pnetwork dependingon suchan approachcanbemisreportedandcheatedby rewriting some

maliciousclient programs2. Therefore,we think thatthismethodcannot fully preventfreeriding.

Any methodproposedto prevent free riding shouldbe designedin sucha way that it should

not solely dependon user-submittedinformation,or it shouldcreatethe right incentivesfor the

peersto reportaccurateinformation [20]. Otherwise,free ridersmay possiblynot tell the truth

aboutthemselvesif they arenot given any incentive to do so [9], [21].

In [13], Vishnumurthyet al. suggestusinga singlescalarvalue,calledKarma,to evaluatea

peer's utility to a systemlike in [3]. The accountof a peer is replicatedby a group of peers,

called the bank-set,in order to securethe Karmaagainstloosingor tampering.The transferof

Karmabetweenpeersis executedthroughbank-setof eachpeer.

There are some other application domainsdifferent than the �le sharing where incentive

basedapproachesare applied.For example, in [27], Yu and Singh introducea new classof

P2Pnetwork which integratesreferral systemsand agent-basedP2Psystems.In the proposed

system,eachpeeris an agentsoftware,andtheseagentscooperateto searchthe whole systems

2For example,KazaA P2Pclient program[19] implementsa methodlike the oneproposedin [3] in order to prioritize users'

requestsat sourcepeers.However, a modi�ed version,KazaaLite [20], hasbeenreleasedand it maliciously declaresits user

to be a “SupremeBeing” which is the peerwith the highestpriority (participationlevel).
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throughreferrals.Theauthorsproposeto usepricing mechanismsin thesekinds of P2Psystems

to prevent free riding. In anotherwork [26], Li et al. proposeto usean incentive mechanism

for preventing free riding in messagerelaying for P2Pdiscovery. In this mechanism,a peeris

rewardedif a serviceprovider is found via a relayingpathcomposedof this peer.

As pointedout in [11], [23], eachof above schemesthatdependon micro paymentshave lim-

itationswhenappliedto many commonP2Pnetwork architectures.In general,incentiveschemes

basedon persistentidenti�ers are also complicatedby the anonymity of peers,collectionsof

widely dispersedpeers,and the easewith which peerscan modify their online identity [11],

[23]. For example for the Karma proposal,to make the schemework, a group of peersmust

be known to store Karma value. Whenever a peer's Karma changes,a prede�ned numberof

thesepeersshould be reachable.Therefore,the identi�cation of the peersshould be known

andbe permanent.However, unstructuredP2Pnetworks do not supportpermanentandreliable

identi�cation mechanisms.

In our work, we do not proposeto useany scoringvalue for a peer's utility to the system.

Therefore,we don't have to botherwith storing, retrieving, and saving a utility value.At each

peer, we just storethe informationaboutthe neighbors'messageswhich areroutedby the peer

itself. Furthermore,we do not requiretheexplicit cooperationof any groupof peersto make the

systemwork. Eachpeerexecutesthe samekind of mechanismsaloneanddoesnot dependon

any otherpeer's cooperation.Our approachcanbe implementedon both typesof P2Pnetworks,

i.e., structuredandunstructured.

In [28], theauthorsproposeanincentivemodel,SLIC, to beusedin unstructuredP2Pnetworks.

Their work hassomesimilaritieswith our mechanisms.Their proposedschemealsodependson

thelocal interactionof peersto encouragecooperation.Eachpeerassignsweightsto its neighbors

basedon the behavior of the neighbors,and thoseweights determinethe amountof capacity

assignedto the neighbors.To assigncapacities,eachpeercountsthe numberof query hits it

receivesvia its neighborsandupdatesweightsbasedon thesenumbers.The weightsmoderate

the futurequeryprocessingcapacitythepeeroffersto its neighbors.Oneof themaindifferences

betweenSLIC andour mechanismsis that while we assessthe contribution of eachindividual

neighbor to the monitoring peer and the overall system,SLIC evaluatesthe contribution of

the sub-network reachablevia eachneighbor. That is, controlledpeersarenot only responsible

for their performanceand servicesbut also for their neighbors'performanceand services.As
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questionedin [29], SLIC simulationsareonly appliedto scenariosin which single”probenodes”

behave sel�shly - nodesdo not adapt their behavior to increasetheir utilities network wide.

Consequently, it is not clear how that model would react when most of the peersare acting

sel�shly rather than just a small number. To answerthis questionand to compareSLIC with

our mechanisms,we adaptedand testedSLIC in our simulationenvironmentand provided the

simulationresultsin AppendixB.

II I . OUR FRAMEWORK AND MECHANISMS AGAINST FREE RIDING

We proposea framework consistingof two mechanismsto createa P2Pnetwork environment

in which peerswill bemonitoredabouttheir contributionsto theP2Pnetwork andenforcedto act

morecooperatively to be ableto continueto usethe servicesandresourcesof the network. The

goalof our framework, however, is not to eliminateall possiblekindsof freeriding entirelyfrom

a P2Pnetwork. For example,it is not aiming to promoteor enforcenew contentcontribution

by peers.This may not be feasibleeither. Our framework aimsto improve the currentsituation

andreducethe ill-effectsof the free riding problemby detectingfree ridersandby reducingthe

amountof servicethey get from the network. In this way, peerswill be indirectly enforcedto

cooperateandcontribute in order to usethe servicesa P2Pnetwork provides.

A. Our Approach

Our proposedapproachagainstfree riding requiresevery peerto passively monitor its con-

trolled peers.Two roles are de�ned for eachpeer:monitoring or controlled (seeFigure 1). A

peertakesboth of the rolesat the sametime. As a monitoringpeer, a peermonitorsandrecords

thenumberof messagescomingfrom andgoing towardsits neighbors(controlledpeers).At the

sametime, the peeris alsoa controlledpeer, which implies that its messagesaremonitoredand

recordedby its monitoring peers.By monitoring the messagesof its neighbors,a monitoring

peercan decideif a neighboractsas a free rider or not. Upon decidingthat the neighboracts

as a free rider, the monitoring peercan take counter-measuresagainstthat neighborto reduce

the adverseaffectsof free riding on the P2Pnetwork causedby that neighbor.
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Fig. 1. Peersare in two roles:monitoringandcontrolled.

Descriptor Description Content

Query The primary mechanismfor searching Minimum speedrequirementof the

the distributednetwork. A servent respondinghost; searchstring

receiving a Query descriptorwill

respondwith a QueryHit if a matchis

found againstits local dataset.

QueryHit The responseto a Query . This descriptor IP andport, speedof responding

provides the recipientwith enough host;numberof matching�les

information to acquirethe data and their indexed resultset

matchingthe correspondingQuery .

TABLE I

TWO MAIN GNUTELLA PROTOCOL DESCRIPTORS (MESSAGES): Query MESSAGE AND QueryHit MESSAGE.

The statisticalinformation3 that is to be maintainedat a monitoring peerabouta controlled

peerP consistsof a setof countersthatareshown in TableII. Thesecountersareupdatedupon

the arrival of protocolmessages4 from the neighboror upontransmissionof protocolmessages

toward the neighbor. The indicationswhetherthe neighboris free riders or not and the type

3Dueto thepower-law distribution of nodedegreesobserved in P2Pnetworks [6], we expecttheaveragenumberof neighbors

of a peerto be not so large (around3-4 neighborson the average),andthereforethe overheadimposedby the solutionon each

peerwill not be very large. This implies that the framework is scalable,thanksto its distributednature.

4The messagesare implementedwith the descriptorsin Gnutella protocol [18] (seeTable I) , the protocol on which our

solution is implemented.Two main Gnutella protocol descriptors(messages)are Query and QueryHit messages.Query

messageis usedfor searchingP2Pnetwork. A peerreceiving a Querydescriptorwill respondwith a QueryHit if a matchis

found againstits local dataset.That is, QueryHit is a responseto a Query message.This descriptorprovides the recipient

with enoughinformation to acquirethe datamatchingthe correspondingQuery message.
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Symbol Description

QRP Numberof Query descriptorsrouted by peerP .

QTP Numberof Query descriptorsroutedtowards peerP .

QH P Numberof QueryHit descriptorssubmittedby peerP .

QH RP Numberof QueryHit descriptorsrouted by peerP .

QH SP Numberof QueryHit descriptorssatisfying queriesof peerP .

TABLE II

OBSERVED DESCRIPTORS

of free riding are thenderived from the valuesof thesecounters.A differentsetof countersis

maintainedfor eachneighbor.

Oneissueto considerin our approachis whethertherewould beenoughtime duringa typical

monitoringprocessto collect enoughinformationaboutthe neighborsto make correctdecisions

about the behavior of them. In [8], it is statedthat about40% of peersin a Gnutellanetwork

leave the network in lessthan4 hours,while only 25% of the peersarealive for more than24

hours.In anotherwork [9] it is reportedthat the averagesessiondurationof both Napsterand

Gnutellanetwork clients is about60 minutes.A similar work [10] statesthat 90% of average

sessionlengthsof Kazaaclientsis found to beabout30 minutes.All thesestudiesshow thatwe

can assumethat most peersin a P2Pnetwork stay connectedlong enoughso that monitoring

peerscancollect enoughinformation to make correctdecisions.

Another issue to consider is whether a monitoring peer can monitor enoughnumber of

messages.In [2], it is reportedthat the averagenumberof queriesreceived per secondfor

three peerslocated at three different locations is about 50. The samestudy also statesthat

around30 query responsesper secondare received or originatedon the averageby a peer. It

is also reportedthat query responseratio per peer is around10%-12%.This study shows that

a monitoring peer will have enoughnumberof messagesforwardedover itself to or from a

neighborto judge if the neighboris a free rider or not.
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FR Type NONE NON-CONTR. CONSUMER DROPPER

SharingContent? Yes,much No Yes,but little No

ReplicatingContent? Yes No No No

RoutingMessages? Yes Yes Yes No

RequestGenerationRate Normal Normal Higher Normal

TABLE III

SUMMARY OF FREE RIDING TYPES AND THEIR PROPERTIES.

B. FreeRiding Types:

In previous works on free riding [12], [13], [14], [23], [24], it is generallyassumedthat only

one type of free riding is exhibited in a P2Pnetwork. However, the studies[1], [2], [3], [9],

[10] on P2Pnetwork traf�c anduserbehavior suggestthat not all free ridersbehave similarly.

Thereforetypesof free riding can be re�ned further, requiring the de�nition of different types

of free riding with differentpropertiesand indications.

In this reportwe de�ne threefree riding types5. We believe it is enoughat this stageto focus

only on threetypesof freeriding in developinga generalframework for identi�cation, detection,

and prevention of free riding in P2Pnetworks. We also believe that peersexhibiting the free

riding typesthat we focus in this reportconstitutea large fraction of all kinds of free riders.

A summaryof the propertiesof the proposedfree riding types is provided in Table III and

the descriptionof eachtype is given below.

1) Non-contributor: If a peerdoesnot shareanything at all or sharesuninteresting�les, the

peeris identi�ed asa non-contributor. A controlledpeerP exhibiting this type free riding can

be detectedby a monitoringpeerby countingthe QueryHit messages(QH P ) originatedfrom

the neighbor6 and comparingthe count to the numberof Query messages(QTP ) senttoward

the neighbor(Table II). If the numberof QueryHit messagesreceived is very few compared

5Thetypesof freeriding thatwe de�ne here,however, arenot exhaustive. It is possibleto de�ne new typesof freeriding with

differentproperties.In a previouswork [22], we hadproposedsevendifferentpossiblefreeriding typeswhich werecombinations

of the threetypesof free riding that we presenthere.

6We can identify the sourceof a QueryHit messageby looking at the IP Address �eld in the QueryHit message

which storesthe IP addressof the responder.
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to the numberof Query messagessent, then the neighboris identi�ed as a non-contributor.

More precisely, if the ratio (QHP =QTP ) is below a thresholdvalue,then the peeris identi�ed

asa non-contributor.

Not receiving (or receiving very few) QueryHit messagesoriginatingfrom a neighbormay

indicatethat the neighboris eithernot sharingany �les at all, or is sharing�les but the shared

�les are not interestingand thereforethey do not match to the searchqueries.Unfortunately,

a methodlike this, which is basedon countingthe QueryHit messages,can not be usedto

distinguishbetweenthesetwo typesof reasonsof not responding.

Dif ferent approachesfor settingup a thresholdvalue can be used7. Whatever the approach

in settingup the thresholdis, however, the proposedframework enablesa monitoring peer to

judgeif a neighboris a non-contributor or not by just observingtheneighbor's existing protocol

messages,without requiringany new control messageto be de�ned for detectionof free riders.

Below, we formulate our methodto detecta non-contributor as a condition that is evaluated

whenever an updateis performedon the valuesof the respective counters.We have usedthis

formula in our simulationexperiments.

if (QTP > � QT ) and(QH P
QTP

< � non contr ibutor ) then

peerP is consideredasa non-contributor

endif

To remove the warm-upperiodand to obtain valid statisticalinformationwe proposeto use

a thresholdvalue,� QT , for the numberof forwardedQuery messagesto the controlledpeer. A

monitoringpeerstartsdecidingaboutthe controlledpeerafter this thresholdis exceeded.

2) Consumer:Peersmay contribute to the network with somecontent,hencethey are not

non-contributors,but their amountof useof servicesmaybe muchmorethantheir contribution.

It maybeusefulto furtherclassifysuchpeersin a differentclassof freeriders,calledconsumers,

sincewhat they exhibit is not a desirablebehavior either, consideringthe long term stability of

the P2Pnetwork and fairnessto otherpeers.

7Wemay, for example,setup a �x edvalue(say100)for unsatis�edquerynumberasa threshold.In this case,if QTP � QH P is

greaterthanthis threshold,theneighboris identi�ed asnon-contributor. As anotherapproach,we mayusea time-basedthreshold,

suchas10 minutes,during which we monitor for QueryHit messagesfrom the neighbor. If thereis no QueryHit message

received from the neighborduring this time period,the peercanbe treatedasa non-contributor.
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A monitoring peer that would like to identify if a controlledpeerP is a consumeror not,

countsthe QueryHit messagesthat areoriginatedfrom the neighbor(QH P ) andQueryHit

messagesthataredestinedto theneighbor(QH SP ). By comparingthe ratio of thesetwo values

againsta thresholdvalue� consumer , themonitoringpeercandecideif theneighboris a consumer

or not.

In identifying consumers,thenumberof actualdownloads,insteadof QH SP , couldhave been

used.However, in unstructuredP2Pnetworks,thedownloadprocessis executeddirectly between

two peers[18].Therefore,the intermediatenodesare not aware of the download process.This

meansthat, the monitoring peersare not able to useactualdownload numbersto identify the

consumers.Therefore,we proposeto usethe QueryHit messagesasan indicationof possible

downloads.We assumethat if a query getsoneor moreQueryHits , the owner of the query

would download the �le. Furthermore,we only count once for all the QueryHit messages

received for the samequery. All QueryHits that is received for the sameQuerywill have the

sameuniqueQuery ID value.

It is not dif�cult for the monitoring peerto understandif a QueryHit messageforwarded

toward a neighbor is destinedto the neighbor or not. This is possibledue to fact that in

unstructuredP2Pnetworksa peerusuallysetsthe initial TTL �eld valueof a Query messageto

a �x edmaximumvalue(maxTTL) to limit the�ooding of messageover thenetwork. Therefore,

whenever a peer receives a Query messagewhoseTTL is the �x ed max TTL, it recordsto

its internal table (using the message ID of the Query message)that the Query is originated

from thatneighbor8. Then,after receiving a QueryHit messagewith thesamemessageID, the

monitoring peercan decidethat the QueryHit messageis for that neighborand in this way

cancount the QueryHit messagesdestinedto the neighbor.

The following condition is checked to decideif a neighboris a consumeror not whenever

a respective countermaintainedfor the neighborand usedin the formula is modi�ed. Again

thresholdsfor QTP andQHP countersareusedto get rid of the warm-upperiodbeforestarting

makingdecisionsaboutthe behavior of a neighbor.

if (QTP > � QT ) and(QHP > 0) and

8Alternatively we could look to the valueof the hops�eld in a Query messageto seeif the messageis originatedfrom the

neighbor. If the value is equalto zero, the messageis originatedfrom the neighbor.
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( QH P
QH SP

< � consumer ) then

peerP is consideredasa consumer

endif

3) Dropper: A peeris identi�ed as a dropperif the peerdropsothers' queries.Somepeers

might not forward protocol messages(Query , QueryHit , etc.) further in order to save their

connectionbandwidth.

In order to detectsuch a controlled peer P, a monitoring peer can count Query (QRP )

andQueryHit messages(QH RP ) forwardedby this neighbor. If the sumof thesetwo values

is very low comparedto the numberof Query messagessent toward the neighbor(QTP ), it

can be assumedthat either the neighbordoesnot have enoughconnections(to receive Query

or QueryHit messagesand forward them),or it dropsQuery and/orQueryHit messages.

Again we canusea thresholdvalue, � dr opper, for the ratio.

if (QTP > � QT ) and(QR P + QH RP
QTP

< � dr opper) then

peerP is consideredasa dropper

endif

A monitoringpeershouldcountQuery andQueryHit messagesthat are arriving to itself

from theneighbors.It shouldalsocountthe messagessentor routedfrom itself to theneighbor.

C. CounterActionsAgainstFreeRiders

Whena peeridenti�es a controlledpeerasa free rider, thepeercanstarttakingsomecounter

actionsagainstit. We may think of variouspossiblecounteractionsthat canbe appliedagainst

a free rider. Here,we will focus on somesamplecounteractionsthat can be implementedby

just modifying the existing P2Pprotocols.

Our counter actions,are basedon ignoring Query messagessubmittedby free riders or

reducingthe scopeof thesequeries.In this way we aim to reduceand limit the amountof

servicethat free riders can get from the network. Thereare two main servicesthat a peercan

get from a P2Pnetwork: 1) searching for �les by issuingQuery messages;2) downloading�les

after gettinganswersto the queries.We think that if we reducethe amountof searchingservice

that a free rider gets,we will alsocausea reductionin the amountof downloadingservicethat
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the freerider will get.Therefore,our counteractionsaim in reducingthepropagationof Query

messagessubmittedby free riders. Then the free riders will also have less chanceof getting

QueryHit messagesandwill performlessdownloads.

We proposetwo typesof counteraction schemes:1) single counteraction schemes,and 2)

mixedcounteraction schemes. A counteraction of type single, will apply the sameaction to

all type of free riders.A counter-actionof type mixed, on the otherhand,will apply a different

discouragingcounteractionfor eachtype of free riding. In otherwords,a mixed counteraction

schemewill make a distinction betweenfree riders dependingon their types while applying

discouragingactions.

The proposedsinglecounteractionsaredescribedin moredetail below9.

1) Modifying TTL Value : When a peerreceives a Query messagefrom a controlledpeer,

it �rst executesthe searchon local �les for a match, and then forwards the Query to its

other neighbors.Before the Query messageis forwarded,however, its TTL value is normally

decrementedby one.To act againsta controlledfree rider, the monitoring peercan play with

this TTL value,i.e. the monitoringpeercandecrementthe TTL valueby morethanonebefore

forwardingit further. In thisway, thesearchhorizonof thefreeriding peeris narroweddown.This

alsoreducesthe overheadimposedby Querymessageson the network10. To observe the effect

of this counteraction at a �ner granularity for different valuesof TTL reduction,we propose

to employ two different values,i.e., 2 and 4, for decreasingTTL11. We call the corresponding

counter-actionsTTL-2 andTTL-4, respectively.

2) Dropping Requests:As a sharpercounteraction, the monitoring peercan simply ignore

all the searchrequestscoming from a neighborthat is identi�ed as a free rider. Dropping a

Query messagemeansnot searchingthe local �les for a matchandnot forwardingthe Query

any further, which is totally different than what happensat the Modifying TTL counteraction.

We call this counteractionDROP.

9Again, we would like to emphasizethat different counteractionsmay be proposed.The point hereis to show that we can

accomplishsettingup counteractionswithin the existing protocolde�nitions andrules.

10However, a monitoringpeershouldbe carefulaboutthe origin of the Query messageswhile modifying the TTL valuesof

them.It hasto modify only the messagesthat areoriginatedfrom the neighborthat is a free rider.

11Actually, we implementedandobserved the effectsof differentvaluesbetween2 and6 in the simulationexperiments,and

presentthe resultsin AppendixA.
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We expect that dropping the searchrequestsof free riders or narrowing down the search

horizon of free riders by modifying TTL value doesnot only punish the free riders, but also

signi�cantly decreasesthe overheadof P2Pcontrol messagesover the underlyinginfrastructure.

If not controlled,query messagesin a �ooding basedP2Pnetwork may becomea signi�cant

portion of overall network traf�c 12. We believe that decreasingthe numberof queriessubmitted

by free riders may help improving the performanceand scalability of P2P networks and the

underlyingInternet.

D. A Mixed CounterAction Scheme

A monitoring peer that would like to executea mixed counteraction schemecan apply an

appropriatecounteractionagainsta freerider dependingon thetypeof freeriding. As mentioned

earlier, a free riding peercanbe eithera non-contributor, or a dropper, or a consumer. Then,a

possiblemixed counteraction schememay dictatethat counteraction TTL-2 is appliedif the

free rider is a consumer, counteraction TTL-4 is applied if the free rider is non-contributor,

and counteraction DROP is appliedif the free rider is a dropper. In thesesettings,we aim to

apply more severe counteractionsto free riding typesthat will causemore severe damageto

P2Pnetworks. A neighborthat is not identi�ed asa free rider will not get any counter-action.

As statedabove, thetypeof freeriding is decidedaccordingto thevaluesof statisticalcounters

maintainedfor a neighborat the log tableof a monitoringpeer. Whenthevaluesof thecounters

maintainedfor a neighborchange,the type of free riding decidedfor the neighbormay also

change.For example, if (QH=QT) ratio for a neighborwas �rst smaller than the respective

threshold(i.e., the neighboris non-contributor), and later becomesgreaterthan that threshold,

the neighboris no longera non-contributor.

IV. PERFORMANCE EVALUATION

In this section,we �rst presentour simulation model and performancemetrics. Then we

provide the resultsof the simulationexperiments.

12For example,as it is pointedout in [7], an 18 bytesof searchstring in a Query messagemay cause90 megabytesof data

to be forwardedby the peersof a P2Pnetwork. As anotherexample, [5] statesthat the total numberof messagesincluding the

responsestriggeredby a singleQuery messagecanbe as large as26240(assuming4 connectionsper peer).
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Property Type A Type B Type C

Freeriding type of the peersin the peertype. NONE NONE MIXED

Populationratiosof eachpeertype. 10% 20% 70%

Ratio of shared�les of eachpeertype to total �les. 87% 12% 1%

Peersreplicatethe �les they downloadedor not. True True False

TABLE IV

PROPERTIES OF PEER TYPES.

A. Overview of the SimulationModel

We useda simulation-basedapproachto studythe modelof a typical P2Pnetwork with free

riding andwith our framework integrated,becausethe model is very complex to studyanalyt-

ically. We implementedour simulationmodel including our framework on top of the GnuSim

P2Pnetwork simulationtool thatwe haddevelopedearlier[25]. GnuSimwasimplementedasan

event-drivensimulatorusingCSIM 18simulationlibrary [17] andC++ programminglanguageon

Windowsplatform.InteractionsbetweenpeersandP2Pnetwork, suchassearching,downloading,

pinging, etc.,were implementedaccordingto the Gnutellaprotocolspeci�cation given in [18].

Our simulation model simulatesa P2P network of 900 peer nodes.The peersare inter-

connectedto form a meshtopology at the beginning of a simulationrun. We assumethat all

peersstayconnectedin the sameway until the endof a simulationrun.

We assumedthat thereexist threetypesof peersin the simulatednetwork: type A, type B,

andtypeC peers.TypeA peersandtypeB peersarecontributors(i.e. goodpeers).TypeC peers

arefree riders.A typeC peerwhich is a free rider canfurtherbeclassi�ed asa non-contributor,

a dropper, or a consumer. A type C peeris randomlyanduniformly assignedto oneof these3

typesof freeriding. Propertiesof peertypesaresummarizedin TableIV. Thepropertiesof each

peertype includethepopulationratio, shared�le ratio, maximumnumbersimultaneousuploads

possible,query generationmean,and whetherpeersreplicatethe downloaded�les or not. The

default valuesof eachof thesepropertiesis setsimilar to the valuesreportedin [1], [9].

Thereare 9000 distinct �les, with four copiesof each,distributed to the peernodesat the

beginning of eachsimulationrun. These36000�les aredistributedto peergroupsaccordingto
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the type of the groupsand the �le sharingratios shows in Table IV. We do not distribute any

�le to peersthatarefree ridersof type non-contributor or dropper. We assumethateach�le has

the samesizeandcanbe downloadedin 60 units of simulationtime.

Duringasimulationrun,peersrandomlyselect�les to searchanddownload,andsubmitsearch

queriesfor them. The inter-arrival time betweensearchrequestsgeneratedby a peer follows

exponentialdistribution with a meanof 60 time units.We assumethat the querygenerationrate

of consumerpeersis twice of that of other free riding peers.

Eachpeer's uploadcapacity(the numberof simultaneousuploadsthe peercan perform) is

limited and is set to 10. If a peerreachesthe uploadcapacity, a new uploadrequestarriving to

that peer is rejectedby the peer. The requestingpeer, can then try to download the �le from

anotherpeer, if any, selectedfrom a list of peersobtainedfrom the QueryHit message.We

assumethat therequestingpeerrepeatsthesamerequestat mostthreetimes.After that thepeers

givesup with that requestandcan initiate a requestfor another�le.

Eachsimulationexperimentis run for 2000unitsof simulatedtime.A simulationexperimentis

repeated10 timesandtheresultsfor thatexperimentareobtainedby averagingthe10 individual

results.

B. PerformanceMetrics

In order to measurethe performanceimprovementof our schemes,we �rst determineda

numberof performancemetrics.Below, we describeour metricsin detail.

� Numberof downloaded�les: This is animportantmetricindicatingtheamountof downloads

that can be performedin a P2P systemduring a �x ed time interval for a �x ed number

of searchrequests.If peerscan download more �les from the P2Pnetwork, the level of

satisfactionthey will get from the network will be higher.

� Numberof rejecteddownloadrequests: The availability of contentand servicesin a P2P

network is an importantissue.A network that is providing good serviceshouldnot reject

the contributing peers' requestsat high amounts.Sincethe network resources(bandwidth,

storage,processing)are limited, the uploadcapacityof peersthat are contributing to the

network will alsobe limited. If this limit is exceeded,thepeerswill startrefusingdownload

requests.
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� Number of uploads by contributors: This metric indicatesthe load imposedon a peer.

Contributorscanbecomeoverloadeddueto excessive searchanddownloadoperationsthey

areinvolvedin. By adaptingfreeriding mechanismsin aP2Psystem,theloadon contributor

peerscanbe decreasedby reducingrequestsserved for free riders.

� Downloadcost: We de�ne the download cost for a peeras the ratio betweenthe amount

of uploadsand the amountof downloads(upload/download) performedby the peer. This

ratio indicatesthe load imposedon a peercomparedto the servicethe peergetsfrom the

network. Sucha metric is importantto measurehow loadedan averagepeeris compared

to the serviceit gets.The smallerthe ratio is, the betterit is from the perspective of a peer.

� Numberof P2P networkprotocol messages: This metric shows the messagingoverheadin

the P2P and underlyingnetwork. Messagingoverheadaffect the scalability of a system.

Especially in unstructuredP2P networks, the messagingoverheadmay be high due to

the �ooding approachusedin querying.High numberof protocol messagessentover the

network may also increasethe level of congestionin the network, and congestionaffects

the performanceof several network servicesin variousways,suchascausinghigh delays

for remote login applications,increasingquery resolution time, decreasingthe speedof

downloads[16].

� Fairness: Fairnessmetric is usedto show that the level of servicethatcanbeusedby a peer

is proportionalto the level of contribution that is provided by that peer. In other words,

a peer contributing more than what is neededto overcomethe thresholdsis adequately

compensatedwith more services.Thus, the solution encouragespeersto contribute more

andrewardspeersbasedon the extent of their contributions.

C. SimulationResultsand Analysis

In our simulationexperiments,we �rst testedthe effectivenessof our detectionmechanism.

Afterwards, we conductedexperimentsto observe the changesin the performanceof a P2P

network whencounteractionschemesareapplied13.

13We also executedsensitivity experimentsto observe the reactionof the proposedframework againstdifferent numberof

peers,differentnumberof shared�les, anddifferentlevels of free riding. We observed that the performanceresultsfor different

parametersettingsareconsistentandsimilar with the onesreportedin this report.Therefore,dueto spacelimitation, we do not

provide thoseresultsin the report.
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1) Evaluation of DetectionMechanism: The detectionmechanismis a crucial part of the

framework. Therefore,we did extensive simulationexperimentsto measurethe performanceof

our framework in detectingfree ridersand free riding types.

Beforediscussingthedetailsof theresults,we would like to introducetheperformancemetrics

that we have usedin evaluatingour detectionmechanism.

� Successratio: Ratio of the numberof peerscorrectlydetectedasfree ridersto the number

of peerssetas free riders in the beginning of eachsimulationrun14.

� Sensitivityratio: Ratio of the numberof free riders whosefree riding type is correctly

detectedto the numberof peerswho have beendetectedcorrectlyas free riders.

� False alarm ratio: Ratio of the numberof peersdetectedas free riders incorrectly to the

numberof peersdetectedas free riders.

A gooddetectionmechanismshouldprovide high valuesfor successandsensitivity ratiosand

low valuefor falsealarmratio. Successratio is animportantmetric for singleandmixedcounter

actionschemesto operateeffectively. On the otherhand,sensitivity ratio is an importantmetric

for mixedcounteractionschemes,sincein thoseschemesthe type of free riding determinesthe

counteraction to be appliedto the free rider. Falsealarm ratio is a metric that indicateshow

many peersareincorrectlydetectedasfree riders,althoughthey arenot setasfree ridersat the

beginning of the simulation. If false alarm ratio is high, it meansthat the framework applies

counter-actionsto contributors,and contributors are negatively affectedfrom the incorporation

of the framework into the P2Pnetwork.

An importantrestrictionto the successof the detectionmechanismis the behavior andratio

of droppers.This is becausethe free riders of type dropperusually can not useour detection

mechanism,and hencecan not apply any counteraction to their neighbors.As they do not

route other peers' queriesto their neighbors,they may not satisfy the detectionmechanism's

“routedquerythreshold(� QT )” conditiononly by thecountof their own queries.Therefore,in the

overall detectionresults,droppersmay play a negative role andlimit the detectionmechanism's

14Before a simulation run starts,we assignthe peersinto two main classes:contributing peersand free riders; we further

assignthe free rider peersinto threesub-classes:non-contributors,consumers,anddroppers.
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Fig. 2. Successof detectionmechanismin detectingfree ridersand identifying their typesof free riding.

success15. When� QT thresholdis decreased,however, droppershave morechanceto satisfythe

thresholdvalue by recordingonly their queriesand may detectfree riders.Thus, lowering the

valueof � QT increasesthe successratio in the presenceof droppers,asobserved in TableVI.

Figure 2 shows the successof the detectionmechanismfor default values of simulation

parameters.Overall successratio is about76%. It meansthat our detectionmechanismis able

to detect76% of peerssetas free ridersat the startof a simulationrun. Droppersaredetected

with highersuccessratio comparedto two otherfree riding types.Falsealarmratio is about9%.

That is, 9% of the detectedpeersis not actually set up as free riders. Their interactionswith

their neighbors,however, during the simulationsleadthe detectionmechanismto identify them

as free riders16.

In SectionIII-B, we proposedto usesomethresholdvaluesfor identifying eachfree riding

type. In TableV, the default valuesof the thresholdsarepresented.Default valuesarebasedon

theP2Pnetwork traf�c observationsreportedin [1], [2], [8], [10]. As partof our simulationswe

also tried to observe the effect of settingthe thresholdsto valuesin different ranges(TableV).

In Table VI, we observe that when the � QT parameteris set to lower values,the detection

mechanismbegins to detectearlierand the successratio becomeshigher. However, falsealarm

15For example, in our simulationswe observed that the peersabout which dropperscan not make any decisionconstitute

around20%of all thepeers.It implies thatour framework cannot reacha successratio betterthan80%with thecurrentsettings

of the simulationparameters.

16This level of falsealarmratio causes9% of the peersdetectedasfree ridersto facewith counteractions.Falsealarmis the

sideeffect of the detectionmechanism.On the otherhand,it shouldbe notedthat whenthe performancemetricsareobserved,

we canseethat the performanceis improved for contributorsdespitethe falsealarms(seeSectionIV-C.2).
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Threshold Description Default Value Range

� QT Thresholdvalue for the numberof routedqueries 50 25-100

toward a controlledpeerto begin the detection

� non contr ibutor Thresholdvalue for formula QH P
QT P

0.001 0.1-0.0001

to decideif peerP is a non contributor

� consumer Thresholdvalue for formula QH P
QH SP

0.1 0.05-0.5

to decideif peerP is a consumer

� dr opper Thresholdvalue for formula QR P + QH R P
QT P

0.1 0.05-0.5

to decideif peerP is a dropper

TABLE V

THRESHOLD VALUES FOR DETECTION MECHANISM .

� QT Success Sensitivity FalseAlarm

25 95.39% 66.98% 13.82%

50 75.73% 66.84% 9.73%

100 75.38% 66.82% 9.70%

TABLE VI

EFFECT OF � QT THRESHOLD VALUES ON THE DETECTION MECHANISM .

ratio becomesworsewith low valuesof � QT . This is becausewe try to decideabouta peerwith

lessinformationavailable.Therefore,we can say that thereis a trade-off betweensuccessand

falsealarm ratios and this trade-off is effectedby the � QT parameter. Sensitivity is not much

affectedfrom the valueof the � QT parameter.

Anotherthresholdusedin the detectionmechanismis � non contr ibutor , which is usedto decide

if a peer is a non-contributor. In Table VII we provide the resultsshowing the effect of this

threshold.An interestingpoint for this thresholdis that for somelarge valuessuchas 0.1 and

0.01 the successratio doesnot changemuch.But the falsealarmratio changesand it becomes

too high. This result suggestsus not to use high valuesfor this threshold.The successratio

doesnot changemuch for differenthigh valuesof the threshold,becauseeven the precisionof

the ratio is different, the numberof detectedpeersunderthe value0.01 is almostthe sameas
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� non contr ibutor Success Sensitivity FalseAlarm

0.1 76.54% 66.12% 42.87%

0.01 76.54% 66.12% 29.45%

0.001 75.73% 66.84% 9.73%

0.0001 73.03% 69.27% 5.24%

TABLE VII

EFFECT OF � non contr ibutor THRESHOLD VALUES ON THE DETECTION MECHANISM .

that with the value 0.1. That is, most of the non-contributor peershasthe QH P
QTP

ratio lessthan

the value0.01.Therefore,the comparisonleadsto similar successratio. In TableVII, againwe

observe that the successratio is (negatively) correlatedwith falsealarmratio.

2) Evaluationof Counter-Actions: In SectionIII-C we proposedtwo typesof counteraction

schemesin general.We hadimplementedthreedifferenttypesof singlecounteractionschemes:

drop, TTL-4, and TTL-2. We also implementedthe mixed counteraction. We now report the

evaluation of the effectivenessof theseschemes.The metrics we usedin our evaluation are

describedin SectionIV-B.

Downloadsof freeriders:

As presentedin Figure 3, the numberof downloadsdoneby free riders is decreasedwhen

the mechanismsagainstfree riding are applied.As discussedin SectionIII-C, counter-actions

againstfree riders decreasethe reachof the Query messagessent by peersdetectedas free

riders.This, in turn, reducesthe chanceof gettinga hit to a querysubmittedby a free rider. In

this way, theaveragenumberof downloadsby free ridersis reduced.For example,thedropping

counter-action causesabout 89% reductionin the numberof downloadsdone by free riders.

The leastsuccessfulcounteractionis TTL-2 singlecounteraction,which canachieve only 12%

reduction.But, still applyinga counter-actionschemeleadsto a lower numberof downloadsby

free riderscomparedto not applyingany counteractionagainstfree riders.

Thesuccessof thedroppingschemeis anexpectedresult,sincewhendroppingall thequeries

submittedby peersdetectedas free riders are dropped,thosepeerscan not get QueryHit

messagesback, and thereforethey can not download �les anymore. They can only download

until they get detected.The other schemes,on the other hand,are able to reducethe search
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Fig. 3. Decreasein free riding peers'downloadswhendifferentcounteractionsareapplied.

horizon of the queriessubmittedby free riders,but the free riders still have the chanceto get

QueryHit messagesandperformdownloads.

The mixedcounteractionschemeyields the secondbestresult.We believe that this approach

hasimportantconsequencescomparedto singleactionschemes.Consideringthe potentialfalse

alarmsthat can be given by the detectionmechanism,applying a different counter-action de-

pendingon the severity of free riding helps us to better deal with false alarmsas discussed

below.

Downloadsof contributors:

It is desirableto increasethe numberof downloadsthat can be doneby contributors.Since

the capacityof peersuploadingcontentis limited, the download requestsof contributors can

be rejectedsometimes.The rateof rejectionis expectedto be higherwhentherearemany free

riders in the system.Henceeliminating the effects of free riders on P2Pnetwork will help in

increasingthe numberof downloadsthat canbe doneby contributors.This is indeedshown by

Figure 4. As it be derived from the �gure, applying our schemesachieves an increasein the

numberof downloadsdoneby contributorsasmuchas10%.

An importantobservation thatcanbemadein Figure4 is that the improvementin thenumber

of downloadsof contributorsdueto applicationof singlecounteractionsarenot asgoodasthe

improvementdue to the applicationof a mixed counteraction.While the mixed counteraction

schemeachievesabout10%improvement,thetwo singlecounteractions,TTL-2 andTTL-4, can

only achieve about7% improvement.Droppingcounteractionscheme,on the contrary, reduces

the numberof downloadsof contributors.

As we discussedearlier, the droppingcounteractionpreventsthe propagationof free riders.
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Fig. 4. Increasein contributors' downloadswhendifferentcounteractionsareapplied.

Fig. 5. Decreasein P2Pmessagesof free riding peerswhendifferentcounteractionsareapplied.

If, however, someof the peersdetectedas free riders are not free riders indeed,it meansthat

the schemepunishescontributorsandthereforecausesthe numberof downloadsof contributors

to decrease.As presentedin SectionIV-C.1, about9% of detectionsare actually falsealarms.

Therefore,when we apply strict counteractionssuchas dropping,the numberof misdetected

peersthatarenegatively affectedis signi�cant. On theotherhand,a mixedschemehandlesfalse

alarmsbetterby applyingdifferentcounteractionsto differenttypesof freeriders,andtherefore

canprovide differentlevelsof punishment,from light to severe,to peerssuspectedasfreeriders.

Amountof P2P protocol messages:

The number of P2P protocol messagestransmittedin the network is an important factor

affecting the scalabilityof the P2Pnetworks.Counteractionsappliedagainstthe peersdetected

as free ridersresult in a considerablereduction,asmuchas78%, in the numberof transmitted

P2Pprotocolmessages(Query andQueryHit ) originatedfrom anddestinedto thefreeriders,

ascanbe seein Figure5.
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Fig. 6. Decreasein P2Pmessagesof all peerswhendifferentcounteractionsareapplied.

Whenwecomparetheamountof reductionsin thenumberof transmittedP2Pcontrolmessages

for differentcounteractions,we seethat the droppingsinglecounteractionagaingivesthe best

results(78%), as it is seenin Figures5. With the mixed counteraction scheme,on the other

hand,our framework reducesthe control traf�c dueto free ridersby about68%.

If we evaluatethecounteractionswith respectto their effect on reducingthetotal P2Pcontrol

traf�c in the network (i.e., the control traf�c due to the free riders plus the contributors), we

seethat the dropping single counteraction schemeleadsto a reductionabout 68%, whereas

the mixed counteraction schemeleadsto a reductionabout58%. The leastsuccessfulcounter

action is TTL-2 in this evaluation,and it only leadsto a reductionabout31%.All theseresults

show that applying the proposedframework helps a P2P network to handlemore peerswith

lesscontrolmessagingoverheadandwe may arguethat the systembecomesmorescalablewith

respectto the peerpopulation.

The reduction observed in the number of protocol messagesis the result of reducing or

stoppingthe propagationof Query messagesof free riders.As we restrict the propagationof

theQuery messagesof freeriders,we alsoreducetheamountof QueryHit messagesdestined

to the free riders.The reductionof control traf�c in a P2Pnetwork also meansa reductionof

traf�c overheadimposedon the underlying infrastructure.This reductiontranslatesto a better

utilization of link bandwidths,andto a decreasedprocessingload on the nodesconstitutingthe

underlyinginfrastructure.

Uploadsof contributors:

A metric that canindicatethe load on a peeris the numberof uploadsdoneby the peerin a
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Fig. 7. Decreasein contributors' uploadswhencounteractionsareapplied.

given time period.An importantgoal that we want to achieve with our framework is to reduce

the load on contributors.We expect that if we reducethe downloadsof free riders,we canalso

reducethe uploadsdoneby peers,sincea large portion of theseuploadsaredoneto free riders.

In simulationexperiments,we observeda signi�cant reductionin thenumberof uploadsdone

by the contributors when a counteraction schemeis applied.As can be seenin Figure 7, the

schemethatgivesthebestresultis againthedroppingsinglecounterscheme,causinga reduction

by about68%. The mixed counteractionschemecausesa reductionby about35%.

DownloadCost:

The load on a contributor canalsobe de�ned in a differentway asa normalizedload,which

can be de�ned as the ratio of the amountof uploadsto the amountof downloadsdoneby the

peer. The resultsof our experimentsshow that our framework also causesa reductionin the

downloadcostof contributors.As it canbederivedfrom Figure8, theframework achievesa 65%

reductionin the downloadcostof contributorswhendroppingsinglecounteraction is applied.

The framework achievesa 41% reductionwhena mixed counteractionschemeis applied.

UnsuccessfulDownloads:

We also looked to the improvementachieved in the numberof unsuccessfuldownloadsdone

by contributors when the proposedcounteraction schemesare used.As depictedin Figure 9,

the droppingsinglecounteractionachievesthe bestimprovementon the metric.The numberof

unsuccessfuldownloadsarereducedby 97%. Mixed counteractionscheme,on the otherhand,

canreducethe numberby about70%.

The decreasein the numberof unsuccessfuldownloadsmeansthat contributors can better

accessthenetwork resourceswhentheproposedmechanismsareused.Freeriders' requestsand
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Fig. 8. Decreasein contributors' downloadcostwhencounteractionsareapplied.

Fig. 9. Decreasein contributors' unsuccessfuldownloadswhencounteractionsareapplied.

downloadsmay prevent non-freerider peersfrom accessing�les andotherresources.Whenthe

traf�c due to free riders is reduced,then the contributors start reachingto the resourcesmore

easilyandget bettersatis�ed with P2Pnetwork services.

Fairness:

The above resultsshow that when we apply our mechanismsin a P2Pnetwork, free riders

are facedwith decreasednumberof downloads.On the otherhand,contributor peersenjoy an

increasein the numberof downloads,and a decreasein the numberof uploadsthey needto

perform.Furthermore,thedownloadcostof contributor peersreduces.Theseresultsclearlyshow

that the proposedmechanismsimplicitly help the contributorsto get betterserviceby explicitly

punishingthe free riders.

Before discussingthe simulationresultsabout the fairnessof the proposedmechanisms,we

would like to demonstratesome important propertiesof the mechanismsrelated to fairness.

We believe that our mechanismsare adaptive and dynamic to peers' behaviors and network's
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characteristics.For example,to decideif a controlledpeeris a free rider of type Consumerwe

evaulatethe ratio of the numberof QueryHit messagesprovided by the controlledpeerto P2P

network to the numberof QueryHit messagesprovided by P2Pnetwork to that peer(lets call

this Consumer-measure).Assumethat two peers,PeerA and PeerB, have provided only one

QueryHit to the system.Moreover, assumethat PeerA received 20 QueryHits for its queries

andPeerB receivedonly 5 QueryHitsfor its queries.If we calculatethe Consumermeasurefor

thesepeers:

Consumer-measure(PeerA): 1
20 = 0.05

Consumer-measure(PeerB): 1
5 = 0.2

As the consumerthresholdvalue is set to 0.1 for the currentsimulationsettings,we would

classifyPeerA asa consumer(0.05< 0.1) andPeerB asnot a consumer(0.2 > 0.1), even they

both provided the samelevel of service(oneQueryHit) to the system.

A similar examplecould be given for Non-contributors.The decisionif a peeris a free rider

of type Non-contributor dependson the ratio of QueryHits-provided to the Queries-received

(lets call this Noncontributor-measure).Again, assumethat two peers,PeerA andPeerB, have

providedonly oneQueryHit to thesystem.Moreover, assumethatPeerA received2000Queries

from the systemand PeerB received only 1000 Queriesfrom the system.If we calculatethe

Non-Contributor measuresfor thesepeers:

Non-contributor-measure(PeerA): 1
2000 = 0.0005

Non-contributor-measure(PeerB): 1
1000 = 0.001

As the Non-contributor thresholdvalue is set to 0.001in the experiments,we would classify

PeerA as a Non-Contributor (0.0005< 0.001)andPeerB as not a Non-Contributor (0.001=

0.001),even they both provided the samelevel of service(oneQueryHit) to the system.

Our detectionmechanismis alsoadaptive to the changesthat happenwith time. Assume,for

example,that PeerA received 5 QueryHitsfor its queriesand provided only one QueryHit to

the systemuntil time t0. If we calculatethe Consumermeasurefor the peerat time t0:

Consumer-measure(PeerA): 1
5 = 0.2

We could decidethat PeerB is not a consumer(0.2 > 0.1). But if PeerA keepsgetting

servicefrom the systemwithout contributing anymore,the classi�cationwould change.Assume

that PeerA getsmoreQueryHitsfor its new queries,say15, until t1, wheret1 > t0. Whenwe

evaluatethe measureat t1:
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Fig. 10. Changingutility valuesfor differentpeertypeswhenthe Mixed counteraction is applied.

Consumer-measure(PeerA): 1
5+15 = 0.05

At time t1, it would be classi�ed asa Consumerpeer(0.05 < 0.1).

As a result,theidenti�cation of freeridersis not only basedon theservicethatthepeersoffer,

but also on the currentP2Psystemnetwork traf�c, the level of servicethe peersexploit, and

the time of the evaluation.This allows the schemeto be moreadaptive, dynamicandfair. Thus,

our schemeallows differenttypesof contributing peersto receive different levels of service.In

the simulationmodel,we have two typesof contributing peers:type A peersandtype B peers.

Type A peersare less in number(only 10% of all population)but provide 87% of the entire

�les shared.On the otherhand,type B peersaredoubledin numbersbut they only share12%

of all the shared�les. In Figure10,we presentthe Download/Queryratio resultsfor all types

of peersas an indication of their utility from the system.As seenin the �gure, when there is

no counteraction,all typesof peersenjoy almost the samelevel of utility (9-11%).However,

whenmixedcounteractionis applied,type A peersget a higherlevel of service(14%).Type B

peerscontinueto geta similar or a little bit higherlevel of service.Freeridersgeta muchlower

level of service.That is, whenmixed counteractionis applied,type A peersget higher level of

utility comparedto type B peers.As statedbefore,type A peershave more �les to sharethan

thoseof type B peers.

To observe the fairnessof our mechanisms,we conductedanotherset of simulationexperi-

ments.In theseexperiments,we randomlychosea probepeerandassignedto it differentnumber

of �les to share.As seenin Figure4, we assignedto the probepeernone(0),25, 50, 100, and

200 �les, andobserved the Download/Queryratio.
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Fig. 11. Increasingutility valuesfor increasingnumberof �les sharedby a probenode.

As the �gure shows, although the probe peer submits similar amount of queries, it can

download different numberof �les dependingon how much �les it shares.Because,when it

sharesless�les while requestingthe sameamountof service,it will facecounteractions,and

this will limit the numberof downloadsit will be ableto get.On the otherhand,whenit shares

more �les, monitoring peerswill not apply any counteraction, thus it will be able to reach

morepeersanddownloadmore�les. Therefore,we cansaythat, if two peershave similar query

patternsbut provide different levels of serviceto the system,they will get different levels of

utility from the systemaswell. Thus,the proposedmechanismsare fair. In otherwords,a peer

contributing more than what is neededto overcomethe thresholdis adequatelycompensated.

Therefore,the proposedmechanismsnot only encouragepeersto provide enoughservicesto

overcomethe thresholdbarrier, but alsoencouragethemto contributemoreto getbetterservice.

V. POSSIBLE ATTACKS TO THE FRAMEWORK AND COUNTER MEASURES

In this section,we discussa list of possiblecounterattacksagainstthe free riding prevention

mechanisms.We alsodiscusshow we candefendagainstthosekind of attacks.

A. Fake QueryHit Messages

A free rider can cheat its neighbors(monitoring peers)by replying to somequerieswith

QueryHit messagesfraudulentlyas if it hasthe requested�le. But when the requestingpeer

asksfor the �le, it may just refuseuploadingit. In this way it may pretendas it is serving

well, sincecontrolledpeersmay not be aware of unsuccessfuldownload and cheating.In the
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Descriptor Description Content

Notify Usedto reporta suspectedpeerthat Query DescriptorId;

refusedto uploadthe �le it provided SuspectedpeerIP; File Index

in QueryHit descriptorin respondto

a given Query descriptor.

TABLE VIII

NEW PROTOCOL DESCRIPTOR

log tablesof its neighbors,the maliciouspeermay seemto be a non-freerider becauseof its

QueryHit replies.

Given the descriptorsin Gnutellaprotocol [18] , it may not be possiblefor a controlledpeer

to observe and perceive this kind of fake messages.Because,download occursbetweentwo

peersoutsidethe P2P network and there is no feedbackmechanismor reputationconceptin

unstructuredP2Pnetworks. To handlethis kind of fake QueryHit messages,we proposethe

usea new descriptor:the Notify descriptor(seeTableVIII). The descriptoris usedto report

aboutamaliciouspeerto its neighbor. Whenaqueryingpeeris refusedby a respondingmalicious

peerduring download attempt,the queryingpeermay senda Notify descriptorthroughthe

P2Pnetwork to reachthe neighborof the maliciouspeer. To avoid an increasein the network

traf�c, the querying peer doesnot broadcastthe descriptormessage.Instead,it forwards the

descriptorto only oneneighborwhich hasdeliveredthe QueryHit message,containingthe IP

addressof thedenying peer. Any intermediatepeeron theway to thedenying peerforwardsthe

Notify messageto only one of its neighborsbasedon the messageID (GUID) of the Query

messagestoredon its queryrouting table17. Themonitoringpeeron thepathto thedenying peer

is the neighborof the denying peer. After processingthe Notify message,the last peerlogs

the Notify message,and takes the necessaryactionagainstthe maliciouspeer.

Therecouldbesomesideeffectsof theproposedNotify descriptor. Somepeersmay refuse

17Since,asa requirementof GnutellaP2PProtocol,theQuery messagesarestoredin the routing tableof eachpeerfor some

time to routebackthe possibleQueryHit messages,we do not needto storeextra stateinformationthat canbe usedto route

the Notify messageon intermediatepeers.However, we have to make surethat the expiration time of storedQuery messages

is long enoughto accommodatean unsuccessfuldownloadattemptandsendingof a Notify message.
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more connectionswhen they reachthe maximumnumberof connections.Submittinga Notify

descriptorfor this peerwould beunfair andincorrect.To hinderthesekindsof falsenoti�cations,

we proposethe usea ratio of the Notify messagesto QueryHit messagesfor deciding if a

peeris really a maliciouspeeror not. If that ratio exceedsa prede�nedthreshold,for example

80%, then the peeris identi�ed asa maliciouspeerandappropriatecounteraction is invoked.

Anothersideeffect could be occurredby a maliciouspeerwhich can initiate an application-

layerDenialof Service(DoS)attackusingtheNotify messages.However, almostevery message

typein P2Pprotocol(Query, QueryHit,Push,Ping,andPong)canbeexploitedin orderto launch

denial of serviceattacks[32], [33], [34], [35]. Someproposalsexist in the literatureaiming to

counterthe application-layerDoS attacks[35],[36], [37].

We think that we can also use someschemesto deal with DoS attacksusing the Notify

message.Oneschemecanbebasedon thecomparisonof thenumberof Notify messagesrouted

by eachcontrolled peer. If a monitoring peer detectsa big differenceamongthe numberof

Notify messagesroutedby its controlledpeers,it canbegin to �lter (delete/drop)Notify messages

coming from that controlledpeers(similar to what is proposedin [35]).

Since the dangerof DoS attack exists for all P2P protocol messages,we think that the

precautionstaken for otherP2Pmessagescanbeappliedfor Notify messageaswell. Prevention

of DoSattacksis outof thescopeof ourcurrentwork, however, it canbeinterestingto investigate

the applicability andeffectivenessof the two simpleschemesdescribedabove asa future work.

B. Fake Files

Freeriderscouldalsosharedummy�les with popularnamesin orderto cheatqueryingpeers.

These�les can be very small in size to incur upload overhead.In that way, free rider peers

can concealthemselves. This situationhowever, can also be preventedby using the Notify

descriptorasproposedabove.

C. Hiding QueryOwnership

In the proposedfree riding detectionmechanism,the monitoringpeersexploit the TTL �eld

value of the incoming Query messagesto decideif the controlled peer is the owner of the

messageor not. If the TTL valueof the Query messageis equalto the max TTL value,then

the Query messageis assumedto be originatedat the neighbor.
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Metric StandardTTL Malicious TTL Change(%)

# Downloadsof FRs 1198 840 -29.90%

# Downloadsof non-FRs 920 937 1.85%

# P2PMessagesof FRs 1086650 842450 -22.47%

# P2PMessagesof all peers 1973761 1675965 -15.09%

# Uploadsof non-FRs 2094 1757 -16.09%

# UnsuccessfulDownloadsof non-FRs 147 62 -56.34%

TABLE IX

RESULTS OF FREE RIDER MALICIOUS TTL ATTACK (MIXED COUNTER ACTION APPLIED).

If a free rider wants to prevent monitoring peersapplying the counteractions againstits

queries,it may try to hide its ownershipof the queriesit submitsby settingthe TTL �eld to a

valuedifferent than the standardmaximumTTL value.Then the originator of the Query will

not be identi�ed correctlyby a monitoringpeer.

But if the free rider setsthe TTL to a valuegreaterthanthe maximumallowed one,this can

easilybe detectedby the monitoringpeer. If the free rider setsthe TTL to a valuelessthanthe

maximumallowed one, then the free rider harmsitself by reducingthe searchhorizon of the

Query . In this casewe think that thereis no needto take an extra action,sincewe expect that

a free rider will not decreaseits searchhorizonvoluntarily18.

We observed the effects of this kind of malicious action in our simulationsand Table IX

providesthe results19.

During the experiments,we assumedthat all free riders act maliciously with regard to the

initial TTL value setting in Query messages.This is the worst casefor our framework. We

arguethat althoughfree ridersmay prevent the monitoringpeersfrom applyingcounteractions

by usingmaliciousTTL values,their level of bene�ts from the systemandtheir negative effects

18This is becauseusinganinitial TTL valueevenonelessthantheallowedmaximumdecreasesthesearchhorizondramatically.

For example,if a free rider submitsa Query messagewith an initial TTL valueof 6 in a network wherethemaximumallowed

value is 7, then the free rider loosesabout67% of its reach(searchhorizon) comparedto submittingthe Query with a TTL

valueof 7.

19Wehave usedthemixedcounterschemewhile performingsimulationexperimentsfor evaluatingtheattacksto theframework
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Metric Noneof the Peers Only Non-FRs Change(%)

# Downloadsof FRs 2430 2130 -12.30%

# Downloadsof non-FRs 840 853 1.5%

# P2PMessagesof FRs 3449416 2672604 -22.51%

# P2PMessagesof all peers 4679878 3791657 -19%

# Uploadsof non-FRs 3216 2939 -8.60%

# UnsuccessfulDownloadsof non-FRs 477 413 -13.40%

TABLE X

RESULTS OF INSUFFICIENT COOPERATION ATTACK (MIXED COUNTER ACTION APPLIED).

on the systemwill alsodecreaseconsiderablyif they setthe TTL valuemaliciously. Whenthey

cheaton the TTL, they actuallyreducethe reachof their own queries,andhencethe quality of

the resultsthey get. As Table IX shows, when a maliciousTTL value is used,the downloads

of free riders is decreasing.The numberof P2Pmessagesobserved in the network due to free

riders is also decreasing.Hence,acting maliciously on the TTL value doesnot help much to

the free riders. Furthermore,the performanceimprovementsfor contributors are still observed

even the maliciousTTL attackexists. Therefore,we do not seean urgent a needto develop a

solutionagainstthis kind of TTL attack.

D. Insuf�cient Cooperation AgainstFreeRiding

Somepeersmight bereluctantto usetheproposedmechanismsagainstfreeriding. Especially,

freeriderswould attackthesystemby disablingtheproposedframework. Thus,we mayobserve

low level of cooperationagainstfree riding due the populationratio of free riders. We have

simulatedsuchan environmentandobserved the results.

We would like to comparethe casewhen our proposedmechanismsare applied by only

contributorswith thecasewhennoneof thepeersapplythemechanisms.In TableX, we provide

the resultsfor both cases.

As expected,the performanceis still better comparedto the casewhen our framework is

not applied.The improvementcan be seenin Table X. As the table shows, even thoughonly

30% of peersapply the mechanisms(they are contributors), the numberof downloadsof free
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ridersis decreased,themessagingoverheadis reduced,andthe loadon contributorsis decreased

comparedto thecasewhenno mechanismis applied.This impliesthatour mechanismsarequite

robustagainsta typeof attackwheresomepeersdisabletheproposedmechanismsin their client

software.

E. ConstantlyChangingNeighbors

It is well known that links betweennodesin P2Pnetworks are dynamic.Statedotherwise,

peerswill be acquiring new neighborsand breaking links with old ones.A free riding peer

may constantlychangeneighbors,and thus may keeputilizing the serviceswithout ever being

identi�ed asa free rider.

Before,discussingthe possibleeffect of the attack,we would like to remind the relatedP2P

network traf�c observations.Relatedwork in this areashows that peerstend to stayconnected

quite long periodsof time. This fact is alsostatedin SectionIII-A:

”One issueto consider in our approach is whether there would be enoughtime during a

typical monitoring processto collect enoughinformation about the neighbors to make correct

decisionsabout the behaviorof them.In [8], it is statedthat about40% of peers in a Gnutella

networkleavethe networkin lessthan 4 hours, while only 25% of the peers are alive for more

than 24 hours. In another work [9] it is reportedthat the average sessionduration of both

Napsterand Gnutellanetworkclients is about60 minutes.A similar work [10] statesthat 90%

of average sessionlengthsof Kazaaclients is found to be about 30 minutes.All thesestudies

showthat we can assumethat mostpeers in a P2P networkstayconnectedlong enoughso that

monitoringpeers can collect enoughinformation to make correct decisions.”

The reasonfor peersstaying connectedfor long periodsof time is the practical dif�culty

of disconnectingand connectingagain.When a peerdisconnectsand tries to get re-connected

again,thereis a chancethat the peerwill not easily �nd a nodein the network that hasenough

resources.Thecapacityof thenodethat is tried maybe low, or thenodemaybetoo loadedwith

network traf�c. Therefore,a free rider peercanfacedif�culties every time it tries to connectto

a differentpeerin the network.

Anotherreasonis thatapeerdoesnotgetqueryhit messagesimmediatelyafterit hassubmitted

a query. Thereis no bene�t of changingneighborstoo frequentlywithout waiting for answers

to come back. Namely, a peer should not changeits neighborsfor the time period between
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submissionof a query and the arrival of the respective query hits (lets call this time interval

search-QueryHitcycleduration). If the peerwould breakthe existing links too fast,thenit will

not get a reply. Therefore,the peer should stay connectedfor at least a certain time interval

which shouldbe longer than the search-QueryHitcycleduration.

Hence,if our schemecan detecta free rider and apply a counteraction againstit in a time

interval that is lessthan the search-QueryHitcycle duration,then the attackwill not work and

therewill be no meaningfor a free rider to try this. Thereforeit is importantto know how long

it takesto get queryhits backandhow long doesit take to detectthe free riders.Thesedepend

on several factors.

The successratio (the ratio of freer riders that are detectedcorrectly) can provide us infor-

mation about the speedof our detectionmechanism.Figure12plots the successratio versus

simulationtime. At the beginning of a simulationrun, the successratio will be zerosincethere

is no free rider detectedyet. Towardsthe endof the simulationrun, however, the successratio

will have a value that canbe closeto 1 in ideal case.Figure12plots the successratio between

time 0 andtime 200 (in our currentsettings,we simulatethe network for 2000time units).

We would like to remind that to remove the warm-upperiod and to obtain valid statistical

information we proposeto use a thresholdvalue, � QT , for the numberof forwarded Query

messagesto the controlled peer. A monitoring peer startsdeciding about the controlled peer

after this thresholdis exceeded.

In Figure12,we observe that, for the currentsetof simulationparameters,at time 90, 40% of

freeridersaredetectedsuccessfully. At time 150,60%of freeridersaredetectedsuccessfully. If

the P2Pnetwork traf�c becomeshigher(i.e. morequerieswill be forwarded),the time required

to exceedthe� QT thresholdwill besoonerandfreeriderswill bedetectedfaster. Fromthe�gure

we canseethat free ridersstartbecomingdetectedafter 50 time units.Therefore,if a free rider

peerwould like to avoid detection,it shouldchangeits neighborsevery 50 time units,according

to the currentsetof simulationparameters.If it changesits neighborsat a rateslower thanthis,

let's say every 100 time units, the chancethat it will be detectedand face counter-actionsis

increasing.The probability of detectionbecomesaround45% for 100 time units.

To investigatetheeffectivenessof thepotentialwalk-around,we modi�ed our simulationcode

to alsosimulatethis attack,andconductedseveralsetsof new experiments.In theseexperiments,

we �rst randomly selecteda probe peer to act as a free rider applying the attack. During a
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Fig. 12. The Successof the detectionmechanismin the �rst 200 simulationtime.

simulation run, the probe peer changesits neighborsperiodically using a �x ed time period

betweenchanges.We measuredthe utility the probepeergetsfrom the P2Pnetwork at the end

of a simulationrun. The utility is expressedas the ratio of the numberof downloadsthe probe

peerperformsto thenumberof queriesit submits.We obtainedtheresultsfor two differenttime

intervals betweenchangesof neighbors:50 and 100 time units. Figure13shows the results.In

the �gure, we alsoincludedtwo otherutility values.Oneis theutility valuethatcontributor peer

can get and the other is the utility value that a free rider who is not trying the attack(i.e. not

changingconnections)canget.

As we have discussedabove, when the probepeerchangesits neighborsquite frequently, it

is expectedto get moreutility from the system.But whenit changesneighborslessfrequently,

it would probablybe detectedby its monitoringneighborsandwill facea counter-actionwhich

will causeits utility to decrease.We remindthattheminimumtime that thedetectionmechanism

needsto correctly locate the free riders dependson the characteristicsof the network traf�c.

With higher amountof P2P messages,eachmonitoring peer would have more inputs for the

evaluationof its controlledpeerswithin a lessamountof time. The point hereis the limitation

of practicaluseof the proposedattack.

As can be seenin Figure13,the probepeersucceededto increaseits utility by changingits

neighborsconstantly. We canobserve that the lengthof the time periodbetweenchangeshasan

effect on the servicethe probepeerreceives,aswe discussedabove. If this periodis longer, the

probability of detectiongetsincreasedandthe probepeerwill morelikely facecounteractions,

and this will reducethe serviceit will get.
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Fig. 13. The resultsfor the Probepeer, whenthe attackis only appliedby the probeFR peer.

Fig. 14. The resultsfor the Probepeer, whenthe attackis appliedby all the FR peers.

But the �rst experimentwe describeabove can not re�ect a real-life scenariowherelots of

peerswould like to apply the attackat the sametime. Thereforewe also did experimentsfor

the scenariowhereall free riders in the network apply the attackhoping to increasethe utility

they get. Figure14shows the results.As seenin the �gure, the probeactingasa free rider and

applying the attackis negatively affectedwhen all free riders in the network apply the attack.

In otherwords, thereis not muchbene�t of applying the attackin this case.

This is because,one of the side effects of the suggestedattack is that when all free rider

peerschangetheir neighbors,their previous neighborsloosethe connectionvia thesepeersand

they loose the possibleincoming QueryHit messagesas well. Since, the QueryHit messages

in unstructuredP2P networks are routed back through the sameroute of the received Query

messages,when an intermediatepeertries to route a Queryhit which is routedby a free rider

peer, it could not route it anymore, due to the changedneighbors.So, someof the QueryHit
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messageswould be droppedwithout reachingthe destinedpeers.As observed in the �gure, this

sideeffect is not negligible. The probepeerlost its advantageconsiderablywhenall other free

ridersalsoappliedthe sameattack.

Therefore,we may concludethat although the attack seemsto increasethe utility of an

individual free rider, in a more generaland real situation,when all or most of the free riders

apply the attack,the utility that a free rider is not increasedto a level to justify the practical

dif�culties of applying the attack.The free rider will not reacha level of utility comparable

to that of a contributor peer. Thus,we can concludethat our mechanismsare still effective to

discouragefree ridersanddecreasetheir undesiredeffectson the P2Pnetwork.

F. IncreasingNumberof Neighbors

A free rider can attackto the proposedmechanismsto increasethe bene�ts it extractsfrom

thenetwork. For example,a freerider with a reducedsearchhorizoncantry to searchthewhole

network by increasingthe numberof neighborsit connectsto. It is not easyto totally prevent

them doing so without changingthe natureof unstructuredP2P systemsand without loosing

major advantagesof thesesystems.However we believe that the attackis not so practicaland

they do not increasetheir bene�ts very signi�cantly. Below, we would like to provide a simple

analysisfor theeffective of theattack.Later, we sharesomeresultsof thesimulationexperiments

obtainedwhenthe attackapplied.

Assumethat in a P2Psystem,averagenumberof connectionsperpeeris 4 andmaximumTTL

is 7. If a detectedfree rider employs the attackassuggestedabove, it canconnectto new nodes

andbut soonafter it is alsodetectedby thesepeersaswell. Therefore,its messages'TTL will be

decreasedalwaysto somevalueor will totally bedropped.Assumethatwe implementTTL-4 as

a counteraction,anda detectedFR will bepunishedby decrementedTTL valuefor its messages,

in our example,decrementedTTL would be 3 (7-4). Now, we would like to �nd the numberof

peersto beconnectedto provide thesameamountof connectivity whenTTL is 7. As angeneral

assumption,we think that the probability of gettingQueryHit messagesto Queriesis positively

correlatedwith the numberof peersconnected.Therefore,the attacksuggestsconnectingmore

peerseven with reducedsearchhorizon.When TTL is 7, a peercan connectto 4372 peersat

most (4 connectionper peeris assumed)WhenTTL is 3, the peercan reach52 peersat most.

Therefore,it loose4372-52=4320peers.To compensatethis, it will try to connectto otherpeers
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Fig. 15. The resultsfor the Download/Queryratio , whenthe increasednumberof neighborsattackis appliedby a probepeer.

with TTL 3 (because,as its new neighborswill discover it as a FR sooner).Therefore,each

newly connectedneighborcan provide at most 17 peers(including itself). To have the same

amountof connectivity, FR peershouldconnectto (4320/17)=254 new peers.That is, while

average/contributor peershave 4-peerconnectivity to cover the samenumberof peers,FR peer

will have to make about64 times more connections(total 258 connections).We think that it

is not easyandpracticalto do. One of the practicaldrawbacksis the fact that moreneighbors

meanmoreP2Pmessagesto process,which could createa big burdenon the peerconsidering

thehigh amountof P2Ptraf�c in real life application.Eventhoughthepeermaychooseto drop

thesemessages,they will still reachto the applicationlayer andwill reducethe performanceof

the peer's system.

We have conductedmany experimentsto seethe effectsof the suggestedattack.We provide

two setsof results.First we collectedbaseinformation to comparewith the resultsof cheating

peer. Therefore,we performedexperimentswith 2 kinds of randomlyselectedpeers.We �rst

selecteda random peer which is a contributor with 4 neighbors.We observed its queries,

downloadsand the P2P messageprocessing.In Figure15,the results for this peer are given

as the �rst bar from the left. As a secondbaseexperiment,we observed a randomlyselected

free rider with four neighbors.We provided the resultsfor that peeras the secondbar from the

left. Then,we executedextensive simulationswith increasingnumberof neighborsfor the free

rider peer.

Figure15depictsthe ratio of Download/Queryfor eachobserved peer. Figure 16 shows the

averagenumberof P2Pmessagesprocessedin oneunit of simulationtime.
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Fig. 16. The resultsfor the P2PMessage/Simulationtime ratio , whenthe increasednumberof neighborsattackis appliedby

a probepeer.

As seenin Figure1215,download/queryratio for a contributor peerwith 4 neighborsis about

14%.Ontheotherhand,a freeriderpeerwith thesameamountof connectionhasdownload/query

ratio of only 6% dueto theMixedcounteractionapplied.It is anexpectedresultandin line with

the prior resultsgiven in the report.Even we increasethe numberof connectedneighbors� ve

times,freerider peercouldnot attainthesamedownload/queryratio of a contributor peer. When

the free rider peerhas6 or 7 timesmoreconnections,it thenexceedsthe download/queryratio

of a contributor peer. In our analyticaldiscussionabove, we suggestedthat a free rider should

have 64 times more connectionto reacha similar numberof connectedpeers.In simulation

experiments,we cameup with a lessnumberto have a similar utility value. It is because;in

simulation we have less numberof peersand less numberof connections.But, we can still

observe that a free rider peerneedsa considerablenumberof extra neighborsto get a utility

from the systemin an amountcomparableto that a contributor canget.

Another important observation from the experimentsis that the increasein the numberof

neighborscomeswith acost,i.e. theincreasingnumberof P2Pmessages.Thefreeriderpeerwith

more connectionsshoulddevote much more resourceto processP2Pmessages.For example,

a free rider peer with 6 times more connectionshas to deal with almost 8 times more P2P

messages(seeFigure16). We believe that in a much larger P2Pnetwork, this could easilybe a

bottleneckfor the peer. The messagequeuecould easilybe overloadedandover�owed.

As a result,wecouldstatethattherecanbesomewaysto attack,but freeriderswill experience

variousdif�culties in applyingthem,due to our proposedmechanisms.
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VI. CONCLUSION

In this work we have proposeda distributedandmeasurementbasedframework to reducethe

degreeof free riding in unstructuredP2Pnetworks.The framework is simpleto implement,has

low overheadto run, fully complieswith conceptsandprotocolsof unstructuredP2Pnetworks,

and is decentralizedto operateef�ciently .

We �rst speci�ed possiblefree riding typesthat canbe encounteredin a P2Pnetwork. Then

we proposedsomemechanisms,which can be usedto detectfree riders of the de�ned types.

We also proposedsomepossiblecounteractionsthat can be appliedagainstpeersdetectedas

free riders.

The mechanismsproposedfor reducing the amount of free riding meet the essentialre-

quirementsof P2Pparadigm,suchasdistributedcomputing,anonymousconnections,unreliable

connections,andso on.

By reducingthe amountof free riding in a P2Pnetwork, we aim to increasethe quality of

servicethatpeerscangetfrom thenetwork, theavailability of contentandservices,therobustness

of the system,the balanceof the load on network peersand elements,and the scalability of

the network. As the performanceresultsof simulation experimentsindicate, the mechanisms

manageto reducefree riding and its adverseeffects on P2Pnetworks. It is observed that the

performanceof the P2Pnetwork is considerablyimproved.

In general,we may say that applying “dropping single counteraction” againstall kind of

detectedfree riders resultsin better improvementsfor all the performancemetricsexcept the

numberof downloadsby contributors. We think that this result is due to false detectionin

determiningfree riders.As we would like to increaseperformancefor contributors,we offer to

use“mixed counteraction” scheme.Becauseit is the bestcounteraction which increasesalso

the downloadsof contributors.

We also show that our proposedmechanismcan be extendedto copewith possibleattacks.

Furthermore,simulationexperimentsprove that mostof the possibleattackscannot renderour

mechanismsobsolete.

As a future work, we plan to re�ne the proposedfree riding types to enablethe detection

mechanismwork better. We also plan to simulatedifferent network topologiesto demonstrate

the propertiesof power-law and small-world phenomena.We �nally would like to implement
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the proposedmechanisminto a Gnutellaclient and test it on a real P2Pnetwork. We expect to

observe the effectsof proposedmechanismsin real world applications.

REFERENCES

[1] Eytan Adar and BernardoA. Huberman,“Free Riding on Gnutella”, “http://www.�rstmonday.dk/issues/issue510/adar”,

2000.

[2] EvangelosP. Markatos,“Tracing a large-scalePeerto PeerSystem:an hour in the life of Gnutella”, Proceedingsof the

secondIEEE InternationalSymposiumon ClusterComputingand the Grid, 65-74,May 2002.

[3] LakshmishRamaswamyandLing Liu, “FreeRiding: A New Challengeto Peer-to-PeerFile SharingSystems”,36thAnnual

Hawaii InternationalConferenceon SystemSciences(HICSS'03), - Track7,BigIsland,Hawaii, January, 2003.

[4] Karl Aberer and Manfred Hauswirth, “Peer-to-PeerInformation Systems:Conceptsand Models, State-of-the-Art,and

FutureSystems”,18th InternationalConferenceon DataEngineering(ICDE), 2002.

[5] Karl AbererandManfredHauswirth,“An Overview of Peer-to-PeerInformationSystems”,WDAS, 2002.

[6] M. Jovanovic andF.S. Annexstein andK.A. Berman,“Scalability Issuesin Large Peer-to-PeerNetworks - A CaseStudy

of Gnutella”, TechnicalReport,University of Cincinnati,2001.

[7] JordanRitter, “Why GnutellaCan not Scale.No, Really”, “http://www.darkridge.com/jpr5/doc/gnutella.html”,February,

2001.

[8] Matei Ripeanuand Ian Fosterand Adriana Iamnitchi, “Mapping the GnutellaNetwork: Propertiesof Large-ScalePeer-

to-PeerSystemsand Implications for SystemDesign”, IEEE Internet Computing,Journalspecialissueon peer-to-peer

networking, Volume.6,2002

[9] Stefan Saroiu and P. Krishna Gummadiand Steven D. Gribble, “A MeasurementStudy of Peer-to-PeerFile Sharing

Systems”,Proceedingsof the Multimedia ComputingandNetworking, January, 2002.

[10] Krishna P. Gummadi and Richard J. Dunn and Stefan Saroiu and Steven D. Gribble and Henry M. Levy and John

Zahorjan, “Measurement,Modeling, and Analysis of a Peer-to-PeerFile-SharingWorkload”, Proceedingsof the 19th

ACM Symposiumon OperatingSystemsPrinciples,(SOSP-19),October, 2003.

[11] RamayyaKrishnanandMichaelD. SmithandZhulei TangandRahulTelang,“The Impactof Free-Ridingon Peer-to-Peer

Networks”, Proceedingsof the 37th Annual Hawaii InternationalConferenceon SystemSciences(HICSS'04) - Track 7,

January, 2004.

[12] PhilippeGolle andKevin Leyton-Brown andIlya Mironov, “Incentivesfor Sharingin Peer-to-PeerNetworks”, Proceedings

of the ElectronicCommerce'01,2001.

[13] Vivek Vishnumurthyand SangeethChandrakumarand Emin Gun Sirer, “KARMA: A SecureEconomicFramework for

P2PResourceSharing”,Proceedingsof the Workshopon the Economicsof Peer-to-PeerSystems,June,2003.

[14] SepandarD. Kamvar and Mario T. Schlosserand Hector Garcia-Molina,“Addressingthe Non-CooperationProblemin

Competitive P2PNetworks”, First Workshopon Economicsof P2PSystems,June2003.

[15] Jeff Shneidmanand David Parkes, “Rationality and Self Interestin Peerto PeerNetworks”, Proceedingsof the IPTPS

Workshop,February2003.

[16] Atip AsvanundandKarenClayandRamayyaKrishnanandMichaelSmith,“An EmpricalAnalysisof Network Externalities

in Peer-To-PeerMusicSharingNetworks”, Proceedingsof the23rdInternationalConferenceon InformationSystems(ICIS),

pp. 15-18,December, 2002.

December20, 2005 DRAFT



44

[17] Herb Schwetman,“CSIM: A C-based,processorientedsimulationlanguage”,Proceedingsof the 1991Winter Simulation

Conference,pp. 387-396,1991.

[18] Clip2, “The GnutellaProtocolSpeci�cationv0.4(DocumentRevision 1.2)”, “http://www9.limewire.com/developer/gnutella

protocol0.4.pdf”, June,2001.

[19] KazaaWeb Site, “htpp://www.kazaa.com”,2004.

[20] KazaaLite Web Site, “http://www.k-lite.tk”, 2004

[21] LeanderKahney, “Cheatersbow to peerpressure”,“http://www9.wired.com/news/tecnology/0,1282,41838,00.html”,2001.

[22] M. KarakayaandI. KorpeogluandO. Ulusoy, “A DistributedandMeasurement-BasedFramework AgainstFreeRiding in

Peer-to-PeerNetworks”, Proceedingsof the IEEE InternationalConferenceon Peer-to-PeerComputing(P2P'04),August

2004.

[23] NazarenoAndradeand FranciscoBrasileiro and Walfredo Cirne and Miranda Mowbray, “DiscouragingFree-riding in

a Peer-to-PeerGrid”, Proceedingsof the Thirteenth IEEE InternationalSymposiumon High-PerformanceDistributed

Computing(HPDC13),June,2004.

[24] NazarenoAndradeand Miranda Mowbray and Walfredo Cirne and FranciscoBrasileiro, “When Can an Autonomous

ReputationSchemeDiscourageFree-ridingin a Peer-to-PeerSystem”,Proceedingsof the 4th Workshopon Global and

Peer-to-PeerComputing(GP2PC),April 2004.

[25] Murat Karakaya,IbrahimKorpeoglu,OzgurUlusoy, “GnuSim:A GnutellaNetwork Simulator”,TechnicalReportBU-CE-

0505,Departmentof ComputerEngineering,BilkentUniversity, 2005,“http://www.cs.bilkent.edu.tr/tech-reports/2005/BU-

CE-0505.pdf”.

[26] CuihongLi and Bin Yu and Katia Sycara,“An Incentive Mechanismfor MessageRelaying in Peer-to-PeerDiscovery”,

Proceedingsof the SecondWorkshopon the Economicsof Peer-to-PeerSystems,2004.

[27] Bin Yu andMunindarP. Singh,“Incentive Mechanismsfor Agent-BasedPeer-to-PeerSystems”,Proceedingsof theSecond

InternationalWorkshopon AgentsandPeer-to-PeerComputing(AP2PC2003),July 2003.

[28] Qixiang SunandHectorGarcia-Molina,“SLIC: A Sel�sh Link-basedIncentive Mechanismfor UnstructuredPeer-to-Peer

Networks ”, Proceedingsof the 24th InternationalConferenceon DistributedComputingSystems(ICDCS 2004),2004.

[29] D. HalesandB. Edmonds,“Applying a socially-inspiredtechnique(tags)to improve cooperationin P2PNetworks”, IEEE

Transactionsin Systems,Man andCybernetics- Part A: SystemsandHumans,Volume 35(3), pp. 385-395,2005.

[30] George H. L. Fletcher, Hardik A. Sheth,Katy Brner, “UnstructuredPeer-to-PeerNetworks: Topological Propertiesand

SearchPerformance”,AP2PC2004.

[31] SchoderD., FischbachK., SchmittC., “Core Conceptsin Peer-to-Peer(P2P)Networking”, in: Subramanian,R.; Goodman,

B. (eds.):P2PComputing:The Evolution of a Disruptive Technology, IdeaGroupInc, Hershey, 2005.

[32] A. Kuzmanovic andD. Dumitriu andE. Knightly andI. StoicaandandW. Zwaenepoel,“Denial-of-ServiceResiliencein

Peer-to-PeerFile SharingSystems”,theACM SIGMETRICS'05,2005.

[33] Daswani, Neil and Garcia-Molina,Hector and Yang, Beverly, “Open Problemsin Data-sharingPeer-to-peerSystems”,

ICDT, 2003.

[34] F. DabekandE. Brunskill and M. F. Kaashoekand D. Karger, “Building peer-to-peersystemswith Chord,a distributed

lookup service”,Proc.8 Wshop.Hot Topics in OperatingSyst.(HOTOSVIII), May 2001.

[35] N. Daswani and H. Garcia-Molina , “Query-Flood DoS Attacks in Gnutella ”,ACM Conferenceon Computer and

CommunicationsSecurity, Washington,DC, November2002.

December20, 2005 DRAFT



45

Fig. 17. Decreasein free riding peers'downloadsfor differentnumbersof peersin the network.

[36] S. Osokine, “Flow control algorithm for distributed 'broadcast-route' networks with reliable transport links

”http://www.grouter.net/gnutella/�owcntl.htm”, 2001.

[37] ChristopherRohrs,Sachrifc, “Simple �o w control for gnutella”http://www.limewire.com/developer/sachrifc.html”,2002.

APPENDIX A: EFFECT OF FACTORS

We conductedsomemore performanceexperimentsto evaluatethe impact of somecritical

parameters.Here,we presentand discussthe performanceresultsobtainedfor different values

of two importantparameters:1) numberof peersin the network, 2) ratio of free riding peers

in the network. The numberof peersin the network wasvariedin a rangebetween100 to 900,

and the free riding populationratio wasvaried in a rangebetween60% to 90%.

TheNumberof Peers

We �rst investigatedhow the numberof peersaffectsthe performanceresults.To save space,

we presenthere only the results for three metrics: downloads of free riders, downloads of

contributors,and P2Pmessagecount transmittedin the network. Figures17, 18, 19 show the

resultswe obtainedfor thesemetricsfor 3 different valuesof numberof peers:100, 400, and

900.

From the �gures we observe that the numberof peersdoes not affect the improvements

achieved with our mechanisms.For all threedifferentnumberof peers,we obtaina decreasein

the downloadsof free ridersby about50%.Sincethe mechanismsaredistributedin nature,this

is an expectedresult.
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Fig. 18. Increasein contributors' downloadsfor differentnumberof peers.

Fig. 19. Decreasein P2Pmessagestransmittedin the network dueto free ridersfor differentnumberof peersin the network.

The numberof peersalso doesnot affect the increasein the numberof downloadsof con-

tributors.No matterwhat the peerpopulationis, contributorsenjoy an increasein their number

of downloadsasmuchas28% (Figure18).

As seenin Figure 19, the number of P2P protocol messagestransmittedin the network

decreasesalmostto thehalf for differentsizesof peerpopulationwhenour framework is applied.

That is, the numberof P2P protocol messagesin a 900-peernetwork when our framwork is

employed is almostequalto that of a 400-peernetwork whenour framework is not employed.

This indicatesthat our framework supportsthe scalability of P2Pnetworks with respectto the

numberof peersand their messages.

TheSizeof FreeRider Population

We also observed the effect of the size of free rider populationin threemetricsmentioned

above. As seenin Table XI, regardlessof the ratio of free riders, our framework achieves a
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FR Popul.(%) # Downloadswith Frmwrk # Downloadswithout Frmwrk Change(%)

60% 554 1306 -58%

70% 562 1142 -51%

80% 631 1219 -48%

90% 544 901 -40%

TABLE XI

EFFECT OF FREE RIDER POPULATION ON THE NUMBER OF FREE RIDERS' DOWNLOADS.

FR Popul.(%) # Downloadswith Frmwrk # Downloadswithout FR Frmwrk Change(%)

60% 711 701 1%

70% 438 391 12%

80% 314 266 18%

90% 105 77 36%

TABLE XII

EFFECT OF FREE RIDER POPULATION ON THE NUMBER OF CONTRIBUTORS' DOWNLOADS.

reductionin the numberof downloadsof free riders. For a smaller ratio of free riders in the

overall populationof peers,thereductionin downloadsof freeridersis morepronounced(50%).

For a higher ratio of free riders,however, the reductionis still goodand is about40%.

For the secondmetric, the numberof downloadsof contributors,the resultsshow that as the

sizeof freerider populationincreases,our framework providesmoredownloadsfor contributors.

As seenin Table XII, the increasein the numberof downloadsby contributors reachesup to

36%.

Table XIII shows the effect of free rider populationratio to the messagingoverheadin the

network. As the ratio of free ridersincreases,the gain that we achieve with our framework also

increases.When, for example,the ratio of free riders is as high as 90%, the reductionin P2P

control traf�c seenin the network asa resultof the applicationof our framework is 59%.
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FR Popul.(%) # P2Pmsgswith Frmwrk # P2Pmsgswithout Frmwrk Change(%)

60% 973189 1994822 -51%

70% 826705 1932032 -57%

80% 768145 1706333 -55%

90% 711429 1736857 -59%

TABLE XIII

EFFECT OF FREE RIDER POPULATION ON THE NUMBER OF P2P MESSAGES OF ALL PEERS.

Fig. 20. Downloadsof FreeRiderswhendifferentcounteractionsareemployed.

Modifying TTL

We would like to provide someof the resultswe obtainedwhen different valueswere used

to decreaseTTL other than the default value 1. In the �gures 20 and 21, it can be observed

the performanceeffect of TTL-2, TTL-3, TTL-4, TTL-5, and TTL-6 along with Mixed and

Drop actions.As seenin Figure 20, TTL-2 hasthe leasteffect while TTL-6 is most effective

in reducingthe download of FRs.We also provide the resultsin termsof the reductionin the

numberof P2Pmessagesof FRs in Figure21.

The level of the effect of the modifying TTL counteractionis increasingwith the decrement

valueapplied.That is, if we usea large decrementvalue,e.g.5 or 6, the positive effect of the

counteractionincreases.As expected,we observedthatTTL-2 hadthe leastimprovementeffect

on the performanceand, TTL-6 and TTL-5 yield similar resultsto that of the DROP counter

action.However, TTL-4 produceda mid point betweenthem.Therefore,to give someinsightof

the effect of themodifying TTL actionon thesystemperformance,we selectTTL-2 andTTL-4
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Fig. 21. The Numberof P2Pmessagesof FreeRiderswhendifferentcounteractionsareemployed.

asrepresentative valuesin this report.

APPENDIX B: COMPARING THE PROPOSED FRAMEWORK WITH ANOTHER APPROACH

As mentionedin SectionII, SunandGarcia-Molinahave proposedan incentive model,called

SLIC, for promoting cooperationin unstructuredP2P networks [28]. The SLIC model has

similarities,but alsosomedifferenceswith our proposedmechanisms.In this section,we provide

theresultsof a comparisonof SLIC andour scheme.Theresultswereobtainedin our simulation

environmentin which we implementedanadaptedversionof SLIC aswell. Experimentalresults

aresummarizedin TableXIV.

In SLIC paper[28], simulationsareperformedonly for scenarioswhereonly a singleprobe

nodeis selectedin a P2Pnetwork to actsel�shly andasa freerider. Consequently, it is not clear

how the modelwould reactwhenmostof the peerswould becomefree ridersratherthanjust a

small number[29]. In our simulationexperiments,however, we obtainedSLIC resultsalso for

scenarioswherethereexists a prevalentfree riding in the simulatedP2Pnetwork andwhereall

peersapply the SLIC mechanism.

The �rst importantresult that we obtainedin our simulationenvironmentaboutSLIC is that,

SLIC is not very effective in differentiatingor correctly identi�ng contributors and free riders

in a P2Pnetwork. Therefore,it causesa decreasein the downloadsof not only free riders,but

alsocontributors;hencein the downloadsof all peersno matterthey arefree ridersor not. The

amountof downloadsthat can be performedby free riders and contributor peersis decreased

by about43% and48%,respectively. This result is not acceptablefor contributors.Our scheme,

however, doesnot causea reductionin the downloadsof contributors,except when the DROP
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Metric Mixed Drop SLIC

# Downloadsof FRs -50.70% -89.40% -43.30%

# Downloadsof non-FRs 9.52% -7.38 % -48.50%

# P2PMessagesof FRs -68.50% -78.31% -55.30%

# P2PMessagesof all peers -57.82% -67.77% -55.30%

# Uploadsof non-FRs -34.89% -68.10% -44.30%

# UnsuccessfulDownloadsof non-FRs -70.23% -97.69% -89.70%

TABLE XIV

PERFORMANCE COMPARISON RESULTS OF OUR COUNTER-ACTIONS AND SLIC. NEGATIVE VALUE INDICATES REDUCTION

COMPARED TO NOT APPLYING ANY SCHEME.

counter-action is applied20. Even when we comparethe SLIC mechanismto our drop counter-

actionmechanism,asreportedin TableXIV, thedropcounter-actionperformsbetterwith respect

to almostall metricsin the table.Whenwe compareSLIC to the mixed counter-action,on the

otherhand,apparentlythe mixed counter-actionprovidesbetterresultsthanSLIC, as far as the

metricsin the tableareconcerned.

Therecan be several reasonswhy SLIC can not differentiatewell betweenfree riders and

contributors.Oneof thesereasonsis the fact thateachnodeapplyingSLIC monitorsthenumber

of all query hits it receives via its neighborsand updatesweights which moderatethe future

queryprocessingcapacityit offers to others.That is, SLIC evaluatesthecontribution of thesub-

network reachablevia eachneighborto decideon the amountof serviceto be provided to these

neighbors.In our proposedframework, however, we assessthe contribution of eachindividual

neighborto the system.In other words, in SLIC, controlledpeersare not only responsiblefor

their performanceand services,but also for the performanceand amountof contributions of

their neighbors.Consideringthe prevalenceof free riders,even the contributorscannot provide

abetterservicethantheservicesprovidedby all thepeersconnectedthroughthem.Because,even

a peerincreasesits contribution, it cannot have any controlover theotherpeersto increasetheir

contributions.At the end, in SLIC, the monitoringpeerspunishor reward the controlledpeers

20We observed a negative effect (-7%) on good peers,becausethe drop counter-action appliesa sharpcounteraction to all

kinds of free riders,and this affects the contributors in a negative way whenfalsealarmsare triggered.
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not only accordingto their contribution but also accordingto the contribution of all the peers

connectedthrough them. We executedseveral experimentsto observe the effect of increased

individual contribution on the performanceof a single peer. We selecteda peerrandomly, and

increasedits shared�le sizein eachexperiment.However, we couldnot observe any meaningful

increasein the serviceit gets.This observation is in line with the above arguments.
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