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Abstract

Peerto-peercomputingparadigmhas attracteda signi cant amountof interestas a popularand
successfullternatie to traditional client-serer paradigmfor resourcesharingand contentdistribution.
However, the existenceof high degreesof free riding may be an importantthreat againstthe proper
operationand high-performancef P2P networks.

In this report, we proposea distributed framework to reducethe degree of free riding and its
adwerse affects on P2P networks. Our solution primarily focuseson locating free riders and taking
counteractionsagainstthem. As part of our solution, we proposean approachin which eachpeer
monitorsits neighborsmakesdecisionsf they arefreeridersor not, andtakesappropriateactionsif it
decideghatoneof the neighbords a freerider. To be ableto identify the peersasfreeriders,we de ne
samplefreeriding typesand describehow they arerelatedwith the protocolmessagesf existing P2P
protocolssuchas Gnutella.As a result,we employ sampleformulasto determineif a neighboringpeer
exhibits any kind of free riding or not. Furthermorewe presentexample counteraction schemeghat
canbe appliedto neighborsthat are detectedasfree riders. We thencombinethe mechanismso detect
free ridersandthe actionsthat canbe taken againstheminto a practicalframework thatcanbe usedin
an unstructured®2P network. Unlike other distributed mechanismsgainstfree riding, our framework
doesnotrequireary permanentdenti cation of peersor securityinfrastructuregor maintaininga global
reputationsystem.In the work, we also discussthe probableattacksto the proposedframewnork and
their effectson it.

We also performeda sampleimplementationof the proposedframework as part of a simulation
model, and conductedextensive simulation tests.Our simulationsresultsshov that by reducingthe
amountof freeriding in a P2Pnetwork, we canaccomplishanincreasen the performanceof the P2P

networks for contributor peers.
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. INTRODUCTION

Peerto-peer (P2P) computing paradigm has attracteda signi cant amountof interest for
resourcesharingand contentdistribution. Although thereare differentarchitecturaldesignsand
applicationsfor P2P computing, le sharingis the most commonly used applicationand in
nearlyall P2P le sharingsystemsles are storedat peers,searchedhroughthe P2P network
mechanismsand exchangedirectly betweenpeersusing the underlyingnetwork infrastructure
andits protocols.In anideal case,a le thatis downloadedby a peeris automaticallyopened
for sharingwith otherpeers.However, peersmay be reluctantto sharea downloadedle to save
their own resourcesTherefore,the primary property of P2P systemsthe implicit or explicit
functionalcooperatiorandresourcecontribution of peersmay fail andleadto a situationcalled
freeriding.

As a P2P concept,free riding meansexploiting P2P network resourcegthrough searching,
downloading objects,or using services)without contrituting to the P2P network at desirable
levels. A freerider is a peerthat usesthe P2P network servicesbut doesnot contrikbute to the
network at an acceptabldevel. A contributor, on the other hand,is a peerthat makes enough
contribution to the network by sharingits resourcesvith other peers.

Theremay be variousreasonsand motivationsfor free riding. Bandwidthlimitation of peers'
connectiongnay be a reasonfor free riding. Another reasonfor free riding can be the peers'’
concernof sharing“bad” or “ille gal” dataon their own computerseven thoughthey are not
concernedaboutusing this type of data.Somepeersalso have securityconcernsf they share
something.

Researcherbave obsened the existenceof high degreesof free riding in P2P networks, and
they arguethat free riding is animportantthreatagainstthe existenceandef cient operationof
P2P networks [1] [12]. Thus, free riding causesseveral negatie side effects on P2P networks.
In a free riding environment,a small numberof peerswill sene for a large numberof peers.
Therefore,mary downloadrequestsvould be directedtowardsa few servingpeers,which may
lead to scalability problems[3]. This alsoleadsto a more client-serer like paradigm[8], [9]
and adwersely affects P2P network advantagesFor example, fault-toleranceproperty of P2P

networks may be wealeneddueto the fact that a very small portion of the peersprovidesmost
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of the content. Renaval or presentatiorof interestingcontentmay decreasen time, thusthe

numberof sharedles maybecomeimited or may grow very slowly. Quality of searchprocess
may degradedueto increasingnumberof freeridersin the searchhorizon.As the peersagein

the network, they may begin notto nd interestingles andmay leave the systemfor goodwith

all the les they sharedearlier [3], [10]. Moreover, the large numberof free riders and their

querieswill generatea greatamountof P2P network trafc, which may leadto degradationof

P2PservicesFurthermoreunderlyingavailablenetwork capacityandresourcesvill be occupied
by free riders,which will causeextra delay and congestionfor non-P2Ptraf c.

Our thesisin this reportis that if we candesigna framewvork which detectsfree riders and
takessomecounteractionsagainsthem,we mayreducethe adwerseeffectsof freeriding on P2P
networks and prevent free riding peersfrom exploiting the network resourcesinresponsiely in
the courseof time. By reducingthe level of free riding and its effects, we expectto obsere
performancegains for contributors and performancedegradationfor free riders. Furthermore,
we believe that P2P networks employing the proposedfree riding mechanismsvould be more
robust and scalable.

Ourfocusin thisreportis unstructuredpure)P2Pnetworks, speci cally Gnutellanetwork [18],
andwe provide a solutionagainstfreeriding in suchnetworks. In anunstructured®2P network,
thereis no central coordinationand centralindexing mechanisnfor the sharedresourced4],
[30], [31]. No peer has a global view of the network, and global behaior of the network
emepes from local interactions.ThesefeaturesenableunstructuredP2P networks to be very
successfulbut also bring some problems.Among the problemsof such networks is the so-
called reputationproblem.In an unstructured?2P network, peersinteractwith unknovn peers
andhave no informationabouttheir reputationsin otherwords,they do not know to what extent
they cantrust the other peersandthe dataprovided by them. As a result, the detectionof free
rider peersand actionsagainstthem can not be easilyimplemented.

In this work, we proposea distributedandlocalizedsolutionagainstreeriding in unstructured
P2Pnetworks, which doesnot requirethe storageof ary persisteninformationaboutpeers.Our
solution also requiresminimal changego the currentprotocol processingulesand it doesnot

requireary architecturechanges.

119% of the peersprovides 37% of the content[1].
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Our proposedramevork consistsof two mechanismsThe rst mechanisnis for locatingand
detectingfree riders. The secondone is for taking discouragingcounteractionsagainstthem.
The mechanismsre distributed and localized, where eachpeeris only requiredto monitor its
neighborsand make decisionsandtake actionsbasedon this localizedmonitoring.

Both the detectionmechanismand counteractionsare simple, practicaland effective. They
do not usemuchresource®f contritutorseither As opposedo mary solutionsthat executethe
counteractionsat download requestphase,our solution executesthe counteractionsat query
forwardingphasej.e. during the searchoperation.In this way, our solutionreducesot only the
downloadsperformedby free riders, but alsothe querymessages wing in the network dueto
free riders. This helpsreducingthe network traf ¢ overheadconsiderably

We alsoimplementedour solutionin a P2Pnetwork simulationervironment.We rst deter
minedsomemetricsthat canbe usedto evaluatethe ef ciency andeffectivenessof our solution,
andwe performedextensve simulationgo comparea P2Pnetwork thatis utilizing our framework
againsta P2Pnetwork thatis not utilizing our framework. We obsened signi cant performance
improvementsin a P2P network utilizing our framework.

The organizationof the reportis as follows. Sectionsll discusseghe relatedwork. In Sec-
tion Ill, the mechanismdor locating free riders and taking actionsagainstthem are described.
In Section IV, we presentthe simulationmodelandthe performanceaesults.We discusssome
possibleattackscenariogrom freeridersto our framewvork and provide somepossiblesolutions
in SectionV.In this section,we also provide simulationresultsregardinghow a P2P system
with our framewnork behaes againstmaliciousattacksof free riders. Conclusionsare provided
in SectionVI.

In Appendix A, we reportperformanceesultsfor variousvaluesof importantparameter®of
our simulationmodel and mechanismsWe also compareour mechanismswith a relatedwork

in AppendixB.

[l. RELATED WORK

Usertrafc on Gnutellanetwork is extensvely analyzedoy Adar ad Hubermanin [1], andit
is obsered that 70% of the peersdo not shareary les at all, and 73% of peerssharesten or

less les. Furthermore63% of the peerswho sharesome les do not getary queriesfor these
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les. Anotherinterestingobsenation is that 25% of the peersprovide 99% of the whole query
hits in the network.

In a more recentwork, Saroiuet al. con rm that thereis a large amountof free riding in
Gnutellanetwork as well asin Napster[9]. One of the interestingobsenationsthey madeis
that 7% of the peersprovide more les thanall of the otherremainingpeers.

Someresearcherhiave attemptedto solve the free riding problem by following incentve
basedapproachedn mostof theseworks, the solutionis to apply a pricing schemedor network
resourcesFor example,in [3], Ramaswmy and Liu proposeto calculatea utility function for
eachpeerin orderto estimateits usefulnesgo all community With this method,free riders
cannotdownload les from the systemif the utility valueis lower thanthe size of the requested
le. However, thereare somewaysto walk aroundthe utility values.For example,a usercan
sharesomesmall les with fake namesresemblingpopular le nameslIf otherusersdownload
these les, that users utility value will increase Moreover, the proposedmethoddependson
accurateinformation about peersand this information is provided by the peersthemseles. A
P2Pnetwork dependingon suchan approachcanbe misreportedand cheatedoy rewriting some
maliciousclient programs$. Thereforewe think thatthis methodcannotfully preventfreeriding.
Any methodproposedto prevent free riding should be designedin sucha way that it should
not solely dependon usersubmittedinformation, or it shouldcreatethe right incentvesfor the
peersto reportaccuratenformation [20]. Otherwise free riders may possiblynot tell the truth
aboutthemselesif they arenot given ary incentve to do so [9], [21].

In [13], Vishnumurthyet al. suggestsinga single scalarvalue, called Karma,to evaluatea
peers utility to a systemlike in [3]. The accountof a peeris replicatedby a group of peers,
calledthe bank-set,in orderto securethe Karmaagainstloosing or tampering.The transferof
Karmabetweenpeersis executedthroughbank-setof eachpeer

There are some other application domainsdifferent than the le sharingwhere incentve
basedapproachesre applied. For example,in [27], Yu and Singh introducea new classof
P2P network which integratesreferral systemsand agent-basedP2P systems.In the proposed

system,eachpeeris an agentsoftware,andtheseagentscooperateo searchthe whole systems

2For example,KazaA P2Pclient program[19] implementsa methodlik e the oneproposedn [3] in orderto prioritize users'
requestsat sourcepeers.However, a modi ed version,Kazaalite [20], hasbeenreleasedand it maliciously declaresits user

to be a “SupremeBeing” which is the peerwith the highestpriority (participationlevel).
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throughreferrals.The authorsproposeto usepricing mechanismén thesekinds of P2Psystems
to prevent free riding. In anotherwork [26], Li et al. proposeto usean incentve mechanism
for preventingfree riding in messageelaying for P2Pdiscovery. In this mechanisma peeris
rewardedif a serviceprovider is found via a relaying path composedf this peer

As pointedoutin [11], [23], eachof above schemeghatdependon micro paymentshave lim-
itationswhenappliedto mary commonP2Pnetwork architecturesln generaljncentve schemes
basedon persistentidenti ers are also complicatedby the anorymity of peers,collectionsof
widely dispersedpeers,and the easewith which peerscan modify their online identity [11],
[23]. For examplefor the Karma proposal,to make the schemework, a group of peersmust
be known to store Karma value. Wheneer a peers Karma changesa prede ned number of
thesepeersshould be reachable.Therefore,the identi cation of the peersshould be known
and be permanentHowever, unstructured2P networks do not supportpermanentand reliable
identi cation mechanisms.

In our work, we do not proposeto useary scoringvalue for a peers utility to the system.
Therefore,we don't have to botherwith storing, retrieving, and saving a utility value.At each
peer we just storethe informationaboutthe neighbors'messagesvhich areroutedby the peer
itself. Furthermorewe do not requirethe explicit cooperatiorof any groupof peersto make the
systemwork. Eachpeerexecutesthe samekind of mechanismsloneand doesnot dependon
ary otherpeers cooperationOur approachcanbe implementedon bothtypesof P2Pnetworks,
i.e., structuredand unstructured.

In [28], theauthorsproposeanincentve model,SLIC, to beusedin unstructuredP2Pnetworks.
Their work hassomesimilaritieswith our mechanismsTheir proposedschemealsodependon
thelocalinteractionof peersto encourage&ooperationEachpeerassignsveightsto its neighbors
basedon the behaior of the neighbors,and thoseweights determinethe amountof capacity
assignedo the neighbors.To assigncapacitieseachpeer countsthe numberof query hits it
recevesvia its neighborsand updatesweightsbasedon thesenumbers.The weightsmoderate
the future queryprocessingapacitythe peeroffersto its neighborsOneof the main differences
betweenSLIC and our mechanismss that while we assesghe contribution of eachindividual
neighborto the monitoring peer and the overall system,SLIC evaluatesthe contritution of
the sub-netwrk reachablevia eachneighbor Thatis, controlledpeersare not only responsible

for their performanceand servicesbut also for their neighbors'performanceand services.As
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guestionedn [29], SLIC simulationsareonly appliedto scenariosn which single”probe nodes”
behae sel shly - nodesdo not adapttheir behaior to increasetheir utilities network wide.
Consequentlyit is not clear how that model would reactwhen most of the peersare acting
sel shly ratherthan just a small number To answerthis questionand to compareSLIC with
our mechanismsywe adaptedand testedSLIC in our simulationenvironmentand provided the

simulationresultsin AppendixB.

I11. OUR FRAMEWORK AND MECHANISMS AGAINST FREE RIDING

We proposea frameavork consistingof two mechanismgo createa P2Pnetwork environment
in which peerswill be monitoredabouttheir contritutionsto the P2Pnetwork andenforcedo act
more cooperatiely to be ableto continueto usethe servicesandresource®f the network. The
goalof our framawork, however, is not to eliminateall possiblekinds of freeriding entirelyfrom
a P2P network. For example, it is not aiming to promoteor enforcenewn contentcontrikbution
by peers.This may not be feasibleeither Our framevork aimsto improve the currentsituation
andreducethe ill-effectsof the free riding problemby detectingfree ridersandby reducingthe
amountof servicethey get from the network. In this way, peerswill be indirectly enforcedto

cooperateand contribute in orderto usethe servicesa P2P network provides.

A. Our Approad

Our proposedapproachagainstfree riding requiresevery peerto passvely monitor its con-
trolled peers.Two roles are de ned for eachpeer: monitoring or contrwlled (seeFigure 1). A
peertakesboth of the rolesat the sametime. As a monitoringpeer a peermonitorsandrecords
the numberof messagesomingfrom andgoing towardsits neighborg(controlledpeers) At the
sametime, the peeris alsoa controlledpeer which implies thatits messageare monitoredand
recordedby its monitoring peers.By monitoring the message®f its neighbors,a monitoring
peercandecideif a neighboractsas a free rider or not. Upon decidingthat the neighboracts
as a free rider, the monitoring peercantake countermeasuresgainstthat neighborto reduce

the adwerseaffects of free riding on the P2P network causedby that neighbor
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Fig. 1. Peersarein two roles: monitoring and controlled.
Descriptor | Description Content
Query The primary mechanisnfor searching Minimum speedrequiremenif the
the distributed network. A senent respondinghost; searchstring

receving a Query descriptorwill
respondwith a QueryHit if a matchis

found againstits local dataset.

QueryHit The responsdo a Query . This descriptor | IP and port, speedof responding
providesthe recipientwith enough host; numberof matching les

informationto acquirethe data andtheir indexed resultset

matchingthe correspondindQuery .

TABLE |

TWO MAIN GNUTELLA PROTOCOL DESCRIPTORS (MESSAGES): Query MESSAGE AND QueryHit MESSAGE.

The statisticalinformatior? that is to be maintainedat a monitoring peerabouta controlled
peerP consistsof a setof counterghatareshovn in Tablell. Thesecountersareupdatedupon
the arrival of protocol messagésfrom the neighboror upon transmissiorof protocol messages

toward the neighbor The indicationswhetherthe neighboris free riders or not and the type

Dueto the power-law distribution of nodedegreesobseredin P2Pnetworks [6], we expectthe averagenumberof neighbors
of a peerto be not so large (around3-4 neighborson the average),andthereforethe overheadmposedby the solutionon each
peerwill not be very large. This implies that the framework is scalable thanksto its distributed nature.

“The messagesre implementedwith the descriptorsin Gnutellaprotocol [18] (seeTable I) , the protocol on which our
solution is implemented.Two main Gnutella protocol descriptors(messagesare Query and QueryHit messagesQuery
messageés usedfor searchingP2Pnetwork. A peerreceving a Querydescriptorwill respondwith a QueryHit if a matchis
found againstits local dataset. Thatis, QueryHit is a responsdo a Query messageThis descriptorprovides the recipient

with enoughinformationto acquirethe datamatchingthe correspondingQuery message.
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‘ Symbol ‘ Description

QRp Numberof Query descriptorsouted by peerP.

QTpe Numberof Query descriptorsoutedtowards peerP.

QHp Numberof QueryHit descriptorssubmittedby peerP.

QH Rp | Numberof QueryHit descriptorsouted by peerP.

QH Sp | Numberof QueryHit descriptorssatisfying queriesof peerP.

TABLE Il

OBSERVED DESCRIPTORS

of freeriding arethenderived from the valuesof thesecounters A differentsetof countersis
maintainedfor eachneighbor

Oneissueto considerin our approachs whethertherewould be enoughtime during a typical
monitoring procesdo collect enoughinformationaboutthe neighborsto make correctdecisions
aboutthe behaior of them.In [8], it is statedthat about40% of peersin a Gnutellanetwork
leave the network in lessthan4 hours,while only 25% of the peersare alive for morethan24
hours.In anotherwork [9] it is reportedthat the averagesessiondurationof both Napsterand
Gnutellanetwork clientsis about60 minutes.A similar work [10] statesthat 90% of average
sessionengthsof Kazaaclientsis foundto be about30 minutes.All thesestudiesshowv thatwe
can assumehat most peersin a P2P network stay connectedong enoughso that monitoring
peerscan collect enoughinformationto make correctdecisions.

Another issue to consideris whether a monitoring peer can monitor enough number of
messageslin [2], it is reportedthat the averagenumber of queriesreceved per secondfor
three peerslocated at three different locationsis about 50. The samestudy also statesthat
around30 query responsegper secondare receved or originatedon the averageby a peer It
is alsoreportedthat query responseaatio per peeris around10%-12%.This study shaws that
a monitoring peerwill have enoughnumberof messagedorwardedover itself to or from a

neighborto judgeif the neighboris a free rider or not.
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FR Type NONE NON-CONTR. | CONSUMER | DROPPER

SharingContent? Yes,much | No Yes, but little | No

ReplicatingContent? Yes No No No

Routing Messages? Yes Yes Yes No

RequesiGeneratiorRate | Normal Normal Higher Normal
TABLE Il

SUMMARY OF FREE RIDING TYPES AND THEIR PROPERTIES.

B. FreeRiding Types:

In previous works on freeriding [12], [13], [14], [23], [24], it is generallyassumedhat only
onetype of free riding is exhibited in a P2P network. However, the studies[1], [2], [3], [9],
[10] on P2Pnetwork trafc and userbehaior suggesthat not all free riders behae similarly.
Thereforetypesof free riding can be re ned further, requiring the de nition of differenttypes
of free riding with differentpropertiesandindications.

In this reportwe de ne threefree riding types. We believe it is enoughat this stageto focus
only on threetypesof freeriding in developinga generalframenork for identi cation, detection,
and prevention of free riding in P2P networks. We also believe that peersexhibiting the free
riding typesthat we focusin this reportconstitutea large fraction of all kinds of free riders.

A summaryof the propertiesof the proposedfree riding typesis provided in Tablelll and
the descriptionof eachtype is given below.

1) Non-contrilutor: If a peerdoesnot sharearything at all or sharesuninterestingles, the
peeris identi ed asa non-contrilutor. A controlledpeerP exhibiting this type free riding can
be detectedby a monitoring peerby countingthe QueryHit message$QHp) originatedfrom
the neighbof and comparingthe countto the numberof Query message$¢QTr) senttoward

the neighbor(Tablell). If the numberof QueryHit messageseceved is very few compared

>Thetypesof freeriding thatwe de ne here,however, arenot exhaustve. It is possibleto de ne new typesof freeriding with
differentpropertiesin a previouswork [22], we hadproposedseven differentpossiblefree riding typeswhich werecombinations
of the threetypesof freeriding that we presenthere.

®We can identify the sourceof a QueryHit messageby looking at the IP Address eld in the QueryHit message

which storesthe IP addressof the responder

December20, 2005 DRAFT



11

to the numberof Query messagesent,then the neighboris identi ed as a non-contrilutor.
More precisely if the ratio (QHp=QTp) is belown a thresholdvalue,thenthe peeris identi ed
asa non-contritutor.

Not receving (or receving very few) QueryHit messagesriginatingfrom a neighbormay
indicatethat the neighboris eithernot sharingary les at all, or is sharing les but the shared

les are not interestingand thereforethey do not matchto the searchqueries.Unfortunately
a methodlike this, which is basedon countingthe QueryHit messages;an not be usedto
distinguishbetweenthesetwo typesof reasonf not responding.

Different approachedor settingup a thresholdvalue can be used. Whatever the approach
in settingup the thresholdis, however, the proposedframeavork enablesa monitoring peerto
judgeif aneighboris a non-contritutor or not by just observingthe neighbors existing protocol
messagesyithout requiringany new control messageo be de ned for detectionof freeriders.
Below, we formulate our methodto detecta non-contrilutor as a condition that is evaluated
wheneer an updateis performedon the valuesof the respectre counters.We have usedthis

formulain our simulationexperiments.

if (QTp > QT) and(%ﬁs < hon_contr ibutor ) then
peerP is consideredas a non-contrilutor

endif

To remove the warm-up period and to obtain valid statisticalinformation we proposeto use
athresholdvalue, gr, for the numberof forwardedQuery messageso the controlledpeer A
monitoring peer startsdecidingaboutthe controlledpeerafter this thresholdis exceeded.

2) Consumer: Peersmay contrilute to the network with somecontent,hencethey are not
non-contrilutors, but their amountof useof servicesmay be muchmorethantheir contrikution.
It may be usefulto furtherclassifysuchpeersin a differentclassof freeriders,calledconsumers,
sincewhat they exhibit is not a desirablebehaior either consideringthe long term stability of

the P2P network andfairnessto other peers.

"We may, for example,setupa x edvalue(say100)for unsatis edquerynumberasathresholdin thiscasejf QTp QHp is
greaterthanthis thresholdthe neighboris identi ed asnon-contritutor. As anotherapproachwe may useatime-basedhreshold,
suchas 10 minutes,during which we monitor for QueryHit message$rom the neighbor If thereis no QueryHit message

receved from the neighborduring this time period, the peercan be treatedas a non-contritutor.
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A monitoring peerthat would like to identify if a controlledpeerP is a consumeror not,
countsthe QueryHit messageghat are originatedfrom the neighbor(QHp) and QueryHit
messagethat aredestinedo the neighbor(QH Sp). By comparingthe ratio of thesetwo values
againsta thresholdvalue onsumer » the monitoringpeercandecideif the neighboris a consumer
or not.

In identifying consumersthe numberof actualdownloads,insteadof QH Sp, couldhave been
used.However, in unstructured®2Pnetworks, the downloadprocesss executeddirectly between
two peers[18].Therefore,the intermediatenodesare not aware of the download process.This
meansthat, the monitoring peersare not able to use actualdownload numbersto identify the
consumersTherefore we proposeto usethe QueryHit messagesasan indicationof possible
downloads.We assumethat if a query getsone or more QueryHits , the owner of the query
would download the le. Furthermorewe only countoncefor all the QueryHit messages
receved for the samequery All QueryHits thatis recevedfor the sameQuerywill have the
sameuniqueQueryID value.

It is not dif cult for the monitoring peerto understandf a QueryHit messagdorwarded
toward a neighboris destinedto the neighboror not. This is possibledue to fact that in
unstructured®?2Pnetworks a peerusuallysetstheinitial TTL eld valueof aQuery messagé¢o
a x edmaximumvalue(maxTTL) to limit the ooding of messag®@ver the network. Therefore,
wheneer a peerreceves a Query messagavhoseTTL is the x ed max TTL, it recordsto
its internal table (using the messge ID of the Query messagejhat the Query is originated
from thatneighbo?. Then,afterreceving a QueryHit messagavith the samemessagédD, the
monitoring peer can decidethat the QueryHit messages for that neighborandin this way
cancountthe QueryHit messageslestinedto the neighbor

The following condition is checled to decideif a neighboris a consumeror not wheneer
a respectre countermaintainedfor the neighborand usedin the formula is modi ed. Again
thresholddor QTp andQHp countersareusedto getrid of the warm-upperiodbeforestarting

making decisionsaboutthe behaior of a neighbor

if (QTP > QT) and (QHP > O) and

8Alternatively we could look to the value of the hops eld in a Query messagéo seeif the messagés originatedfrom the

neighbor If the valueis equalto zero,the messagés originatedfrom the neighbor
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H
QQH SPP < consumer) then
peerP is consideredasa consumer

endif

3) Dropper: A peeris identi ed asa dropperif the peerdropsothers' queries.Somepeers
might not forward protocol message¢Query , QueryHit , etc.) further in orderto save their
connectionbandwidth.

In order to detectsuch a controlled peer P, a monitoring peer can count Query (QRp)
andQueryHit message$QH Rp) forwardedby this neighbor If the sum of thesetwo values
is very low comparedto the numberof Query messagesenttoward the neighbor(QTp), it
can be assumedhat either the neighbordoesnot have enoughconnectiongto receve Query
or QueryHit messagesind forward them), or it dropsQuery and/orQueryHit messages.

Again we canusea thresholdvalue, g opper, for the ratio.

if (QTP > QT) and (QRP(;% < dropper) then
peerP is consideredas a dropper
endif

A monitoring peershouldcountQuery andQueryHit messageshat are arriving to itself

from the neighborslt shouldalsocountthe messagesentor routedfrom itself to the neighbor

C. CounterActionsAgainstFree Riders

Whena peeridenti es a controlledpeerasa freerider, the peercanstarttaking somecounter
actionsagainstit. We may think of variouspossiblecounteractionsthat canbe appliedagainst
a free rider. Here,we will focus on somesamplecounteractionsthat can be implementedby
just modifying the existing P2P protocols.

Our counter actions, are basedon ignoring Query messagesubmittedby free riders or
reducingthe scopeof thesequeries.In this way we aim to reduceand limit the amountof
servicethat free riders can get from the network. Thereare two main servicesthat a peercan
getfrom a P2Pnetwork: 1) seaching for les by issuingQuery message<?) downloadingles
after gettinganswergo the queries.We think thatif we reducethe amountof searchingservice

that a free rider gets,we will alsocausea reductionin the amountof downloadingservicethat
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the freerider will get. Thereforeour counteractionsaim in reducingthe propagatiorof Query
messagesubmittedby free riders. Then the free riders will also have less chanceof getting
QueryHit messageandwill performlessdownloads.

We proposetwo typesof counteraction schemes1) single counteraction schemesand 2)
mixed counteraction schemes A counteraction of type single will apply the sameaction to
all type of freeriders.A counteractionof type mixed on the otherhand,will apply a different
discouragingcounteractionfor eachtype of freeriding. In otherwords,a mixed counteraction
schemewill make a distinction betweenfree riders dependingon their types while applying
discouragingactions.

The proposedsingle counteractionsare describedn more detail belon®.

1) Modifying TTL Value: Whena peerrecevesa Query messagdrom a controlled peer
it rst executesthe searchon local les for a match, and then forwards the Query to its
other neighbors.Before the Query messageas forwarded,however, its TTL valueis normally
decrementedby one. To act againsta controlledfree rider, the monitoring peer can play with
this TTL value,i.e. the monitoring peercandecrementhe TTL value by morethanonebefore
forwardingit further In thisway, thesearchhorizonof thefreeriding peeris narraveddown. This
alsoreduceshe overheadimposedby Query messagesn the network!?. To obsere the effect
of this counteractionat a ner granularityfor differentvaluesof TTL reduction,we propose
to employ two differentvalues,i.e., 2 and 4, for decreasingr TL!. We call the corresponding
counteractionsTTL-2 and TTL-4, respectrely.

2) Dropping Requests:As a sharpercounteraction, the monitoring peercan simply ignore
all the searchrequestscoming from a neighborthat is identi ed as a free rider. Dropping a
Query messageneansnot searchinghe local les for a matchandnot forwardingthe Query
ary further, which is totally differentthan what happensat the Modifying TTL counteraction.

We call this counteraction DROP

®Again, we would like to emphasizehat different counteractionsmay be proposedThe point hereis to shav that we can
accomplishsettingup counteractionswithin the existing protocol de nitions andrules.

®However, a monitoring peershouldbe carefulaboutthe origin of the Query messagewhile modifying the TTL valuesof

them. It hasto modify only the messagethat are originatedfrom the neighborthatis a free rider.

HActually, we implementedand obsered the effects of differentvaluesbetween2 and 6 in the simulationexperiments and

presentthe resultsin Appendix A.
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We expect that dropping the searchrequestsof free riders or narraving down the search
horizon of free riders by modifying TTL value doesnot only punishthe free riders, but also
signi cantly decreasethe overheadof P2P control messagesver the underlyinginfrastructure.
If not controlled,query messagesn a ooding basedP2P network may becomea signi cant
portion of overall network traf c 12, We believe that decreasinghe numberof queriessubmitted
by free riders may help improving the performanceand scalability of P2P networks and the

underlyingInternet.

D. A Mixed CounterAction Scheme

A monitoring peerthat would like to executea mixed counteraction schemecan apply an
appropriatecounteractionagainsta freerider dependingn thetype of freeriding. As mentioned
earlier a freeriding peercanbe eithera non-contrilutor, or a dropper or a consumerThen,a
possiblemixed counteraction schememay dictate that counteraction TTL-2 is appliedif the
free rider is a consumercounteraction TTL-4 is appliedif the free rider is non-contrilutor,
and counteraction DROP is appliedif the freerider is a dropper In thesesettings,we aim to
apply more severe counteractionsto free riding typesthat will causemore severe damageto
P2Pnetworks. A neighborthatis not identi ed asa free rider will not getarny counteraction.

As statedabove, thetypeof freeriding is decidedaccordingto the valuesof statisticalcounters
maintainedfor a neighborat the log tableof a monitoring peer Whenthe valuesof the counters
maintainedfor a neighborchange,the type of free riding decidedfor the neighbormay also
change.For example,if (QH=QT) ratio for a neighborwas rst smallerthan the respectie
threshold(i.e., the neighboris non-contrilutor), and later becomeggreaterthan that threshold,

the neighboris no longera non-contrilutor.

V. PERFORMANCE EVALUATION

In this section,we rst presentour simulation model and performancemetrics. Then we

provide the resultsof the simulationexperiments.

12For example,asit is pointedout in [7], an 18 bytesof searchstringin a Query messagenay cause90 megabytesof data
to be forwardedby the peersof a P2Pnetwork. As anotherexample, [5] statesthatthe total numberof messagemcluding the

responsesriggeredby a single Query messagean be aslarge as 26240 (assuming4 connectiongper peer).
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Property ‘ Type A ‘ TypeB ‘ TypeC ‘

Freeriding type of the peersin the peertype. NONE | NONE | MIXED

Populationratios of eachpeertype. 10% 20% 70%

Ratio of sharedles of eachpeertypeto total les. | 87% 12% 1%

Peersreplicatethe les they downloadedor not. True True False
TABLE IV

PROPERTIES OF PEER TYPES.

A. Overviav of the SimulationModel

We useda simulation-base@pproachto studythe modelof a typical P2P network with free
riding and with our framework integrated,becauseéhe modelis very complex to study analyt-
ically. We implementedour simulation model including our framavork on top of the GnuSim
P2Pnetwork simulationtool thatwe haddevelopedearlier[25]. GnuSimwasimplementedasan
event-drivensimulatorusingCSIM 18 simulationlibrary [17] andC++ programmindanguageon
Windows platform. InteractionsetweerpeersandP2Pnetwork, suchassearchinggdownloading,
pinging, etc., were implementedaccordingto the Gnutellaprotocol speci cation givenin [18].

Our simulation model simulatesa P2P network of 900 peer nodes. The peersare inter-
connectedo form a meshtopology at the beginning of a simulationrun. We assumethat all
peersstay connectedn the sameway until the end of a simulationrun.

We assumedhat there exist threetypesof peersin the simulatednetwork: type A, type B,
andtype C peers.Type A peersandtype B peersarecontributors(i.e. goodpeers).Type C peers
arefreeriders.A type C peerwhich is a freerider canfurther be classi ed asa non-contritutor,
a droppey or a consumerA type C peeris randomlyand uniformly assignedo one of these3
typesof freeriding. Propertieof peertypesaresummarizedn TablelV. The propertiesof each
peertype includethe populationratio, sharedle ratio, maximumnumbersimultaneousiploads
possible,query generationrmean,and whetherpeersreplicatethe downloaded les or not. The
default valuesof eachof thesepropertiesis setsimilar to the valuesreportedin [1], [9].

Thereare 9000 distinct les, with four copiesof each,distributed to the peernodesat the

beginning of eachsimulationrun. These36000 les aredistributedto peergroupsaccordingto
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the type of the groupsandthe le sharingratiosshows in Table V. We do not distribute any
le to peersthatarefreeridersof type non-contrilutor or dropper We assumehateach le has
the samesize and can be downloadedin 60 units of simulationtime.

During asimulationrun, peersrandomlyselectles to searchranddownload,andsubmitsearch
gueriesfor them. The inter-arrival time betweensearchrequestsgeneratedoy a peer follows
exponentialdistribution with a meanof 60 time units. We assumdhat the query generatiorrate
of consumerpeersis twice of that of otherfree riding peers.

Each peers upload capacity (the numberof simultaneousuploadsthe peer can perform) is
limited andis setto 10. If a peerreacheghe uploadcapacity a new uploadrequestarriving to
that peeris rejectedby the peer The requestingpeer canthentry to downloadthe le from
anotherpeer if ary, selectedfrom a list of peersobtainedfrom the QueryHit messageWe
assumehatthe requestingpeerrepeatdthe samerequestt mostthreetimes. After thatthe peers
givesup with that requestand caninitiate a requestfor another le.

Eachsimulationexperiments run for 2000unitsof simulatedime. A simulationexperimentis
repeatedlO timesandtheresultsfor that experimentare obtainedby averagingthe 10 individual

results.

B. PerformanceMetrics

In order to measurethe performanceimprovementof our schemeswe rst determineda
numberof performancametrics.Below, we describeour metricsin detail.

Numberof downloadedles: Thisis animportantmetricindicatingthe amountof downloads
that can be performedin a P2P systemduring a x ed time interval for a x ed number
of searchrequestslf peerscan download more les from the P2P network, the level of
satishctionthey will getfrom the network will be higher
Numberof rejecteddownloadrequests The availability of contentand servicesin a P2P
network is an importantissue.A network thatis providing good serviceshouldnot reject
the contributing peers'requestsat high amounts.Sincethe network resourcegbandwidth,
storage,processing)are limited, the upload capacityof peersthat are contrituting to the
network will alsobe limited. If thislimit is exceededthe peerswill startrefusingdownload

requests.
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Number of uploadsby contributors: This metric indicatesthe load imposedon a peer
Contributorscanbecomeoverloadeddueto excessve searchanddownload operationghey
areinvolvedin. By adaptingfreeriding mechanisms a P2Psystemtheloadon contributor
peerscanbe decreasedby reducingrequestssened for free riders.

Downloadcost We de ne the download cost for a peerasthe ratio betweenthe amount
of uploadsand the amountof downloads(upload/devnioad) performedby the peer This
ratio indicatesthe load imposedon a peercomparedo the servicethe peergetsfrom the
network. Sucha metric is importantto measurenow loadedan averagepeeris compared
to the serviceit gets.The smallertheratio is, the betterit is from the perspectie of a peer
Numberof P2P networkprotocol messges This metric showvs the messagingverheadin
the P2P and underlying network. Messagingoverheadaffect the scalability of a system.
Especiallyin unstructuredP2P networks, the messagingoverheadmay be high due to
the ooding approachusedin querying.High numberof protocol messagesentover the
network may alsoincreasethe level of congestionin the network, and congestionaffects
the performanceof several network servicesin variousways, suchas causinghigh delays
for remotelogin applications,increasingquery resolutiontime, decreasinghe speedof
downloads[16].

Fairness Fairnesametricis usedto shawv thatthe level of servicethatcanbe usedby a peer
is proportionalto the level of contrikution that is provided by that peer In other words,
a peer contributing more than what is neededto overcomethe thresholdsis adequately
compensatedvith more services.Thus, the solution encouragepeersto contribute more

andrewardspeersbasedon the extent of their contributions.

C. SimulationResultsand Analysis

In our simulationexperimentswe rst testedthe effectivenessof our detectionmechanism.

Afterwards, we conductedexperimentsto obsene the changesin the performanceof a P2P

network when counteraction schemesre applied?.

B\We also executedsensitiity experimentsto obsere the reactionof the proposedframeavork againstdifferent numberof

peersdifferentnumberof sharedles, anddifferentlevels of free riding. We obsened thatthe performanceesultsfor different

parametesettingsare consistentand similar with the onesreportedin this report. Therefore,dueto spacelimitation, we do not

provide thoseresultsin the report.
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1) Evaluation of Detection Medanism: The detectionmechanismis a crucial part of the
framavork. Therefore,we did extensve simulationexperimentsto measurethe performanceof
our framework in detectingfree ridersandfree riding types.

Beforediscussinghe detailsof the results we would lik e to introducethe performancemetrics

that we have usedin evaluatingour detectionmechanism.

Successatio: Ratio of the numberof peerscorrectly detectedas free ridersto the number
of peerssetasfree ridersin the beginning of eachsimulationrunt4.

Sensitivityratio: Ratio of the numberof free riders whosefree riding type is correctly
detectedo the numberof peerswho have beendetectedcorrectly asfree riders.

False alarm ratio: Ratio of the numberof peersdetectedas free riders incorrectly to the

numberof peersdetectedasfreeriders.

A gooddetectionmechanisnshouldprovide high valuesfor succesandsensitvity ratiosand
low valuefor falsealarmratio. Successatio is animportantmetric for singleandmixed counter
actionschemedo operateeffectively. On the otherhand,sensitvity ratio is animportantmetric
for mixed counteractionschemessincein thoseschemeshe type of freeriding determineshe
counteraction to be appliedto the free rider. Falsealarmratio is a metric that indicateshow
mary peersareincorrectly detectedasfree riders,althoughthey are not setasfree ridersat the
beginning of the simulation.If falsealarm ratio is high, it meansthat the framework applies
counteractionsto contributors, and contributors are negatively affected from the incorporation
of the frameawork into the P2P network.

An importantrestrictionto the succesf the detectionmechanisnis the behaior andratio
of droppers.This is becausehe free riders of type dropperusually can not use our detection
mechanismand hencecan not apply ary counteraction to their neighbors.As they do not
route other peers' queriesto their neighbors,they may not satisfy the detectionmechanisns
“routedquerythreshold( or)” conditiononly by the countof their own queries.Thereforejn the

overall detectionresults,droppersmay play a negative role andlimit the detectionmechanisns

Before a simulation run starts,we assignthe peersinto two main classesxcontrituting peersand free riders; we further

assignthe free rider peersinto three sub-classesnon-contrilutors, consumersand droppers.
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Fig. 2. Succesof detectionmechanisrmin detectingfree riders and identifying their typesof free riding.

succes¥. When or thresholdis decreasedhowever, droppershaze more chanceto satisfy the
thresholdvalue by recordingonly their queriesand may detectfree riders. Thus, lowering the
valueof o7 increaseshe successatio in the presenceof droppersasobsenedin Table VI.

Figure 2 shaws the successof the detectionmechanismfor default valuesof simulation
parametersOverall successatio is about76%. It meansthat our detectionmechanisnis able
to detect76% of peerssetasfree ridersat the startof a simulationrun. Droppersare detected
with highersuccessatio comparedo two otherfreeriding types.Falsealarmratio is about9%.
That is, 9% of the detectedpeersis not actually setup as free riders. Their interactionswith
their neighbors however, during the simulationslead the detectionmechanisnto identify them
asfree riders'®.

In Sectionlll-B, we proposedio use somethresholdvaluesfor identifying eachfree riding
type.In TableV, the default valuesof the thresholdsare presentedDefault valuesare basedon
the P2Pnetwork traf c obsenationsreportedin [1], [2], [8], [10]. As partof our simulationswe
alsotried to obsene the effect of settingthe thresholdgo valuesin differentranges(Table V).

In Table VI, we obsere that whenthe or parameteiis setto lower values,the detection

mechanismbeagins to detectearlierandthe successatio becomesigher However, falsealarm

5For example, in our simulationswe obsered that the peersaboutwhich dropperscan not male ary decisionconstitute
around20% of all the peers.t impliesthatour framavork cannot reacha successatio betterthan80% with the currentsettings
of the simulationparameters.

15This level of falsealarmratio cause€% of the peersdetectedasfree ridersto facewith counteractions.Falsealarmis the
side effect of the detectionmechanismOn the otherhand,it shouldbe notedthat whenthe performancemetricsare obsered,

we canseethat the performanceas improved for contributors despitethe falsealarms(seeSectionlV-C.2).
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Threshold Description Default Value | Range

oT Thresholdvalue for the numberof routedqueries| 50 25-100
toward a controlledpeerto begin the detection
non _contr ibutor | Thresholdvalue for formula %';Ff’ 0.001 0.1-0.0001
to decideif peerP is a non.contrikutor
consumer Thresholdvalue for formula & 0.1 0.05-0.5
to decideif peerP is a consumer

dr opper Thresholdvalue for formula 82221 Re. 0.1 0.05-0.5

to decideif peerP is a dropper

TABLE V

THRESHOLD VALUES FOR DETECTION MECHANISM.

‘ QT ‘Success‘ Sensitvity | FalseAlarm

25 95.39% | 66.98% 13.82%
50 75.73% | 66.84% 9.73%
100 | 75.38% | 66.82% 9.70%

TABLE VI

EFFECT OF ot THRESHOLD VALUES ON THE DETECTION MECHANISM.

ratio becomesvorsewith low valuesof qr. Thisis becauseve try to decideabouta peerwith
lessinformation available. Therefore,we can saythat thereis a trade-of betweensuccessand
false alarm ratios and this trade-of is effectedby the ot parameterSensitvity is not much
affectedfrom the value of the oy parameter

Anotherthresholdusedin the detectionmechanisms on _contr ibutor » Which is usedto decide
if a peeris a non-contrilutor. In Table VIl we provide the resultsshawving the effect of this
threshold.An interestingpoint for this thresholdis that for somelarge valuessuchas 0.1 and
0.01the successatio doesnot changemuch. But the falsealarmratio changesandit becomes
too high. This result suggestaus not to use high valuesfor this threshold.The succesgatio
doesnot changemuchfor differenthigh valuesof the threshold,becausesven the precisionof

the ratio is different,the numberof detectedpeersunderthe value 0.01 is almostthe sameas
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non _contr ibutor ‘ Success‘ Sensitvity | FalseAlarm

0.1 76.54% | 66.12% 42.87%

0.01 76.54% | 66.12% 29.45%

0.001 75.73% | 66.84% 9.73%

0.0001 73.03% | 69.27% 5.24%
TABLE VI

EFFECT OF non _contr ibutor THRESHOLD VALUES ON THE DETECTION MECHANISM.

that with the value 0.1. That is, mostof the non-contritutor peershasthe 1= ratio lessthan
the value 0.01. Therefore the comparisorieadsto similar successatio. In Table VI, againwe
obserne that the succesgatio is (negatively) correlatedwith falsealarmratio.

2) Evaluationof CounterActions: In Sectionlll-C we proposedwo typesof counteraction
schemesn general We hadimplementedhreedifferenttypesof single counteractionschemes:
drop, TTL-4, and TTL-2. We also implementedthe mixed counteraction. We now reportthe
evaluation of the effectivenessof theseschemesThe metrics we usedin our evaluation are
describedn SectionlV-B.

Downloadsof freeriders:

As presentedn Figure 3, the numberof downloadsdoneby free ridersis decreasedvhen
the mechanismsgainstfree riding are applied.As discussedn Sectionlll-C, counteractions
againstfree riders decreasehe reachof the Query messagesentby peersdetectedas free
riders. This, in turn, reducegshe chanceof gettinga hit to a query submittedby a free rider. In
this way, the averagenumberof downloadsby free ridersis reduced For example,the dropping
counteraction causesabout 89% reductionin the numberof downloadsdone by free riders.
The leastsuccessfutounteractionis TTL-2 single counteraction,which canachiese only 12%
reduction.But, still applyinga counteractionschemdeadsto a lower numberof downloadsby
free riderscomparedo not applyingary counteractionagainstfree riders.

The succes®f the droppingschemas an expectedresult,sincewhendroppingall the queries
submittedby peersdetectedas free riders are dropped,those peerscan not get QueryHit
messagedack, and thereforethey can not download les anymore. They canonly download

until they get detected.The other schemespn the other hand, are able to reducethe search
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Fig. 3. Decreasen freeriding peers'dovnloadswhen differentcounteractionsare applied.

horizon of the queriessubmittedby free riders, but the free riders still have the chanceto get
QueryHit messageand performdownloads.

The mixed counteractionschemeyields the secondbestresult. We believe that this approach
hasimportantconsequencesomparedo single actionschemesConsideringthe potentialfalse
alarmsthat can be given by the detectionmechanismapplying a different counteraction de-
pendingon the severity of free riding helpsus to better deal with false alarmsas discussed
below.

Downloadsof contributors:

It is desirableto increasethe numberof downloadsthat can be done by contritutors. Since
the capacityof peersuploadingcontentis limited, the download requestsof contrikutors can
be rejectedsometimesThe rate of rejectionis expectedto be higherwhenthereare mary free
ridersin the system.Henceeliminating the effects of free riders on P2P network will helpin
increasingthe numberof downloadsthat canbe doneby contributors. This is indeedshowvn by
Figure 4. As it be derived from the gure, applying our schemesachieses an increasein the
numberof downloadsdoneby contributors as much as 10%.

An importantobsenationthatcanbe madein Figure4 is thattheimprovementin the number
of downloadsof contritutorsdueto applicationof single counteractionsare not asgoodasthe
improvementdue to the applicationof a mixed counteraction. While the mixed counteraction
schemechiaresabout10%improvementthetwo singlecounteractions,TTL-2 andTTL-4, can
only achieze about7% improvement.Dropping counteraction schemepn the contrary reduces
the numberof downloadsof contributors.

As we discussecearlier the dropping counteractiorpreventsthe propagationof free riders.
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Fig. 5. Decreasen P2Pmessagesf freeriding peerswhendifferentcounteractionsare applied.

If, however, someof the peersdetectedas free riders are not free riders indeed,it meansthat
the schemepunishescontributorsandthereforecauseghe numberof downloadsof contributors
to decreaseAs presentedn SectionlV-C.1, about9% of detectionsare actually falsealarms.
Therefore,when we apply strict counteractionssuchas dropping,the numberof misdetected
peersthatarenegatively affectedis signi cant. On the otherhand,a mixed schemehandledfalse
alarmsbetterby applyingdifferentcounteractionsto differenttypesof freeriders,andtherefore
canprovide differentlevels of punishmentfrom light to severe,to peerssuspectedsfreeriders.

Amountof P2P protocol messges:

The numberof P2P protocol messagedransmittedin the network is an important factor
affecting the scalability of the P2Pnetworks. Counteractionsappliedagainstthe peersdetected
asfreeridersresultin a considerableeduction,asmuchas 78%, in the numberof transmitted
P2PprotocolmessagefQuery andQueryHit ) originatedfrom anddestinedo thefreeriders,

ascanbe seein Figure5.
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Fig. 6. Decreasen P2Pmessagesf all peerswhendifferentcounteractionsare applied.

Whenwe compargheamountof reductiongn the numberof transmitted®2Pcontrolmessages
for differentcounteractions,we seethatthe droppingsingle counteractionagaingivesthe best
results(78%), asit is seenin Figures5. With the mixed counteraction schemeon the other
hand,our framevork reduceghe control trafc dueto free riders by about68%.

If we evaluatethe counteractionswith respecto their effect on reducingthe total P2Pcontrol
trafc in the network (i.e., the control trafc due to the free riders plus the contributors), we
seethat the dropping single counteraction schemeleadsto a reductionabout 68%, whereas
the mixed counteraction schemedeadsto a reductionabout58%. The leastsuccessfutounter
actionis TTL-2 in this evaluation,andit only leadsto a reductionabout31%. All theseresults
shav that applying the proposedframenork helpsa P2P network to handle more peerswith
lesscontrol messagingverheadandwe may arguethat the systembecomesnore scalablewith
respectto the peerpopulation.

The reduction obsered in the number of protocol messagess the result of reducingor
stoppingthe propagationof Query messagesf free riders. As we restrict the propagationof
the Query messagesf freeriders,we alsoreducethe amountof QueryHit messagedestined
to the free riders. The reductionof control trafc in a P2P network also meansa reductionof
trafc overheadimposedon the underlyinginfrastructure.This reductiontranslatego a better
utilization of link bandwidthsandto a decreasegrocessingoad on the nodesconstitutingthe
underlyinginfrastructure.

Uploadsof contributors:

A metric that canindicatethe load on a peeris the numberof uploadsdoneby the peerin a
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Fig. 7. Decreasen contributors' uploadswhen counteractionsare applied.

given time period. An importantgoal that we want to achievze with our framework is to reduce
the load on contributors. We expectthat if we reducethe downloadsof free riders,we canalso
reducethe uploadsdoneby peerssincea large portion of theseuploadsare doneto freeriders.

In simulationexperimentswe obsened a signi cant reductionin the numberof uploadsdone
by the contributors when a counteraction schemeis applied. As can be seenin Figure 7, the
schemeéhatgivesthe bestresultis againthe droppingsinglecounterschemegcausinga reduction
by about68%. The mixed counteraction schemecausesa reductionby about35%.

DownloadCost:

The load on a contributor canalsobe de ned in a differentway asa normalizedload, which
canbe de ned asthe ratio of the amountof uploadsto the amountof downloadsdoneby the
peer The resultsof our experimentsshown that our framevork also causesa reductionin the
downloadcostof contritutors.As it canbederivedfrom Figure8, theframevork achiavesa 65%
reductionin the download costof contributors whendroppingsingle counteractionis applied.
The framavork achiaresa 41% reductionwhen a mixed counteraction schemes applied.

UnsuccessfuDownloads:

We alsolooked to the improvementachiared in the numberof unsuccessfutiownloadsdone
by contributors when the proposedcounteraction schemesare used.As depictedin Figure 9,
the droppingsingle counteraction achiezesthe bestimprovementon the metric. The numberof
unsuccessfutlownloadsare reducedby 97%. Mix ed counteraction schemepn the otherhand,
canreducethe numberby about70%.

The decreasdan the numberof unsuccessfulownloads meansthat contributors can better

accesghe network resourcesvhenthe proposedmechanismsreused.Freeriders' requestsand
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Fig. 8. Decreasen contributors' download costwhen counteractionsare applied.

Fig. 9. Decreasén contributors' unsuccessfutiovnloadswhen counteractionsare applied.

downloadsmay prevent non-freerider peersfrom accessingles andotherresourcesWhenthe
trafc dueto free ridersis reducedthen the contributors start reachingto the resourcesnore
easilyand get bettersatis ed with P2Pnetwork services.

Fairness:

The above resultsshon that when we apply our mechanismsn a P2P network, free riders
are facedwith decreasesiumberof downloads.On the other hand, contributor peersenjoy an
increasein the numberof downloads,and a decreasan the numberof uploadsthey needto
perform.Furthermorethe downloadcostof contributor peersreducesTheseresultsclearly shov
that the proposedmnechanismsmplicitly help the contritutorsto get betterserviceby explicitly
punishingthe free riders.

Before discussingthe simulationresultsaboutthe fairnessof the proposedmechanismsye
would like to demonstratesome important propertiesof the mechanismgelatedto fairness.

We believe that our mechanismsre adaptve and dynamicto peers' behaiors and network's
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characteristicsFor example,to decideif a controlledpeeris a free rider of type Consumemwe

evaulatethe ratio of the numberof QueryHit messagegrovided by the controlledpeerto P2P
network to the numberof QueryHit messageprovided by P2P network to that peer (lets call

this Consumeimeasure) Assumethat two peers,PeerA and PeerB, have provided only one
QueryHit to the system.Moreover, assumethat PeerA receved 20 QueryHitsfor its queries
andPeerB recevedonly 5 QueryHitsfor its queries.If we calculatethe Consumemeasuregor

thesepeers:

Consumeimmeasure(Peek): ;5 = 0.05

Consumeimeasure(PeeB): 1 = 0.2

As the consumerthresholdvalueis setto 0.1 for the currentsimulation settings,we would
classifyPeerA asaconsumer(0.05< 0.1) andPeerB asnotaconsumer(0.2> 0.1), eventhey
both provided the samelevel of service(one QueryHit) to the system.

A similar examplecould be given for Non-contritutors. The decisionif a peeris a free rider
of type Non-contritutor dependson the ratio of QueryHits-preided to the Queries-receed
(lets call this Noncontritutor-measure)Again, assumehat two peers,PeerA and PeerB, have
provided only oneQueryHitto the system Moreover, assumehat PeerA receved 2000Queries
from the systemand PeerB receved only 1000 Queriesfrom the system.If we calculatethe
Non-Contritutor measuredor thesepeers:

Non-contritutormeasure(Peek): 5555 = 0.0005

Non-contritutor—measure(PeerB):Wl00 = 0.001

As the Non-contrilutor thresholdvalueis setto 0.001in the experimentswe would classify
PeerA asa Non-Contritutor (0.0005< 0.001) and PeerB asnot a Non-Contrilutor (0.001 =
0.001),eventhey both provided the samelevel of service(one QueryHit) to the system.

Our detectionmechanismis alsoadaptve to the changeghat happenwith time. Assume for
example,that PeerA receved 5 QueryHitsfor its queriesand provided only one QueryHit to
the systemuntil time to. If we calculatethe Consumemeasureor the peerat time to:

Consumeimeasure(Peek): £ = 0.2

We could decidethat PeerB is not a consumer(0.2 > 0.1). But if PeerA keepsgetting
servicefrom the systemwithout contributing anymore, the classi cationwould change Assume
that PeerA getsmore QueryHitsfor its new queries,say 15, until t;, wheret; > t,. Whenwe

evaluatethe measureat t;:
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Fig. 10. Changingutility valuesfor differentpeertypeswhenthe Mixed counteractionis applied.

Consumeimeasure(Peeh): 7= = 0.05

At time ty, it would be classi ed asa Consumermpeer(0.05< 0.1).

As aresult,theidenti cation of freeridersis not only basedon the servicethatthe peersoffer,
but also on the currentP2P systemnetwork trafc, the level of servicethe peersexploit, and
the time of the evaluation.This allows the schemeo be moreadaptve, dynamicandfair. Thus,
our schemeallows differenttypesof contributing peersto receve differentlevels of service.In
the simulationmodel, we have two typesof contrituting peers:type A peersandtype B peers.
Type A peersare lessin number(only 10% of all population)but provide 87% of the entire
les shared.On the otherhand,type B peersare doubledin numbersbut they only share12%
of all the shared les. In Figurel0,we presentthe Download/Queryratio resultsfor all types
of peersas an indication of their utility from the system.As seenin the gure, whenthereis
no counteraction, all typesof peersenjoy almostthe samelevel of utility (9-11%).However,
whenmixed counteractionis applied,type A peersgeta higherlevel of service(14%). Type B
peerscontinueto geta similar or a little bit higherlevel of service.Freeridersgeta muchlower
level of service.Thatis, whenmixed counteractionis applied,type A peersget higherlevel of
utility comparedo type B peers.As statedbefore,type A peershave more les to sharethan
thoseof type B peers.

To obsene the fairnessof our mechanismswe conductedanotherset of simulationexperi-
ments.In theseexperimentswe randomlychosea probepeerandassignedo it differentnumber
of les to share.As seenin Figure 4, we assignedo the probepeernone(0),25, 50, 100, and

200 les, andobsened the Download/Queryratio.
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Fig. 11. Increasingutility valuesfor increasingnumberof les sharedby a probenode.

As the gure shaws, althoughthe probe peer submits similar amount of queries,it can
download different numberof les dependingon how much les it sharesBecausewhen it
sharedess les while requestingthe sameamountof service,it will facecounteractions,and
this will limit the numberof downloadsit will be ableto get. On the otherhand,whenit shares
more les, monitoring peerswill not apply any counteraction, thusit will be able to reach
morepeersanddownloadmore les. Thereforewe cansaythat,if two peershave similar query
patternsbut provide differentlevels of serviceto the system,they will get differentlevels of
utility from the systemaswell. Thus,the proposednechanismsrefair. In otherwords,a peer
contributing more than what is neededto overcomethe thresholdis adequatelycompensated.
Therefore,the proposedmechanismsiot only encouragepeersto provide enoughservicesto

overcomethe thresholdbarriet but alsoencouragehemto contribute moreto getbetterservice.

V. POSSIBLE ATTACKS TO THE FRAMEWORK AND COUNTER MEASURES

In this section,we discussa list of possiblecounterattacksagainstthe free riding prevention

mechanismsWe also discusshow we candefendagainstthosekind of attacks.

A. Fake QueryHit Messaes

A free rider can cheatits neighbors(monitoring peers)by replying to some querieswith
QueryHit message$raudulentlyasif it hasthe requestedle. But whenthe requestingoeer
asksfor the le, it may just refuseuploadingit. In this way it may pretendasit is serving

well, since controlled peersmay not be aware of unsuccessfutlownload and cheating.In the
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Descriptor | Description Content

Notify Usedto reporta suspectegeerthat Query Descriptorld;
refusedto uploadthe le it provided SuspectegeerlP; File Index

in QueryHit descriptorin respondto

a given Query descriptor

TABLE VIII

NEw PROTOCOL DESCRIPTOR

log tablesof its neighborsthe malicious peermay seemto be a non-freerider becauseof its
QueryHit replies.

Giventhe descriptoran Gnutellaprotocol[18] , it may not be possiblefor a controlledpeer
to obsene and perceve this kind of fake messagesBecause download occursbetweentwo
peersoutsidethe P2P network and thereis no feedbackmechanismor reputationconceptin
unstructured”2P networks. To handlethis kind of fake QueryHit messagesye proposethe
usea new descriptor:the Notify  descriptor(seeTable VIII). The descriptoris usedto report
aboutamaliciouspeerto its neighborWhena queryingpeeris refusedoy arespondingnalicious
peerduring download attempt,the querying peermay senda Notify  descriptorthroughthe
P2P network to reachthe neighborof the maliciouspeer To avoid an increasein the network
trafc, the querying peer doesnot broadcastthe descriptormessagelnstead,it forwardsthe
descriptorto only one neighborwhich hasdeliveredthe QueryHit messagecontainingthe IP
addresf the derying peer Any intermediatepeeron the way to the derying peerforwardsthe
Notify messagdo only one of its neighborsbasedon the messagdD (GUID) of the Query
messageatoredon its queryrouting table'’. The monitoringpeeron the pathto the derying peer
is the neighborof the derying peer After processinghe Notify messagethe last peerlogs
the Notify messageand takes the necessaryction againstthe maliciouspeer

Therecould be someside effectsof the proposedNotify  descriptor Somepeersmay refuse

Since,asa requiremenbf GnutellaP2PProtocol,the Query messagearestoredin the routing table of eachpeerfor some
time to route backthe possibleQueryHit messagesye do not needto storeextra stateinformationthat canbe usedto route
the Notify messagen intermediatepeers.However, we have to make surethat the expiration time of storedQuery messages

is long enoughto accommodat@n unsuccessfutlovnload attemptand sendingof a Notify message.
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more connectionsvhen they reachthe maximumnumberof connectionsSubmittinga Notify
descriptorfor this peerwould be unfair andincorrect.To hinderthesekinds of falsenoti cations,
we proposethe use a ratio of the Notify messageso QueryHit messagesor decidingif a
peeris really a maliciouspeeror not. If thatratio exceedsa prede nedthreshold,for example
80%, thenthe peeris identi ed asa maliciouspeerand appropriatecounteractionis invoked.

Anotherside effect could be occurredby a maliciouspeerwhich caninitiate an application-
layer Denial of Service(DoS) attackusingthe Notify messagediowever, almostevery message
typein P2Pprotocol(Query QueryHit,Push,Ping,andPong)canbe exploitedin orderto launch
denial of serviceattacks[32, [33], [34], [35]. Someproposalsexist in the literature aiming to
counterthe application-layeDoS attacks[35],[36], [37].

We think that we can also use some schemesto deal with DoS attacksusing the Notify
messageOneschemecanbe basedon the comparisorof the numberof Notify messagesouted
by eachcontrolled peer If a monitoring peer detectsa big differenceamongthe number of
Notify messagesoutedby its controlledpeersjt canbeginto Iter (delete/dropNotify messages
coming from that controlledpeers(similar to whatis proposedn [35]).

Since the dangerof DoS attack exists for all P2P protocol messagesye think that the
precautiongakenfor otherP2Pmessagesanbe appliedfor Notify messagaswell. Prevention
of DoSattackss out of the scopeof our currentwork, however, it canbeinterestingo investigate

the applicability and effectivenessof the two simple schemeslescribedabove asa future work.

B. Fake Files

Freeriderscould alsosharedummy les with popularnamesn orderto cheatqueryingpeers.
These les can be very small in size to incur upload overhead.In that way, free rider peers
can concealthemseles. This situation however, can also be preventedby using the Notify

descriptoras proposedabove.

C. Hiding Query Owneship

In the proposedfree riding detectionmechanismthe monitoring peersexploit the TTL eld
value of the incoming Query messageso decideif the controlled peeris the owner of the
messager not. If the TTL value of the Query messages equalto the max TTL value,then

the Query messageas assumedo be originatedat the neighbor
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Metric StandardTTL | Malicious TTL | Change(%)
# Downloadsof FRs 1198 840 -29.90%

# Downloadsof non-FRs 920 937 1.85%

# P2PMessage®f FRs 1086650 842450 -22.47%

# P2PMessage®f all peers 1973761 1675965 -15.09%

# Uploadsof non-FRs 2094 1757 -16.09%

# UnsuccessfuDownloadsof non-FRs| 147 62 -56.34%

TABLE IX

RESULTS OF FREE RIDER MALICIOUS TTL ATTACK (MIXED COUNTER ACTION APPLIED).

If a free rider wantsto prevent monitoring peersapplying the counteractions againstits
gueries,it may try to hide its ownershipof the queriesit submitsby settingthe TTL eld to a
value differentthan the standardmaximumTTL value. Thenthe originator of the Query will
not be identi ed correctly by a monitoring peer

But if the freerider setsthe TTL to a value greaterthanthe maximumallowed one, this can
easilybe detectedby the monitoringpeer If the free rider setsthe TTL to a valuelessthanthe
maximum allowed one, then the free rider harmsitself by reducingthe searchhorizon of the
Query . In this casewe think thatthereis no needto take an extra action, sincewe expectthat
afreerider will not decreasets searchhorizon voluntarily*®,

We obsened the effects of this kind of malicious action in our simulationsand Table 1X
providesthe results®,

During the experiments,we assumedhat all free riders act maliciously with regardto the
initial TTL value settingin Query messagesThis is the worst casefor our framewvork. We
argue that althoughfree riders may prevent the monitoring peersfrom applying counteractions

by usingmaliciousTTL values,their level of bene ts from the systemandtheir negative effects

8Thisis becausasinganinitial TTL valueeven onelessthantheallowed maximumdecreasethe searcthorizondramatically
For example,if afreerider submitsa Query messagevith aninitial TTL valueof 6 in a network wherethe maximumallowed
valueis 7, thenthe free rider loosesabout67% of its reach(searchhorizon) comparedto submittingthe Query with a TTL
valueof 7.

1%We have usedthe mixed counterschemavhile performingsimulationexperimentsor evaluatingthe attacksto the framework

December20, 2005 DRAFT



34

Metric None of the Peers| Only Non-FRs | Change(%)

# Downloadsof FRs 2430 2130 -12.30%

# Downloadsof non-FRs 840 853 1.5%

# P2PMessage®f FRs 3449416 2672604 -22.51%

# P2PMessage®f all peers 4679878 3791657 -19%

# Uploadsof non-FRs 3216 2939 -8.60%

# UnsuccessfuDownloadsof non-FRs| 477 413 -13.40%
TABLE X

RESULTS OF INSUFFICIENT COOPERATION ATTACK (MIXED COUNTER ACTION APPLIED).

on the systemwill alsodecreaseonsiderablyif they setthe TTL value maliciously Whenthey
cheaton the TTL, they actuallyreducethe reachof their own queries,and hencethe quality of
the resultsthey get. As Table IX shavs, whena maliciousTTL valueis used,the downloads
of freeridersis decreasingThe numberof P2P messagesbsered in the network dueto free
ridersis also decreasingHence,acting maliciously on the TTL value doesnot help much to
the free riders. Furthermore the performancamprovementsfor contributors are still obsered
even the malicious TTL attackexists. Therefore,we do not seean urgenta needto develop a

solutionagainstthis kind of TTL attack.

D. Insufcient Coopeation AgainstFree Riding

Somepeersmight bereluctantto usethe proposednechanismsagainstfree riding. Especially
freeriderswould attackthe systemby disablingthe proposedramework. Thus,we may obsene
low level of cooperationagainstfree riding due the populationratio of free riders. We have
simulatedsuchan ervironmentand obsered the results.

We would like to comparethe casewhen our proposedmechanismsare applied by only
contributorswith the casewhennoneof the peersapply the mechanismsn Table X, we provide
the resultsfor both cases.

As expected,the performanceis still better comparedto the casewhen our framework is
not applied. The improvementcan be seenin Table X. As the table shavs, even thoughonly

30% of peersapply the mechanismgthey are contritutors), the numberof downloadsof free
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ridersis decreasedhe messagingverheads reducedandtheload on contributorsis decreased
comparedo the casewhenno mechanisms applied.This impliesthatour mechanismsrequite
robustagainsta type of attackwheresomepeersdisablethe proposednechanismsn their client
software.

E. ConstantlyChangingNeighbos

It is well known that links betweennodesin P2P networks are dynamic. Statedotherwise,
peerswill be acquiringnen neighborsand breakinglinks with old ones.A free riding peer
may constantlychangeneighbors,and thus may keeputilizing the serviceswithout ever being
identi ed asa freerider.

Before, discussinghe possibleeffect of the attack,we would like to remindthe relatedP2P
network trafc obsenations.Relatedwork in this areashaws that peerstendto stay connected
quite long periodsof time. This factis also statedin Sectionlll-A:

"One issueto considerin our approad is whetherthere would be enoughtime during a
typical monitoring processto collect enoughinformation about the neighbos to male correct
decisionsaboutthe behaviorof them.In [8], it is statedthat about40% of peess in a Gnutella
networkleavethe networkin lessthan 4 hours, while only 25% of the pees are alive for more
than 24 hours. In anotherwork [9] it is reportedthat the average sessionduration of both
Napsterand Gnutellanetworkclientsis about60 minutes.A similar work [10] statesthat 90%
of average sessionlengthsof Kazaaclientsis foundto be about 30 minutes.All thesestudies
showthat we can assumehat mostpeess in a P2P networkstay connectedong enoughso that
monitoring pees can collect enoughinformationto male correct decisions.

The reasonfor peersstaying connectedfor long periodsof time is the practical dif culty
of disconnectingand connectingagain.When a peerdisconnectsand tries to get re-connected
again,thereis a chancethat the peerwill not easily nd a nodein the network thathasenough
resourcesT he capacityof the nodethatis tried may be low, or the nodemay be too loadedwith
network traf c. Therefore,a free rider peercanfacedif culties every time it triesto connectto
a differentpeerin the network.

Anotherreasoris thata peerdoesnot getqueryhit messagesnmediatelyafterit hassubmitted
a query Thereis no bene t of changingneighborstoo frequentlywithout waiting for answers

to come back. Namely a peer should not changeits neighborsfor the time period between
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submissionof a query and the arrival of the respectre query hits (lets call this time interval
seach-QueryHitcycleduration). If the peerwould breakthe existing links too fast, thenit will
not get a reply. Therefore,the peershould stay connectedfor at leasta certaintime interval
which shouldbe longerthanthe seach-QueryHitcycle duration.

Hence,if our schemecan detecta free rider and apply a counteraction againstit in a time
interval that is lessthanthe search-QueryHitycle duration,thenthe attackwill not work and
therewill be no meaningfor a freerider to try this. Thereforeit is importantto know how long
it takesto getqueryhits backandhow long doesit take to detectthe free riders. Thesedepend
on several factors.

The succesgatio (the ratio of freer riders that are detectedcorrectly) can provide us infor-
mation aboutthe speedof our detectionmechanismFigurel2plots the successatio versus
simulationtime. At the beginning of a simulationrun, the successgatio will be zerosincethere
is no free rider detectedyet. Towardsthe end of the simulationrun, however, the successatio
will have a valuethat canbe closeto 1 in ideal case.Figurel2plots the successatio between
time 0 andtime 200 (in our currentsettings,we simulatethe network for 2000time units).

We would like to remind that to remaove the warm-up period and to obtain valid statistical
information we proposeto use a thresholdvalue, or, for the numberof forwarded Query
messageso the controlled peer A monitoring peer starts deciding aboutthe controlled peer
after this thresholdis exceeded.

In Figurel2,we obsenre that, for the currentsetof simulationparametersat time 90, 40% of
freeridersaredetectedsuccessfullyAt time 150,60% of free ridersaredetectedsuccessfullylf
the P2Pnetwork trafc becomeshigher(i.e. more querieswill be forwarded),the time required
to exceedthe ot thresholdwill be soonerandfreeriderswill be detectedaster Fromthe gure
we canseethat free riders startbecomingdetectedafter 50 time units. Therefore,if a freerider
peerwould like to avoid detection,jt shouldchangets neighborsaevery 50 time units, according
to the currentsetof simulationparametersif it changests neighborsat a rate slower thanthis,
let's say every 100 time units, the chancethat it will be detectedand face counteractionsis
increasing.The probability of detectionbecomesaround45% for 100 time units.

To investigatethe effectivenessof the potentialwalk-aroundwe modi ed our simulationcode
to alsosimulatethis attack,andconductedseveral setsof new experimentsin theseexperiments,

we rst randomly selecteda probe peerto act as a free rider applying the attack. During a
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Fig. 12. The Succes®f the detectionmechanismin the rst 200 simulationtime.

simulation run, the probe peer changesits neighborsperiodically using a x ed time period
betweenchangesWe measuredhe utility the probepeergetsfrom the P2Pnetwork at the end
of a simulationrun. The utility is expressedasthe ratio of the numberof downloadsthe probe
peerperformsto the numberof queriesit submits.We obtainedthe resultsfor two differenttime
intervals betweenchangesf neighbors:50 and 100 time units. Figure1l3shaows the results.In
the gure, we alsoincludedtwo otherutility values.Oneis the utility valuethat contributor peer
canget andthe otheris the utility valuethat a free rider who is not trying the attack(i.e. not
changingconnectionstan get.

As we have discussedbove, whenthe probe peerchangests neighborsquite frequently it
is expectedto get more utility from the system.But whenit changeseighborsessfrequently
it would probablybe detectedoby its monitoring neighborsandwill facea counteractionwhich
will causats utility to decreaseéWe remindthatthe minimumtime thatthe detectionmechanism
needsto correctly locate the free riders dependson the characteristicof the network traf c.
With higher amountof P2P messagesgachmonitoring peerwould have more inputs for the
evaluationof its controlledpeerswithin a lessamountof time. The point hereis the limitation
of practicaluseof the proposedattack.

As canbe seenin Figurel3,the probepeersucceededo increaseits utility by changingits
neighborsconstantly We canobsenre thatthe length of the time period betweenchangeshasan
effect on the servicethe probepeerreceves,aswe discussedbove. If this periodis longer the
probability of detectiongetsincreasedandthe probepeerwill morelikely facecounteractions,

andthis will reducethe serviceit will get.
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Fig. 13. Theresultsfor the Probepeer whenthe attackis only appliedby the probeFR peer

Fig. 14. Theresultsfor the Probepeer whenthe attackis appliedby all the FR peers.

But the rst experimentwe describeabove cannot re ect a real-life scenariowherelots of
peerswould like to apply the attackat the sametime. Thereforewe also did experimentsfor
the scenariowhereall free ridersin the network apply the attackhoping to increasethe utility
they get. Figurel4shows the results.As seenin the gure, the probeactingasa free rider and
applying the attackis negatively affectedwhen all free ridersin the network apply the attack.
In otherwords, thereis not muchbene t of applyingthe attackin this case.

This is becausepne of the side effects of the suggestedattackis that when all free rider
peerschangetheir neighborstheir previous neighborsloosethe connectionvia thesepeersand
they loose the possibleincoming QueryHit messagess well. Since, the QueryHit messages
in unstructuredP2P networks are routed back through the sameroute of the receved Query
messagesyhen an intermediatepeertries to route a Queryhitwhich is routedby a free rider

peer it could not route it anymore, due to the changedneighbors.So, someof the QueryHit
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messageswvould be droppedwithout reachingthe destinedpeers.As obsenedin the gure, this
side effect is not negligible. The probepeerlost its advantageconsiderablywhenall otherfree
riders also appliedthe sameattack.

Therefore,we may concludethat althoughthe attack seemsto increasethe utility of an
individual free rider, in a more generaland real situation,when all or most of the free riders
apply the attack,the utility that a free rider is not increasedo a level to justify the practical
dif culties of applying the attack. The free rider will not reacha level of utility comparable
to that of a contributor peer Thus, we can concludethat our mechanismare still effective to

discouragdree riders and decreaseheir undesiredeffects on the P2P network.

F. IncreasingNumberof Neighbos

A freerider canattackto the proposedmechanismdo increasethe bene ts it extractsfrom
the network. For example,a freerider with a reducedsearchhorizoncantry to searchthewhole
network by increasingthe numberof neighborsit connectgto. It is not easyto totally prevent
them doing so without changingthe nature of unstructuredP2P systemsand without loosing
major advantagef thesesystems However we believe that the attackis not so practicaland
they do not increasetheir bene ts very signi cantly. Below, we would like to provide a simple
analysisfor the effective of the attack.Later, we sharesomeresultsof the simulationexperiments
obtainedwhenthe attackapplied.

Assumethatin a P2Psystemaveragenumberof connectionger peeris 4 andmaximumTTL
is 7. If adetectedree rider employs the attackas suggeste@bove, it canconnectto new nodes
andbut soonafterit is alsodetectedy thesepeersaswell. Thereforejts messagesTTL will be
decreasedlwaysto somevalueor will totally bedropped Assumethatwe implementTTL-4 as
acounteraction,anda detected=R will be punishedoy decremented TL valuefor its messages,
in our example,decremented TL would be 3 (7-4). Now, we would like to nd the numberof
peersto be connectedo provide the sameamountof connectvity whenTTL is 7. As angeneral
assumptionwe think that the probability of getting QueryHit messageso Queriesis positively
correlatedwith the numberof peersconnectedTherefore the attacksuggestconnectingmore
peerseven with reducedsearchhorizon.WhenTTL is 7, a peercan connectto 4372 peersat
most (4 connectionper peeris assumed)VhenTTL is 3, the peercanreach52 peersat most.

Therefore,it loose4372-52=432@eers.To compensatehis, it will try to connectto otherpeers
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Fig. 15. Theresultsfor the Download/Queryratio , whenthe increasechumberof neighborsattackis appliedby a probepeer

with TTL 3 (becauseasits newv neighborswill discover it as a FR sooner).Therefore,each
newly connectedneighborcan provide at most 17 peers(including itself). To have the same
amountof connectvity, FR peershould connectto (4320/17)=254 new peers.That is, while

average/contribtor peershave 4-peerconnectvity to cover the samenumberof peers,FR peer
will have to make about64 times more connectiongtotal 258 connections)We think that it

is not easyand practicalto do. One of the practicaldravbacksis the fact that more neighbors
meanmore P2P message$o processwhich could createa big burdenon the peerconsidering
the high amountof P2Ptraf ¢ in reallife application.Eventhoughthe peermay chooseto drop

thesemessageghey will still reachto the applicationlayer andwill reducethe performanceof

the peers system.

We have conductedmary experimentsto seethe effects of the suggesteattack.We provide
two setsof results.First we collectedbaseinformationto comparewith the resultsof cheating
peer Therefore,we performedexperimentswith 2 kinds of randomly selectedpeers.We rst
selecteda random peer which is a contributor with 4 neighbors.We obsenred its queries,
downloadsand the P2P messageprocessingln Figurel5,the resultsfor this peerare given
asthe rst bar from the left. As a secondbaseexperiment,we obsened a randomly selected
free rider with four neighbors We provided the resultsfor that peerasthe secondbar from the
left. Then,we executedextensve simulationswith increasingnumberof neighborsfor the free
rider peer

Figurel5depictsthe ratio of Download/Queryfor eachobsened peer Figure 16 shows the

averagenumberof P2P messagegprocessedn one unit of simulationtime.
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Fig. 16. Theresultsfor the P2PMessage/Simulatiotime ratio , whenthe increasechumberof neighborsattackis appliedby

a probepeer

As seenin Figure1215,download/queryratio for a contritutor peerwith 4 neighborss about
14%.0ntheotherhand,afreerider peerwith thesameamountof connectiorhasdownload/query
ratio of only 6% dueto the Mix ed counteractionapplied.It is an expectedresultandin line with
the prior resultsgivenin the report. Even we increasethe numberof connectecheighbors ve
times,freerider peercould not attainthe samedownload/queryatio of a contributor peer When
the free rider peerhas6 or 7 timesmore connectionsit thenexceedsthe download/queryratio
of a contributor peer In our analyticaldiscussionabove, we suggestedhat a free rider should
have 64 times more connectionto reacha similar numberof connectedpeers.In simulation
experiments,we cameup with a lessnumberto have a similar utility value.It is becausejn
simulation we have less numberof peersand less numberof connectionsBut, we can still
obsene that a free rider peerneedsa considerablenumberof extra neighborsto get a utility
from the systemin an amountcomparabldo that a contributor canget.

Another important obsenation from the experimentsis that the increasein the number of
neighborscomeswith acost,i.e. theincreasinghumberof P2Pmessageslhefreerider peerwith
more connectionsshould devote much more resourceto processP2P messagesk-or example,
a free rider peerwith 6 times more connectionshasto deal with almost8 times more P2P
messages(sdeégure 16). We believe thatin a muchlarger P2P network, this could easily be a
bottleneckfor the peer The messagejueuecould easily be overloadedand over owed.

As aresult,we could statethattherecanbe somewaysto attack,but freeriderswill experience

variousdif culties in applyingthem,dueto our proposedmechanisms.
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V1. CONCLUSION

In this work we have proposeda distributedand measuremenasedramework to reducethe
degreeof freeriding in unstructuredP2Pnetworks. The framework is simpleto implement,has
low overheado run, fully complieswith conceptsand protocolsof unstructured®2P networks,
andis decentralizedo operateef ciently .

We rst speci ed possiblefree riding typesthat can be encounteredn a P2P network. Then
we proposedsomemechanismsyhich can be usedto detectfree riders of the de ned types.
We also proposedsomepossiblecounteractionsthat can be applied againstpeersdetectedas
free riders.

The mechanismsproposedfor reducingthe amountof free riding meet the essentialre-
quirementsof P2Pparadigm,suchasdistributed computing,anorymousconnectionsunreliable
connectionsand so on.

By reducingthe amountof free riding in a P2P network, we aim to increasethe quality of
servicethatpeerscangetfrom the network, the availability of contentandservicestherobustness
of the system,the balanceof the load on network peersand elements,and the scalability of
the network. As the performanceresultsof simulation experimentsindicate, the mechanisms
manageto reducefree riding and its adwerseeffects on P2P networks. It is obsened that the
performanceof the P2P network is considerablyimproved.

In general,we may say that applying “dropping single counteraction” againstall kind of
detectedfree riders resultsin betterimprovementsfor all the performancemetrics except the
numberof downloadsby contributors. We think that this result is due to false detectionin
determiningfree riders. As we would like to increaseperformanceor contributors, we offer to
use“mixed counteraction” schemeBecauseit is the bestcounteraction which increaseslso
the downloadsof contritutors.

We also shaw that our proposedmechanisntan be extendedto copewith possibleattacks.
Furthermore simulationexperimentsprove that mostof the possibleattackscannot renderour
mechanism®bsolete.

As a future work, we plan to re ne the proposedfree riding typesto enablethe detection
mechanismwork better We also plan to simulatedifferent network topologiesto demonstrate

the propertiesof powerlaw and small-world phenomenaWe nally would like to implement
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the proposedmechanisminto a Gnutellaclient andtestit on a real P2P network. We expectto

obsene the effects of proposednechanismsn real world applications.
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APPENDIX A: EFFECT OF FACTORS

We conductedsome more performanceexperimentsto evaluatethe impact of somecritical
parametersHere, we presentand discussthe performanceaesultsobtainedfor differentvalues
of two importantparametersl) numberof peersin the network, 2) ratio of free riding peers
in the network. The numberof peersin the network wasvariedin a rangebetween100 to 900,

andthe free riding populationratio wasvariedin a rangebetween60% to 90%.

The Numberof Peers

We rst investigatechow the numberof peersaffectsthe performanceaesults.To save space,
we presenthere only the resultsfor three metrics: downloads of free riders, downloads of
contributors, and P2P messagecount transmittedin the network. Figures17, 18, 19 show the
resultswe obtainedfor thesemetricsfor 3 differentvaluesof numberof peers:100, 400, and
900.

From the gures we obsenre that the numberof peersdoesnot affect the improvements
achieved with our mechanismskFor all threedifferentnumberof peers,we obtaina decreasén
the downloadsof freeridersby about50%. Sincethe mechanismaredistributedin nature,this

is an expectedresult.
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Fig. 18. Increasen contritutors' downloadsfor differentnumberof peers.

Fig. 19. Decreasen P2Pmessagesransmittedin the network dueto freeridersfor differentnumberof peersin the network.

The numberof peersalso doesnot affect the increasein the numberof downloadsof con-
tributors.No matterwhat the peerpopulationis, contributorsenjoy anincreasen their number
of downloadsas muchas 28% (Figure 18).

As seenin Figure 19, the numberof P2P protocol messagedransmittedin the network
decreasealmostto the half for differentsizesof peerpopulationwhenour framework is applied.
That is, the numberof P2P protocol messagesn a 900-peernetwork when our framwork is
employed is almostequalto that of a 400-peemetwork when our frameawork is not employed.
This indicatesthat our framework supportsthe scalability of P2P networks with respectto the

numberof peersandtheir messages.

The Sizeof Free Rider Population

We also obsered the effect of the size of free rider populationin three metrics mentioned

above. As seenin Table Xl, regardlessof the ratio of free riders, our framevork achieves a
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FR Popul.(%) | # Downloadswith Frmwrk | # Downloadswithout Frmwrk | Change(%)

60% 554 1306 -58%

70% 562 1142 -51%

80% 631 1219 -48%

90% 544 901 -40%
TABLE XI

EFFECT OF FREE RIDER POPULATION ON THE NUMBER OF FREE RIDERS' DOWNLOADS.

FR Popul. (%) | # Downloadswith Frmwrk | # Downloadswithout FR Frmwrk | Change(%)

60% 711 701 1%

70% 438 391 12%

80% 314 266 18%

90% 105 i 36%
TABLE XiII

EFFECT OF FREE RIDER POPULATION ON THE NUMBER OF CONTRIBUTORS' DOWNLOADS.

reductionin the numberof downloadsof free riders. For a smallerratio of free ridersin the
overall populationof peersthe reductionin downloadsof freeridersis morepronounced50%).
For a higherratio of free riders, however, the reductionis still goodandis about40%.

For the secondmetric, the numberof downloadsof contributors, the resultsshown that asthe
sizeof freerider populationincreasespur framework providesmoredownloadsfor contrikbutors.
As seenin Table XII, the increasein the numberof downloadsby contributors reachesup to
36%.

Table XIII shaws the effect of free rider populationratio to the messagingoverheadin the
network. As the ratio of free ridersincreasesthe gainthatwe achieve with our framework also
increasesWhen, for example,the ratio of free ridersis as high as 90%, the reductionin P2P

controltrafc seenin the network asa resultof the applicationof our framework is 59%.
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FR Popul. (%) | # P2Pmsgswith Frmwrk | # P2Pmsgswithout Frmwrk | Change(%)

60% 973189 1994822 -51%

70% 826705 1932032 -57%

80% 768145 1706333 -55%

90% 711429 1736857 -59%
TABLE XIlI

EFFECT OF FREE RIDER POPULATION ON THE NUMBER OF P2P MESSAGES OF ALL PEERS.

Fig. 20. Downloadsof FreeRiderswhendifferentcounteractionsare emplg/ed.

Modifying TTL

We would like to provide someof the resultswe obtainedwhen different valueswere used
to decreasel' TL otherthanthe default value 1. In the gures 20 and 21, it can be obsened
the performanceeffect of TTL-2, TTL-3, TTL-4, TTL-5, and TTL-6 along with Mixed and
Drop actions.As seenin Figure 20, TTL-2 hasthe leasteffect while TTL-6 is most effective
in reducingthe download of FRs. We also provide the resultsin termsof the reductionin the
numberof P2P messagesf FRsin Figure21.

The level of the effect of the modifying TTL counteractionis increasingwith the decrement
value applied.Thatis, if we usea large decrementwalue,e.g.5 or 6, the positive effect of the
counteractionincreasesAs expectedwe obseredthat TTL-2 hadthe leastimprovementeffect
on the performanceand, TTL-6 and TTL-5 yield similar resultsto that of the DROP counter
action.However, TTL-4 produceda mid point betweenthem. Therefore to give someinsight of

the effect of the modifying TTL actionon the systemperformancewe selectTTL-2 andTTL-4
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Fig. 21. The Numberof P2P messagesf FreeRiderswhendifferentcounteractionsare emplo/ed.

asrepresentate valuesin this report.

APPENDIX B: COMPARING THE PROPOSED FRAMEWORK WITH ANOTHER APPROACH

As mentionedn Sectionll, SunandGarcia-Molinahave proposedanincentve model,called
SLIC, for promoting cooperationin unstructuredP2P networks [28]. The SLIC model has
similarities,but alsosomedifferenceswith our proposednechanismdn this section we provide
theresultsof a comparisorof SLIC andour schemeTheresultswereobtainedn our simulation
ervironmentin which we implementedan adaptedrersionof SLIC aswell. Experimentaresults
aresummarizedn Table XIV.

In SLIC paper[28], simulationsare performedonly for scenariosvhereonly a single probe
nodeis selectedn a P2Pnetwork to actsel shly andasa freerider. Consequentlyit is not clear
how the modelwould reactwhenmostof the peerswould becomefree ridersratherthanjust a
small number[29]. In our simulationexperiments however, we obtainedSLIC resultsalso for
scenariosvherethereexists a prevalentfree riding in the simulatedP2P network andwhereall
peersapply the SLIC mechanism.

The rst importantresultthat we obtainedin our simulationenvironmentaboutSLIC is that,
SLIC is not very effective in differentiatingor correctly identi ng contributors and free riders
in a P2Pnetwork. Therefore,it causesa decreasen the downloadsof not only free riders, but
alsocontributors; hencein the downloadsof all peersno matterthey arefreeridersor not. The
amountof downloadsthat can be performedby free riders and contrikbutor peersis decreased
by about43% and 48%, respectrely. This resultis not acceptabldor contributors.Our scheme,

however, doesnot causea reductionin the downloadsof contributors, exceptwhenthe DROP
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Metric ‘ Mixed ‘ Drop ‘ SLIC ‘

# Downloadsof FRs -50.70% | -89.40% | -43.30%
# Downloadsof non-FRs 9.52% -7.38% | -48.50%
# P2PMessage®f FRs -68.50% | -78.31% | -55.30%
# P2PMessage®f all peers -57.82% | -67.77% | -55.30%
# Uploadsof non-FRs -34.89% | -68.10% | -44.30%
# UnsuccessfuDownloadsof non-FRs | -70.23% | -97.69% | -89.70%

TABLE XIV
PERFORMANCE COMPARISON RESULTS OF OUR COUNTER-ACTIONSAND SLIC. NEGATIVE VALUE INDICATES REDUCTION

COMPARED TO NOT APPLYING ANY SCHEME.

counteractionis applied®. Even whenwe comparethe SLIC mechanisnto our drop counter

actionmechanismasreportedin TableXIV, the drop counteractionperformsbetterwith respect
to almostall metricsin the table. Whenwe compareSLIC to the mixed counteraction, on the

other hand,apparentlythe mixed counteraction provides betterresultsthan SLIC, asfar asthe

metricsin the table are concerned.

There can be several reasonswhy SLIC can not differentiatewell betweenfree riders and
contributors.Oneof thesereasonss the factthateachnodeapplying SLIC monitorsthe number
of all query hits it receves via its neighborsand updatesweights which moderatethe future
queryprocessingapacityit offersto others.Thatis, SLIC evaluateshe contribution of the sub-
network reachablevia eachneighborto decideon the amountof serviceto be providedto these
neighbors.In our proposediramenork, however, we assesghe contritution of eachindividual
neighborto the system.In otherwords,in SLIC, controlled peersare not only responsiblefor
their performanceand services,but also for the performanceand amountof contributions of
their neighbors.Consideringthe prevalenceof freeriders, even the contributors cannot provide
abetterservicethanthe servicegrovidedby all the peersconnectedhroughthem.Becausegven
a peerincreasests contrikution, it cannot have any control over the otherpeersto increaseheir

contributions. At the end, in SLIC, the monitoring peerspunishor reward the controlled peers

2We obsered a negative effect (-7%) on good peers,becausehe drop counteraction appliesa sharpcounteraction to all

kinds of free riders, andthis affectsthe contritutorsin a negative way whenfalsealarmsaretriggered.
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not only accordingto their contrilbution but also accordingto the contrikbution of all the peers
connectedthrough them. We executedsereral experimentsto obsere the effect of increased
individual contritution on the performanceof a single peer We selecteda peerrandomly and
increasedts sharedle sizein eachexperiment.However, we could not obsenre any meaningful

increasen the serviceit gets.This obserationis in line with the above aguments.
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