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Icerik

- Akilh kartlar
- Amac
> Model Gudumlu Uygulama Gelistirme
> Platform Bagimsiz Akilli Kart Modeli
- Platforma Ozgu Modeller
- Akillh Kart Uygulamalarinin Modellenmesi
- Clzdan uygulamasi
> Modeller arasi Dénltisim (M2M)
- Platform-Bagimsiz Modelden Platforma-Ozgi Modellere(M2M)
- PSM (Platforma-0zgi) asamasinda Modelleme
- Akilli Kart Uygulamalari icin Otomatik Kod Uretme
- Uretilen Kodun Icerigi
> Plan ve Sonuc
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Akilh Kartlar

Dahili mikro islemciye sahip plastik kartlar
Veriyi isleme ve saklama yetenegine sahip
ISO/IEC 7816 ile standartlastirilmis fiziksel ve

iletisim altyapisi

Kullanim alanlan:

- Kredi kartlari - Sim kartlari

> Pasaportlar - Ulasim kartlari

- Saghk kartlar - Kimlik kartlari
Kullanim nedenleri:
- Guvenlik

> Tasinabilirlik

> Otomasyon
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lletisim Altyapisi

» APDU (Application Protocol Data Unit)

- Akill kart ile okuyucu arasinda tum iletisim, uygulama

protokolil veri yapisi olarak adlandirilan APDU paket yapisi
ile saglanir

- Gelistirilen uygulamalar bu paket yapisini kullanarak, alttaki
protokolden bagimsiz olarak kart ile iletisim kurabilir.

m | APDU Komutu >

— <_CWKP'DU_\
Uygulama
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Akillr Kartlar icin Uygulama
Gelistirme

» Farkl akilli kartlar icin farkli uygulama gelistirme
platformlari
> Java Card - (Java Card Development Environment )
> Basic Card - (ZC-Basic Language)

» Alt Seviye iletisim yapisi

» Donanimsal sebepler
o Sinirli Hafiza
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Belli bir dil

Amac

e bagh kalmaksizin, farkli platformlara,

ISO/IEC 7816 standartlarina ve temel programlama
gereklerine uyumlu platform bagimsiz bir akilli kart

metamode
Metamode

| olusturmak
den 6rnek modeller olusturabilmek icin

gorsel bir

cullanici arayuzu

Farkli akillh kart platformlarina 6zgi metamodeller
ve gorsel bir kullanici araylzi olusturmak
> Java Card - Basic Card

Modeller a
Hazirlanan
dondsium i

rasi déonusum kurallari olusturmak(M2M)

modellerden akilli kart koduna
slemleri (M2T)

04.11.2010@UYMK’10



Yaklasim

Akilh Kart
Platform-Bagimsiz
Metamodeli

-_—

ATL DOntsim Kurallar| | (M2M)

Platforma Platforma
Ozgl ‘s s Ozgl
Java Card Basic Card
Metamodeli Metamodeli

]

MOFScript| | (M2T)

Otomatik Uretilen
Akilh Kart

L et
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Model Gidiumli Uygulama O

Gelistirme T

» Model Gadumli Gelistirme (MDD - Model Driven
Development) ile yazilim gelistirme streci modeller
uzerinden tanimlanmaya calisiimistir.

» Gercek anlamda, uretilen modeller, Model Tabanl
Mimari (MDA) bakis acisina gore akilli kartlar icin
platform bagimsiz model, Java Card ve Basic Card icin
platforma 6zgiu metamodeller olarak adlandirilabilir

» Gelistirilen Metamodeller Eclipse modelleme ortami
tuzerinde Ecore metamodeli kullanilarak tasarlanmistir
> Eclipse Modeling Framework (EMF)

- EMF, yeni bir model gelistirebilme ve bu model icin gercek zamanl kod
uretebilmeyi saglayan araclar sunmaktadir
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Platform Bagimsiz Akilli Kart
Modeli

» Platform Bagimsiz Metamodel

- Belli bir uygulama gelistirme platformuna bagl
kalmadan akilli kart uygulamalari gelistirebilmek

- Daha sonra eklenebilecek dile 6zgu platformlara
uyarlanabilecek esnek bir yapi

- Modellerin kolay anlasilir ve gelistirilebilir olmasi
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Akillh Kart Metamodel Elemanlari

» Metamodelin anahtar 6gesi Application model
elemanidir

- Esas olarak bir akilli kart programini temsil
etmektedir

- Akillr kart uygulamasi gelistirirken bir baslangic
noktasi olarak gorulmekte ve her akilli kart 6rnek
modeli icine eklenmektedir

- Modelleme ortaminda tanimlanabilen tum sabitler,
islemler, iliskiler ve veri tipleri tumuyle Application
elemani ile baglantihidir.
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Akillh Kart Metamodel Elemanlari

» APDU (Uygulama protokoliu veri yapisi)

> Okuyucu ile akilli kart arasindaki veri iletiminin
saglandigi paket yapisidir

- APDU islemleri icin bir Gst modeldir

» APDUOQOperation H

- Modelleme ortami Gzerinde herhangi bir APDU islemini
tanimlayabilmek icin tim &égeleri icerir

- commandAPDU ve responseAPDU elemanlari bu eleman
icinde tanimlanabilmektedir.

> Gelen bir APDU paketinin nasil islenecegi ve hangi
islemleri calistiracagi ile ilgili bilgileri tutabilmektedir.

4’“{ Including
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Akillh Kart Metamodel Elemanlari

it
)
[

» PIN T ©

- Akilli Kart programlarina yetkili erisim saglamak icin
sifre tanimlarinin yapilabildigi bir ara yliz saglar.

> Okuyucu ile akilli kart arasinda bir baglanti acilmadan dnce
PIN degerinin dogrulamasi yapilmaktadir

> Okuyucu PIN degerini iceren bir APDU paketini gonderir ve
akilh kart icindeki uygulama bu degerin kontrollini yapar

> Dogrulama ve pin degerini ilkleme komutlari otomatik
olarak Uretilir

o Application elemani ile arasinda Access_key ﬁ iliskisi
kurulmahdir
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Akillh Kart Metamodel Elemanlari

» Constant veData elemanlari veri tipi
tanimlamalari yapmak amaciyla kullaniimaktadir.

» SCDataTypes

number
o numberArray
o String
- boolean

byte
» Kullanici taniml veri tipleri icin DataUnit

> Farkl veri tiplerini bir araya toplayarak yeni bir veri tipi
olusturulabilmektedir. / Instance

v Akilli kart metamodelindeki tim veri tipleri platforma 6zgti
modellerde uygun veri tiplerine dontistirdlmektedir.
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Platforma Ozg

Java Card ve Basic Card Modelleri

» Platforma Ozgiu Metamodel

- Otomatik kod uretiminden 6nce, akilli kart
metamodelinden donlusumlerin yapildigi seviye

> Dile bagh 6zellikler icermesi

- Platformlar hakkinda bilgisi olan gelistiriciler icin

modellenen uygulamayi daha cok gelistirebilme
imkani

04.11.2010@UYMK’10
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Cizdan Uygulamasi

Basit elektronik cizdan komutlari
- Para dusme (Debit), Bakiye 6grenme (getBalance)
> Indirim (Discount), Kredi yukleme (Credit)

Her komut icin bir APDUOperation islemi

Programda kullanilabilecek Constant tanimlari
o Calistirtlan komutlar icin geri donus hata degerleri
- maxBalance, maxPinSize, pinTryLimit gibi tanimlar

04.11.2010@UYMK’10
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Akill Kart Programlarinin
Modellenmesi

» Modelleme ortami Eclipse platformu Uzerinde
Grafiksel Modelleme (GMF) araclari kullanilarak
tanimlanmistir.

» Gelistiriciler, akilli kart sistemlerini
modelleyebilmek amaciyla gorsel editér ortamini
kullanabilmektedirler.

» GMF lGzerinde metamodel elemanlari icin goérsel
ozellikler ve kisitlar belirlenmistir.

04.11.2010@UYMK’10
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Akilh Kart Programlarinin
Modellenmesi

] = SmartCard
» Akilh Kart programi modelleyebilmek 77 Application
icin gerekli olan elemanlar bir palet 5| APDUOPeration
Uzerinde tanimlanmistir. Bl CommandApdu
» Yanhs bir iliski kurulmasini Edl ResponseApdu
engellemek ve tasarlanan modellerin = — "™

3 o Cu:uns.tant
tutarli olmasi saglamak icin bazi Dt

kisitlar bulunmaktadir. DataUnit

- Command ve response APDU elemanlari Condition

sadece APDUOperation elemani icerisinde | = Link
tanimlanabilmektedir.

. # Including
> lliski oklari sadece ilgili elemanlar #5 Instance
arasinda olusturulabilmektedir. #. Access_key

04.11.2010@UYMK’10
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Akillh Kart Programlarinin
Modellenmesi

. . o = SmartCard
> Constant elemani Application icinde R Applicatior
va da DataUniticinde tanimlanabilir. 54 APDUOperation
o Constantve Data elemanlari ilgili Bl CommandApdu
olmadiklari bir alanda B ResponseApdu
kullanilamazlar. ¥ PIN
> Bir adet Application elemani ;”t”s‘“”t
tanimlanabilir. Datalnit
Condition
» Bir cizdan uygulamasi nasil (= Link
. Includin
modellenir? A ineluding
#5 Instance
& Access_key

04.11.2010@UYMK’10
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Akilli Kart Programlarinin
Modellenmesi

e © Woctsmaricad |

= &
¥ Palette [
#5 Including IE@ Q-
= SmartCard Erel
8 Wallet_CLA byte o
§ VERIFY byte @ Application
W CREDIT byyte .
W DEEIT byty: APDUOperation
8 GET_BALAMCE byte . Command&pdu
o MAX BALAMCE number <4+ Access_key < creditfmount greaterThen MAX_TRAMSACTION_AMOUMNT Responsebndu
§ MAK_TRAMSACTION_AMOUNT byte <4 creditimount lessThen 0 - P P
8 PIMN_TREY_LIMIT byte < balance + creditAmount greaterThen MAX_BALAMCE 4 PIN
8 MAX PIM_SIZE byte o
= = - ¥ Constant
§ S\ _VERIFICATION_FAILED number ~*# pin onstan
W SW_PIMN_VERIFICATIOM_REQUIRED num... @ Data
W SWCIMVALID TRAMSACTION_AMOUMT... @ creditAmount byte B DataUnit
W SW_EXCEED_MAXIMUM_BALAMCE nu... i o
W 5w _MEGATIVE_BALAMCE number @d b i1 Condition
ebi
= Link 0
# Including )
@ bkalance number ;ilncludmg
#5 Instance
Including -
< i~ getBalance #. Access key
< debit&mount greaterThen MAX_TRAMSACTION_AMOUNT
< debitbmount lessThen 0
< balance - debitimount lessThen 0
@ debitimount byte
* . .
Akilli Kart modelleme araclari ile hazirlanan elektronik
Cuzdan modell 04.11.2010@UYMK’10 22



Modeller arasi Dénilisim
(M2M / PIM to PSM)

» Modeller arasi dontusum kurallart ATL dili ile
gelistirilmistir.

» Akilli kart rnek modelinden, platform
bagimsiz modellere(Java Card PSM, Basic Card
PSM) ayri ayri dontsum kurallari yazilmistir.

» Grafiksel modelleme araylzu ile olusturulan
ornek modeller icin otomatik olarak
olusturulan Ecore formati, ATL dénlisim
kurallarina girdi olarak verilmektedir.

04.11.2010@UYMK’10
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PIM to PSMs (M2M)

Platform-Bagimsiz Modelden Platforma-Ozgii Modellere

Akillh Kart Metamodeli Java Card Basic Card
Platform Bagimsiz Metamodeli | Metamodeli | Metamodeli
SCProject JCProject ZCardProgram
Application Applet DefinitionFile
APDUOperation Method Command

(command — response)

PIN PIN Attribute

Constant Field Constant

< Akilll Kart Modelinden Platforma Ozgi Modellere Déntistimler

04.11.2010@UYMK’10 24



PIM to PSMs (M2M)

SmartCard2JavaCard.atl

from

to

from

to

rule SmartCard2JavaCard{
smartCard : MM!SCProject

javaCard : MMI1!JCProject (

rule Application2Applet{

appl : MM!Application

title <- smartCard.title,
rootApplet <- Set{MM ! Application.allInstances()},
ownerPin <-Set{MM!PIN.allInstances() },
aggregation <- Set{MM!Access key.alllInstances()})}

app let : MMI ! Applet (
name <- appl.name,
fields<- Sequence{appl.constants, appl.datas},

methods<- appl.getAssociations())}

04.11.2010@UYMK’10
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PIM to PSMs (M2M)

<?xml version="1.0" encoding="UTF-8"?>
<SCard:SCProject xmi:version="2.0" xmlns:xmi="http://www.omg.org/XMI"
xmlns:SCard="org.smartcard.com" title="bank.purse">
<apl name="Wallet" AID="">

<datas name="balance" type="number"/>

<constants name="Wallet_CLA" type="byte" value="0xB0" comment="code of CLA byte in the command
APDU header"/>

<constants name="VERIFY" type="byte" value="0x20" comment="codes of INS byte in the command
APDU header"/>

<constants name="CREDIT" type="byte" value="0x30"/>

<constants name="DEBIT" type="byte" value="0x40"/> ...

<?xml version="1.0" encoding="ISO-8859-1"7?>
<JCard:;JCProject xmi:version="2.0" xmins:xmi="http://www.omg.org/XMI" xmins:JCard="org.javacard.com"

title="bank.purse">
<rootApplet name="Wallet">
<methods visibility="private" name="credit ">
<fields static="true" comment="" name="creditAmount” final="true" InitializeValue="" dataType=")CByte"/>
</methods>
<methods visibility="private" name="debit">
<fields static="true" comment="" name="debitAmount” final="true" InitializeValue="" dataType=")CByte"/>
</methods>
<methods visibility="private" name="getBalance"/>
<fields static="true" comment="" name="Wallet_CLA" final="true" InitializeValue="0xB0"
dataType="JCByte"/>
<fields static="true" comment="" name="VERIFY" final="true" InitializeValue="0x20" dataType="JCByte"/>
<fields static="true" comment="" name="CREDIT" final="true" InitializeValue="0x30" dataType=")CByte"/>
<fields static="true" comment="" name="DEBIT" final="true" InitializeValue="0x40" dataType=")JCByte"/> . . .




PSM asamasinda Modelleme

<?xml version="1.0" encoding="ISO-8859-1"?>
<JCard:JCProject xmi:version="2.0" xmlns:xmi="http://www.omg.org/XMI" xmlns:JCard="org.javacard.com"
title="bank.purse">
<rootApplet name="Wallet">
<methods visibility="private" name="credit ">
<fields static="true" comment="" name="creditAmount” final="true" InitializeValue="" dataType=")CByte"/>

</methods>

<methods visibility="private" name="debit">
<fields static="true" comment="" name="debitAmount” final="true" Initializevalue="" dataType=")CByte"/>
</methods>
<methods visibility="private" name="getBalance"/>
<fields static="true" comment="" name="Wallet_CLA" final="true" InitializeValue="0xB0"

dataType="JCByte"/>. . .

- | =% Palette

~% pin | [Tz & = 2 -
. 1 = JawaCard Ere]
Wallet_CLA JCByte
WERIFY 1CByte = IClass
CREDIT JCBEwte @ Applet
CDEBIT JCBEywte - Dccess_key
GET_BALAMNCE 1CByte =] aPDU
MLX_BALAMCE JCShort ;
PAL TRAMNSACTION_AFCUNT JCByte i BTN
PIM_TRY_LIMIT JCByte 1 = Field
MAA_PIMN_SIZE JCByte
SWW_WVERIFICATION_FAILED JCShort @ Method
SWW_PIMN_WERIFICATICMN_REQUIRED 1CShort % OwnerPIM
SWW_IMWALID T RAMSAC TIOMN_ARMOUMNT JCShort =B ICByte
SV _EXCEED_PAARIMLUN_BALAMNCE JCShort =
SW_MNEGATIVE_BALAMCE JCShort == JCShort

balance ICShort gli_—TJCEloolean
=fethods> H#3 Package
@ debit | E}I getBalance | @ credit = Parameter
=Parameters>= =Parameters> =Parameters> - CodeBlock
a Exception
L 1 L 1 L 1
=Fialds>= =Fields> =Fields> = Link R
I@ debitfrmount | IE; creditfmount 7 Association
" Aggregation
g 5 T
— - %ﬁ f j=5] = @ E o A Generalization

-~ Implerments
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1 *Purse javacard_diagram %3 . & JavaCardToText.m2t W =0
© Purse # Implements (&) PurseDeclarations * | 5% Palette
<Fields> 1 # Aggregation 5 <Fields> I Iﬁ'&l Q-
stateOfPurse JCShart ¥ pursePINs PURSE_CLA JCByte (= JavaCard ®
(&) STATE_DEBIT_ALLOWED JCShort [50_CLA JCByte
= = Il
STATE_CREDIT_ALLOWED JCShort # m_AppletPurse # Implements || ® SELECT JCByte © Cless
STATE_ADMIN_ALLOWED JCShort 1 @ PurseApplet READ_CYCLIC_FILE JCByte @ Applet
purseBalance JCShort 1 VERIFY JCByte
debitPINValue JCByte <Flelds> UPDATE_PIN JCByte [ apoU
creditPINValue JCByte CREDIT JCByte A PIN
adminPINValue none <Methods> DEBIT JCByte ,
: MAX_AMOUNT_OF_MONEY JCByte Field
lethods> ® receive SW_CREDIT_TOO_HIGH JCByte =| @ Methed
Ve R SW_NOT_ENOUGH_FUNDS JCByte
™ Verify | (@ UpdatePIN | () getMaxBalance + apdu SW_AMOUNT_TOO_HIGH JCByte " OwnerPIN
<Param.. <Paramete.. <Parameters> e SW_AMOUNT_NEGATIVE JCByte «B |CByte
2 bID % biD Fiekds> SW_PIN_FAILED JCByte o JCShort
S bB.| 4 bBuffer - SW_PIN_NOT_FOUND JCByte e
& 50f. 4 sOffset| SIS u d‘:-:' - SW_INSTRUCTION_NOT_SUPPORT... @ JCBoolean
readi.oun o
& ble.. 2 blength SW_SECURITY_STATE_MOT_SATISF.., B8 Package
ﬂIOExceptian — o P et
H H arameter
<Fields>  <Fields> A A EFm TN O z
(= Link @
. . i if(readCount != Add OwnerPIN
() Credit || discount || Debit | ) getBalance apdu.setincomingAndRec disl —'| /" Association
<Para.. <Paramet.. <Para.. <Paramete.. eive() ) 8 javacard framework. # Aggregation
+ s 4 sAm.. W sA.. [50Exception throwlt E ENTRY/apdu /" Generalization
— {1ROTRIA SW WRONG | F T
a| i | A Implements
El Properties EE#Y " Eﬂ
@ Applet| Property Value . s
Interface [ false |E |
Core iE |

hlame U= Pureslinnlet

+ Java Card modelleme araclari ile hazirlanan baska bir
elektronik ciizdan modeli
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Akilh Kart Uygulamalar icin
Otomatik Kod Uretme

» Modellerden kod lGretme amaciyla gelistirilen
donusum kodlari MOFScript dili ile yazilmistir.

- MOFScript, Eclipse icinde bir arac olarak kullanilabilmekte
ve gelistirilen modellerden herhangi bir anda kod
uretilebilmektedir.

> Hazirlanan model elamanlarinin ve iliskilerinin Ecore

formatinda tutuldugu dosya, MOFScript icin bir girdi olarak
algilanmaktadir.

GMF
Araclan

M

Metamodel l >
ATL Donlsltimleri

M2M

Hazirlanan Modeller

Akilh Kart | ——
— M2T
— Kodlarn '

04.11.2010@UYMK’10 29




MOFScript Déntsiim Kurallar ve
Uretilen Kodlar

Java Card MofScript Kodlar
self.rootApplet->forEach (c:ec.JClass) {

public class ' c.name ' extends Applet {

1

c.fields->forEach(c2:ec.Field) {

if (c2.visibility == "none") {
public '
} else {
c2.visibility ' "}
if (c2.static) {
' static '}
if (c2.final) {
' final '}

if (c2.IsArray) {
var aggrRelation:List
self.aggregation->forEach (c5:ec.Aggregation) {

if ((c5.source.name = c.name)) {
if (c5.target.name = c2.name) {
aggrRelation.add (c5) } }}
if (aggrRelation.size () > 0) {
aggrRelation->forEach (c5:ec.Aggregation) {
cb.target.name ' ' c2.name '[] = new ' cb.target.name'|[' cb.cardinalityTo

171}
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packagse bank.purser:

import javacard.framework. =
import javacardx.framework.*;

public class Wallet extends Lpplet {

public static Ffinal byte Wallet CLA = 0O0xBO:; . cods of CLA bBvyte in the command APDDT headesr
public static final byte VERIFY = 0=x20; .
pollic static Final byte CREDIT = 0O0x3I0; 7.
public static final byte DEEIT = O0Ox40;
palblic static final byte GET_ BALANCE = O0=x50:; 7
public static final short MAX BATLANCE = O0x7FFF:; . maximum balancs
public static final byte MAX TRAWNSACTICON AMCUNT = 127: . maximiam transscbtion amount
paklioc static Final byte FPIN TRY LIMIT = O0x03; . maximum numbesr of incorrect btrises
public static final byte MAX PIN SIZE = O0=x08:
public static final short SW _VERIFICATION FAILED = O0x6e300:;
public static Final short S5W PIN VERIFICATION REQUIRED = O0x6301: .
public static final short SW _INVALID TEANSACTION AMOUTUNT = Ox6RE3I: 7
poblic static final short S5SW EXCEED MAXTHMIOM BATANCE = O0x6RS4: 7
public static Final short SW NEGATIVE BALLWNCE = O0x6RE85; 7
CwnerPIN ping
short kbalance:r
public static wvoid install (byte[] bBhrray, short bOffset, byte bBLength) i
new Walleto () 2
¥
poblic Wallet ()} {
pin = new OwnerPIN{ (byte) (5), (byte) (8)) 2
pin.update (S *rrite your pin valuse wvariaskble her=+s, (short) (0), (byte) (F*write yvour si=se of pin hers 1in

registex ()
T

public wvoid process (APDDT apdua) throws ISCExceptiond

S APDD obj o
A4 transfer

A/ and data

A4 AE this p

A [ cra, T

S Ehe APDOD

S The interf

A4 declares

S these byh

byte[] buffer = apdu.getctBuffer () :
SrAExamination of the buffer.

switch (buffer [ISOTE16.0FFSET_TIMNS] )

i
case GET_BALANCE: getBalance ( apda ) H
retoarn:;
case DEEIT: dekit ([ apdua )}
retarn:
case CREDIT: credit | apdua ) H
retarn:
case VERIFY: werify ( apdua ) H
retormn:
defanlt: ISCException.throwIt
([ ISO7TE1l6.5W_ INS NOT SUFPPORTED ) H
¥
¥
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Uretilen Kodun Icerigi

» PIM seviyesinde modelleme ile Java Card koduna
donusumler

Process, Install gibi temel Java Card metotlari

- Kucuk farkhhklar haricinde, Java Card kodunda bulunmasi
gereken temel islemler ile calisan seviyede kod uretimi

Kullanici tanimli metotlar

- Metot imzalarinin timu

- Kullanici tarafindan girilen kosullarin dile 6zgu kullanimlari

- Standart bir metot icinde bulunabilecek kiicuk kod bloklari
Sabit ve Degisken veri tipleri

- Tamami

Pin Islemleri

- Temel islemleri yerine getirecek metot ve parametrelerin tretimi

o

o

o

o
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Uretilen Kodun Icerigi

» PIM seviyesinde modelleme ile Basic Card koduna
donusumler

- Paket alis verisini saglayacak “Command” prosedirleri

- Prosedur imzalari, aldigi parametreler, gévde kismindaki kosul
iceren kodlar ve geri donus degerleri

o Kullanici tanimli metotlar (Subroutine ve Function)
- Sadece PSM seviyesinde

> Sabit ve Degisken veri tipleri ile sabitlerin tanimlandigi
diger proje dosyalari

- Tamami
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Plan ve Sonuc

» Gelistirmesi devam eden calismamizin icerigi:
- Uretilen kodun verimliligi ve dogruluk testleri

- Otomatik Uretilen kod miktarinin artiriimasina yénelik
calismalar

- Bu sayede otomatik Uretilen kod lGizerinde en az seviyede
degisiklik yapilmasi

» lleriye Donilik Diistinceler

- Farkli akilh kart tiplerine destek

- Platform Bagimsiz Model bu genislemeye olanak verecek sekilde
tasarlandi
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Tesekkiirler

» Sorulariniz?



