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Problem Description

● The popularity of Twitter attracts spammers for advertising, propaganda, 
adult content etc.

● The tweets are considered as spam for following reasons:
○ Containing >3 hashtags (can be considered Hashtag Abuse) and some of them are unrelated.
○ Containing links generated by URL shorteners. Considered as a strong indication.
○ Includes words that are considered as spam (advertisement and adult content related)

○ Posted by different(or same) users in same time period (in the same minute at shortest) which 
are not by Retweeting.
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Problem Description (Examples)

 A Tweet Containing Spam Related Words 
Together with shortened URL

Advertising Spam. 
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Hashtag AbuseNews Spam
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Commercial through Hashtag Abuse

An Attempt for gaining more Followers. An 
Example of Hashtag Abuse.
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Motivation

● There are several methods proposed in order to fight spamming which 
consider the common elements of spam tweets.

○ URL’s posted in tweets [1]
○ Number of Hashtags (BUT doesn’t consider the relation between them)
○ If the tweets are duplicate (Not RT)
○ Usage of spam words [2]

● We propose a system that checks the relationship between hashtags in 
tweets, in addition to the above parameters.

● In this way, we are aiming to improve the accuracy of spam detection on 
Twitter.
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Methodology

● Hashtag Abuse Detection
○ Considering tweets that contain => 2 hashtags.
○ Determining the relation between hashtags by 

■ Extracting keywords from each hashtag
■ Categorizing hashtags using keywords (Can have multiple, each weighted)
■ Checking if they fall into similar categories (Clustering)

● Link Status
○ Checking the presence of shortened URL’s 

● Spam and Non-Spam Words
○ Searching for words in tweets that are spam context

● Duplicate Tweets
○ Checking the latest 10 tweets of each user, to check for any duplicate tweet [2]
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Current Progress
● We have gathered 5k tweets that contain 

more than 1 hashtag. 
● The hashtags are written in CamelCase which 

makes it much more easy to extract the 
keywords in popular hashtags.

○ CamelCase:  WeLikeReading, IBelieveIn 
etc.  NOT currentlylistening

● We consider automatically declaring tweets 
that have more than 7 (subject to change) 
hashtags as spam. 

● Hashtag categories can be as:

○ Culture, Art, History, Sport, Science, 
Health, Philosophy, Religion etc.

○ There will be subcategories
Hashtag Analysis of Tweets
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Expected Results

● We expect to have high amount of precision; at 
least close to performance of some spam 
detection systems proposed for Twitter. 

● We will use Precision, Recall and F-Measure to 
determine the performance of our system. 

● Aim to have least amount of false positives as 
possible.

● We might consider getting duplicate tweets 
together beforehand, to improve the speed of the 
process.

● The process will be repeated frequently to detect 
spam tweets in an instant.
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#Thank #You #For #Listening
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