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Abstract Data stream mining has become an important research area over the
past decade due to the increasing amount of data available today. Sources from
various domains generate a near-limitless volume of data in temporal order. Such
data are referred to as data streams, and are generally nonstationary as the char-
acteristics of data evolves over time. This phenomenon is called concept drift, and
is an issue of great importance in the literature, since it makes models obsolete
by decreasing their predictive performance. In the presence of concept drift, it is
necessary to adapt to change in data to build more robust and effective classifiers.
Drift detectors are designed to run jointly with classification models, updating
them when a significant change in data distribution is observed. In this paper,
we present an implicit (unsupervised) algorithm called One-Class Drift Detector
(OCDD), which uses a one-class learner with a sliding window to detect concept
drifts. We perform a comprehensive evaluation on mostly recent 17 prevalent con-
cept drift detection methods and an adaptive classifier using 13 datasets. The
results show that OCDD outperforms the other methods by producing models
with better predictive performance on both real-world and synthetic datasets.
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1 Introduction

Analyzing streaming data has become an important challenge in data mining as
the amount of data being produced has increased over recent years. It is estimated
that data produced is in the order of zetta-bytes, and it is growing at around 40%
each year (Fan and Bifet, 2013). Data streams are referred to as data arriving con-
tinuously with a large amount of samples. They are potential sources of valuable
information, provided they can be analyzed at the right time (Wares et al., 2019).
Data needs to be processed as it arrives, or it is lost due to the limitations of the
streaming environment. Beforehand, data streams were generally studied in finan-
cial markets (Krawczyk and Woźniak, 2015). However, they are now everywhere
due to recent developments in personalized technologies (e.g, IoT), turning each
individual a data-source (Pariser, 2011).

There are various analytical approaches developed for solving problems in ma-
chine learning, one of them being classification following the idea that data can
be generalized (Duda et al., 2012). A predictive function is modeled, mapping fea-
tures to labels using training data later to be evaluated on test data. The main
assumption for generalization is that data is stationary, where training and test-
ing sets share the same characteristics. However, this assumption is not valid for
most real-world streaming environments, since data shows change with time. This
is known as concept drift (Gama et al., 2014). In such environments, the clas-
sification model becomes inconsistent due to changes in data distribution. The
predictive function fails to generalize data properly, resulting in a decrease in pre-
diction accuracy. Therefore, algorithms that are capable of dealing with the change
under the restrictions of the streaming environments are needed.

The ubiquity of data stream applications has made the concept drift problem
a hot topic. A ”concept drift” exact match search on February 24 2020, Google
Scholar returns 1380, 1790, and 2030 matches for articles published in 2017, 2018,
2019, respectively; it returns 14,400 matches when no time restriction is given.
Concept drift detection methods are of two types: explicit and implicit (Sethi and
Kantardzic, 2017). Explicit (supervised) methods track the prediction performance
of the model and signal a drift if there is a significant decline. They need to
verify the predictions of the classifier before continuing to the next data items.
Therefore, they require the true labels of the data instances to be available right
after classification. Otherwise, these algorithms fail to detect changes on time. This
problem is referred to as verification latency (Masud et al., 2011). Žliobaite (2010)
claims that explicit algorithms are not practically useful as most real-world data
streams have verification latency. Most available techniques to cope with concept
drift are explicit; work on implicit drift detection is limited (Lu et al., 2018).

Implicit (unsupervised) methods do not require labels. They monitor the data
distribution and detect drift in case of significant change; they are more suitable for
real-life scenarios. In stream settings, labels are not available perpetually (Lughofer
et al., 2016). Only a limited number of them are accessible, or they arrive with
delay in certain circumstances (Sethi and Kantardzic, 2017). On Twitter, 500M
tweets are produced every day. Training an online and supervised model for tasks
like sentiment analysis in such environment is very challenging due to the size of
the data. Labeling just 1% (of tweets) can cost over $100K using crowd sourcing
websites like Amazon’s Mechanical Turk, with a worker being paid $1 per 50 tweets
(Sethi and Kantardzic, 2017). This process requires a continuous workforce and
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funding, which may not be available. Furthermore, labeling will have a delay as
they will be processed manually. In many streaming environments, these problems
can be observed. Therefore, streaming algorithms need to work with unlabeled or
sparsely labeled data to be of any use in real-life scenarios (Žliobaite, 2010).

Another motivational example for unsupervised concept drift detection is also
available in our current research agenda, which focuses on a multi-stream environ-
ment (Chandra et al., 2016). In this environment there are separate source data
streams with labels. There is a separate ensemble classifier for each source data
stream. Furthermore, there is a data stream which is referred to as the target
data stream that classifies unlabeled data items. The ensemble classifier of the
target data stream is generated by selecting from the components of the source
data stream ensembles, or one if others are unavailable. However, the target data
stream does not have labels and its ensemble is updated when a concept drift is
detected in the target data stream. In order to detect concept drift in the target
data stream, using an unsupervised method is the only option when the labels
are unavailable. A possible real-life application for this environment can be de-
fined as follows. Consider a credit card application where customer transactions
are classified as safe and unsafe. In this environment each source data stream may
be transactions of safe customers in the separate cities of the country where the
cards are issued. The target stream may be the transactions in a foreign country
for customers from different cities (source data streams).

In this study, we propose an implicit concept drift detection algorithm using a
one-class classifier over a sliding time window. A one-class classifier is trained to
distinguish whether new samples differ from the old. We signal a drift depending
on the percentage of the outliers detected in the sliding window. An approach
similar to the proposed algorithm, D3, is used with a discriminative classifier for
concept drift detection (Gözüaçık et al., 2019). The difference is that D3 monitors
the separability of the old and the new sample distributions, whereas our approach
learns the current distribution and detects drift if new samples are from another
distribution, classified as an outlier with the one-class learner. Furthermore, D3
is limited to detect drifts that show a linear pattern on the feature space. Our
approach can deal with non-linear change as well.

The main contributions of this paper are as follows. We:

– To the best of our knowledge, identify concept drift detection as the continuous
form of the one-class classification process for the first time in the literature;

– Discuss the similarities of concept drift detection and novelty, anomaly or out-
lier detection, and demonstrate how methods for these tasks can also be used
for drift detection;

– Present an effective and simple unsupervised concept drift detection algorithm
that can be useful in environments when labels for new data items are not
available or delayed, and make its implementation public for other researchers;

– Analyze the proposed algorithm on 13 datasets against mainly recent and
most prevalent 17 concept drift detection methods, an adaptive classifier and
an online classifier without any drift adaptation mechanism, and perform a
comprehensive evaluation, showing that our method outperforms the other
approaches in predictive performance.

In Section 2, we define the concept drift detection problem formally. An inclu-
sive review of concept drift detection approaches under the categories of implicit



4 Ömer Gözüaçık, Fazli Can

Original Data Real Concept Dri�
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- change in  p(y|X) 
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Fig. 1 Concept drift types: square objects are the instances; colors represent classes; the
dashed line is the decision boundary.

and explicit is presented in Section 3. We describe our approach in Section 4.
Section 5 introduces the datasets and the experimental setup. In Section 6, we
present the experimental results, and provide a discussion accompanied with some
recommendations on how to use our method in various situations. We conclude
our paper and provide some future research directions in Section 7.

2 Problem Definition

Data stream classification is a supervised learning problem with restrictions on
time and computational power. A data stream consists of data in temporal order,
i.e. D = {(X0, y0), (X1, y1), . . . (Xt, yt), . . .} where Xt represents input features, yt
classes at time t. Each data instance, Xt is first tested, then class labels, yt, is
revealed for evaluation. In this way, the model is always tested on instances that
it has not seen.

The data generation process in streams is generally considered to be stationary.
The data is drawn from a fixed probability distribution p(X, y), which can be
referred to as a concept. However, in real-world applications, the concept can
depend on some hidden context which is not defined explicitly in the features,
changing the process of data generation (Tsymbal, 2004). The cause of this change
can depend on periodicity, change in habits, aging, etc. In such environments,
concept drift is defined as the change of the joint distribution of the set of input
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variables, X, and the target variable, y, at times t0 and t1 (Gama et al., 2014).

pt0(X, y) 6= pt1(X, y) (1)

Changes in data can be investigated as changes in the components of the relation
(Gama et al., 2014). The equation can be expanded as:

p(X, y) = p(X)p(y|X) (2)

Only changes that affect the prediction process require adaptation. Concept drift
types are shown in Figure 1. Virtual concept drift can be defined as a change in
p(X) only. Real concept drift refers to the changes in p(y|X), but a change in p(X)
can also be present. The main difference is that under real concept drift, the old
knowledge (concept) becomes irrelevant, and replacement learning (restructuring
the learning model) is required. Whereas under virtual drift, the old knowledge
is extended with additional data from the same environment, and supplementary
learning (tuning) is needed (Elwell and Polikar, 2011).

In classification tasks, p(y|X) is estimated by training a model on data. The
changes in p(y|X) are highly important as they directly affect the classifiers’ perfor-
mance. However, the true class labels may not be available right after classification.
They can either be delayed or unavailable in some environments (Žliobaite, 2010).
Therefore, it is also necessary to monitor whether changes on the distribution of
features, p(X), affect predictive performance. Most of the implicit concept drift
detection methods assume that changes in p(X) lead to changes in p(y|X). In the
literature, cases where both the posterior probability, p(y|X), and the marginal
distribution of data, p(X), change are identified as rigorous concept drift (Zhang
et al., 2008).

Sudden/Abrupt

Incremental

Gradual

Reoccuring

Outlier

Fig. 2 Concept drift types with respect to rate of change patterns (excluding outlier which
refers to noise in data).

Types of concept drift can be analyzed further by examining the rate of change
when the drift occurs (Ditzler et al., 2015). Four patterns of concept drift are shown
in Figure 2. A concept drift may not be sudden and can last for some period of
time. The term intermediate concept is introduced to describe the transformation
from one concept to another (Lu et al., 2018). During the change from one concept
to another, intermediate concepts may appear depending on the rate of change.
Intermediate concepts can be seen in incremental drift type in Figure 2 as a mixture
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of two concepts: initial (green) and new (blue) concept. It should be noted that a
data stream may have different patterns during different times.

In concept drift detection, the main objective is to design an efficient method
that works simultaneously with the classification model, signaling drift or novelty
when there is a significant change in data characteristics (Faria et al., 2013). The
model is updated accordingly, preventing it from being affected by the change,
hence improving the predictive performance.

3 Related Work

In this section, we present concept drift detection methods under two categories:
implicit and explicit.

3.1 Implicit Concept Drift Detection Methods

There are various approaches specialized for implicit drift detection using clus-
tering, distribution monitoring-based methods, model-dependent methods, and
learner monitoring-based methods (Sethi and Kantardzic, 2017; Hu et al., 2020).

3.1.1 Clustering-Based Methods

The methods in this group use distance or density measures to detect new concepts
(Masud et al., 2011). OLINDDA (Spinosa et al., 2007) uses K-means for clustering
the data. When an unknown sample arrives it is either added to an existing cluster
or to a new profile. MINAS (Faria et al., 2013) is an extension of it for multiclass
problems. DETECTNOD (Hayat and Hashemi, 2010) defines the boundaries of
existing data by clustering. New samples that are out of the defined region are
first clustered and then determined to be drift, depending on their similarity to
existing clusters. Similar ideas are available in information retrieval in the form
of incremental clustering. C2ICM (Can, 1993) identifies new cluster centroids and
falsifies old ones as documents are being processed.

Woo (Ryu et al., 2012), ECSMiner (Masud et al., 2011), GC3 (Sethi et al.,
2016) uses micro-clusters. They first cluster data and then assign each a classifier.
Samples falling out of the clustered region are monitored continuously. If their
density increases, it is identified as a new concept. In such cases, data is clustered
again and the classifiers are reset. SAND (Haque et al., 2016) uses an ensemble of
classifiers each trained on different data. The ensemble is used to create clusters,
and these clusters map the current data regions. If a new region is clustered, a
drift is detected. These methods only work when the drift is clusterable. If the drift
does not have a pattern and occupies new region in space, they are ineffective.

3.1.2 Multivariate Distribution Monitoring-Based Methods

The methods in this group identify each feature in data as a stream and individu-
ally track any changes. A reference is held, representing the properties of the old
data chunks, and it is compared with the new data chunks. If there is a significant
change from the average, a drift is detected. For measuring differences between
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chunks, Hellinger distance, KL-divergence and correlation are generally used (Lee
and Magoules, 2012). PLOVER uses statistical moments and the power spectrum
(de Mello et al., 2019).

These methods are costly in high dimensional data streams as each feature
is monitored. PCA based methods are proposed to reduce the number of fea-
tures to be tracked. However, the results are not in agreement. Kuncheva and
Faithfull (2014) state that monitoring the principal components with top eigen-
values is enough to detect drifts whereas Qahtan et al. (2015) claim the opposite.
Furthermore, all features have equal weight regardless of their importance for clas-
sification. Therefore, they are prone to false alarms and signal a drift even if the
change in the drifting feature is insignificant.

3.1.3 Model-Dependent Methods

There are methods that implicitly track concept drift without assuming the changes
in P (X) will lead changes in P (y|X). They track the posterior probability esti-
mates of the classifier. For that reason, they require probabilistic classifiers that
give P (y|X) of the classes before the final prediction. The Kolmogrov-Smirnov
test and Wilcoxon rank-sum test are used for detecting changes in the estimate
(Dries and Rückert, 2009).

There are other methods that track the confidence of the classifiers by moni-
toring how well the classes are separated with the classifier (Dredze et al., 2010).
They flag a drift depending on the changes of the classification margin among
classes. They hold a reference margin and compare it with the upcoming cases.
The reference margin is continuously updated. With a similar methodology, KL
divergence is used on posterior probability estimates in another drift detection
method (Lindstrom et al., 2013). Depending on how the estimate differs from the
reference case, a drift is detected. With these methods, the size of the problem
is reduced to much smaller dimensions as the number of values to be tracked is
limited by the class count. However, they depend on classifier selection and require
a probabilistic model to be used.

3.1.4 Learner Monitoring-Based Methods

The methods in this group track predictions of the learning model. MD3 (Sethi
and Kantardzic, 2017) monitors the density of the samples in the margin learned
by the model. The margin is the boundary for the classes, being referred to as the
ambiguous region of the model. If the density of the data in this region exceeds
a certain threshold, a drift is detected. PERM (Harel et al., 2014) compares the
empirical risks on the ordered stream data and its random permutations. In a
window, they split data into train and test sets according to their temporal order,
where newer samples are put into the test set. They train a model and calculate
its empirical risk. They claim that the shuffled version of the data should have a
similar risk compared to the ordered data if concept drift is not present. A drift
is signaled if there is a significant difference between the risks calculated with the
ordered and permuted data. ExStream (Demšar and Bosnić, 2018) is based on
observing changes in model explanation. It continuously measures the explanation
of the online learner, and calculates dissimilarities in the stream explanations.
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Then, these dissimilarities are fed to a supervised drift detection algorithm to
detect a drift.

D3 (Gözüaçık et al., 2019) monitors changes in the feature space using a dis-
criminative classifier and signals a drift if new data is separable from the old. Song
et al. (2007) define a statistical test called the density test by applying kernel
density to check if the new data is sampled from the same distribution as the ref-
erence set. SAMM (Pinto et al., 2019) uses Jensen-Shannon divergence to measure
dissimilarity of model scores of the target data and the reference continuously, flag-
ging a drift if the dissimilarity measure exceeds the threshold. These methods are
dependent to the choice of the classifier similar to the model-dependent methods.

3.2 Explicit Concept Drift Detection Methods

The majority of the concept drift detectors are explicit and evaluate the predic-
tive performance of models. They can be classified into three different groups:
sequential, statistical, and window-based methods (Pesaranghader et al., 2018a).
Sequential approaches track the results of the model, signaling a drift when a
pre-defined threshold is exceeded. The Page-Hinckley test and the CUSUM test
(Page, 1954) are members of this group. Statistical approaches evaluate properties
of the results, such as mean and standard deviation. They detect drift if there is
substantial change. DDM (Gama et al., 2004), EDDM (Baena-Garćıa et al., 2006),
RDDM (Barros et al., 2017) and EWMA (Ross et al., 2012) are representatives of
these type of methods.

Window-based methods hold a reference of past results and compare them
to the initial. A sliding window is used to capture the most recent statistical
properties of the data. They signal a drift when there is a significant difference
between the reference and the current window. ADWIN (Bifet and Gavalda, 2007);
Seq2D (Pears et al., 2014); MDDM A, MDDM E, MDDM G (Pesaranghader et al.,
2018b); HDDM A, HDDM W (Fŕıas-Blanco et al., 2014); FHDDM (Pesaranghader
and Viktor, 2016); FHDDMS, FHDDMS A (Pesaranghader et al., 2018a) are ex-
amples of such methods. Explicit methods depend on the true class labels and do
not work properly when they are not present. It is one of the main weaknesses of
these drift detectors.

4 Proposed Approach: OCDD

We propose OCDD (One-Class Drift Detector), an implicit concept drift detector
which uses a one-class classifier with a sliding window. It can be used with any ex-
isting online classifier that does not intrinsically have a drift-adapting mechanism.
A one-class classifier is trained at the start, with the data in the sliding window.
We define start as the time when the sliding window is full. The one-class classifier
is used to estimate the distribution of the new concept, classifying whether new
samples are from the current concept or are outliers. Samples that are classified as
outliers are identified as data from the new concept. Depending on the percentage
of the outliers detected in the sliding window, we signal a drift. We do this process
continuously until there is no new data.
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Sliding Window (w)
Old Data (w(1-ρ)) New Data (wρ)

Dri� Detected
(1)

No Dri� 
(2)

Typical sample Outlier Decision boundary 

Fig. 3 Drift detection workflow: (1): Drift detected. The percentage of outliers exceed the
threshold (ρ). There is a change in the distribution of the data. Samples from the old portion
are discarded and partially filled with samples from the new data window. (2): No drift. There
is no change in the data distribution. The oldest sample is removed and the window is shifted
to the left, filling the empty space.

4.1 Similarities of Concept Drift Detection and One-Class Classification

One-class classification is studied under novelty, anomaly or outlier detection. It
aims to detect if test data differs from the data used in training (Faria et al.,
2016). Data of only one class is available during training. In an earlier work, one-
class classification is identified as concept learning (Tax et al., 2001). Concept in
this context represents the distribution of data similarity, as in drift detection.
According to the data available in training, a decision boundary that spans the
current concept in the feature space is estimated. In the testing phase, a sample
is identified as being either typical or an outlier, depending on where it lies in the
feature space.

One-class classifiers have similarities with concept drift detectors as both aim
to classify whether new samples share similar characteristics to old samples. The
flow of data is of little importance, rather they check if samples are from the same
concept. However, drift detectors monitor the flow of data, and signal a drift if
there is a significant change. To the best of our knowledge, we identify concept
drift detection as the continuous form of one-class classification for the first time in
the literature, as listed in the main contributions. If a one-class classifier is trained
on the streaming data with concept drift, it will classify the new data as outliers
when they form a new concept. By using this observation, we can detect drifts
using one-class classifiers depending on the amount of new data being classified as
an outlier, without explicitly estimating the distributions.
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4.2 Implementation Details of OCDD

Pseudocode of OCCD is given in Algorithm 1. We hold two sliding windows, W to
store the latest data, and O, to store the predictions of the one-class classifier with
size, w. The samples are stored without breaking their temporal order. In both
sliding windows, the left-hand side has older samples and the other side has newer
ones, (Figure 3). For simplicity, we illustrate the method with only one sliding
window, as O stores the results for the predictions of the data in W , which can be
either 1 (typical) or 0 (outlier). In the initialization phase, we train the one-class
classifier with the initial samples. We set the size of initial samples to w, similar to
the sliding windows, but it can be changed depending on the data available before
the stream starts generating data. After initialization, we start processing data.
We wait for the sliding windows to become fully populated: W , with the new data
and O, with the results of the one-class classification. When the windows are full,
we do the first test. We calculate the percentage of outliers (α) detected in the
window. If α is over the threshold, ρ, we signal a drift.

Algorithm 1 OCDD: One-Class Drift Detector

1: procedure OCDD(D, w, ρ):
2: Initialize windows W,O where |W | = |O| = w
3: One-class classifier C .e.g: One-Class SVM
4: Train C .with the available samples
5: for (X, y) in D do .class label (y) is not used
6: if W is not full then
7: W ←W ∪X .i.e., add X to the head of W
8: T = C(X) .classify the new sample with C
9: O ← O ∪ T .T = 1 for outliers and 0 otherwise

10: else
11: α =

∑w

i=1
O[i]/w .measure percentage of outliers

12: if α ≥ ρ then
13: drift = True .drift detected
14: Drop w(1− ρ) elements from the tail of W
15: Retrain C .with the samples available in W
16: else
17: drift = False .no drift
18: Drop 1 element from the tail of W

There are two possible results as illustrated in Figure 3. (1) The percentage
of outliers, α is higher than the threshold: ρ as we indicated above. In this case,
we signal a drift. A significant amount of new data is from a concept different
from the old, as the one-class classifier detects them as outliers. The samples from
the sliding windows except for the latest, wρ, are discarded. The remaining data
is shifted left, where they fill the freed space. The one-class classifier is retrained
with the available data in the window in order to learn the new concept. (2) The
value of α is lower than ρ. There is no drift in this case. The desired amount of the
new samples are from the same concept as the old one since the one-class classifier
detects them as typical. In such circumstance, we remove the data of the oldest
sample and shift the windows left. In both cases, we wait for the windows to get
full and check repeatedly for the drift. This process continues until there is no
more data.
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We use ρ for both the threshold of the percentage of the outliers and the
percentage of new data. They can be set to different parameters individually.
Claiming that ρ percentage of the data is enough to detect a drift, we also think it
can be enough to retrain the one-class classifier, and thus learn the new concept.
The new data section, wρ, needs to be expressive enough to represent the new
concept properly, spanning most of the feature space, depending on the properties
of the data. Therefore, the size of the sliding window, w should be set properly.
If it is too small, the data may not represent a concept. Otherwise, when it is too
large, it may have multiple concepts.

5 Empirical Evaluation

5.1 Datasets

We perform a comprehensive evaluation of our approach on 13 commonly used
real-world and synthetic datasets. Their properties are presented in Table 1. The
datasets are chosen from various application domains, containing a wide range and
number of features and classes.

Table 1 Datasets we use for evaluation1

Name (Reference) #Features #Classes #Samples

R
e
a
l

ELEC (Harries and Wales, 1999) 6 2 45,312
COVTYPE (Blackard et al., 1998) 54 7 581,012
Poker Hand (Dua and Graff, 2017) 10 10 829,201
Outdoor (Losing et al., 2016) 21 40 4,000
Rialto (Losing et al., 2016) 27 10 82,250
Airlines (Expo, 2009) 7 2 539,383
Spam (Sethi and Kantardzic, 2017) 499 2 6,213
Phissing (Sethi and Kantardzic, 2017) 46 2 11,055

S
y
n
th

e
ti
c Rotating Hyperplane (Losing et al., 2016) 10 2 200,000

Moving Squares (Losing et al., 2016) 2 4 200,000
Moving RBF (Losing et al., 2016) 10 5 200,000
Interchanging RBF (Losing et al., 2016) 2 15 200,000
Mixed (Losing et al., 2016) 2 15 600,000

5.2 Experimental Setup

The experiments are implemented in Python using the libraries: Scikit-learn (Pe-
dregosa et al., 2011), Scikit-multiflow (Montiel et al., 2018) and Tornado (Pe-
saranghader et al., 2018a). One-class SVM is used for one-class classification; how-
ever, any one-class method can also be used. Stream classification is done using a
Hoeffding Tree (HT) (Domingos and Hulten, 2000). Similarly, any online method
that does not have a built-in concept drift adaptation mechanism can be employed.
In a recent review, HT and Näıve Bayes were used to evaluate the performance
of multiple drift detectors (Barros and Santos, 2018). HT is chosen specifically as
our goal is to focus on drift detection. We set stream classifier selection as a con-
trol variable in the experiments. We use HT and One-class SVM because of their

1 Datasets are available on: https://github.com/ogozuacik/concept-drift-datasets-scikit-
multiflow
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Table 2 Concept drift detection methods we use for evaluation (excluding HAT which is the
drift adaptive version of the HT)

Method Reference Method Reference

D3 Gözüaçık et al. (2019) HAT Bifet and Gavaldà (2009)

ADWIN Bifet and Gavalda (2007) HDDM A Fŕıas-Blanco et al. (2014)

CUSUM Page (1954) HDDM W Fŕıas-Blanco et al. (2014)

DDM Gama et al. (2004) RDDM Barros et al. (2017)

EDDM Baena-Garćıa et al. (2006) MDDM A Pesaranghader et al. (2018b)

EWMA Ross et al. (2012) MDDM E Pesaranghader et al. (2018b)

FHDDM Pesaranghader and Viktor (2016) MDDM G Pesaranghader et al. (2018b)

FHDDMS Pesaranghader et al. (2018a) Page-Hinckley Page (1954)

FHDDMS A Pesaranghader et al. (2018a) Seq2D Pears et al. (2014)

recognition and effectiveness, as reported in the literature. They are operated with
default parameters. If a drift is detected, the Hoeffding Tree is reset and retrained
with the latest samples available in the new data section of the sliding window for
all drift detection methods. The time and memory requirements of drift detectors
are negligible compared to training and updating the classifiers. Therefore, we do
not provide any efficiency results for them.

For evaluation, we use the Interleaved Test-Then-Train approach, which is uti-
lized extensively in streaming environments (Gama et al., 2014). Whenever a new
sample arrives, it is used by the classification model first for prediction, and an
evaluation metric is stored; then it is used to update the model. We compare
OCDD against 17 drift detection methods, and an adaptive classifier, the Ho-
effding Adaptive Tree (HAT). The methods are presented in Table 2. HAT is a
modified version of the Hoeffding Tree that extends the performance of HT under
concept drift. It constructs alternative branches, and switches them if their predic-
tive accuracy is better. As we are using HT as a base classifier, we add HAT to the
evaluation in order to observe how the concept adaptive version of HT performs
compared to a using concept drift detector with the classifier. We choose the pre-
sented methods specifically as they are available open-source, mainly recent, and
prevalent in the literature. Our goal is to compare OCCD’s performance with as
many well-established methods as possible.

All methods used with default parameters. Apart from D3, they are explicit
methods. OCDD is tested with different choices of hyperparameters: w = [100, 250,
500, 1000, 2500] and ρ = [0.1, 0.2, 0.3, 0.4, 0.5]. We make our implementation pub-
licly available2.

6 Experimental Results and Analysis

6.1 Setting the Parameters of OCDD

The overall accuracy of OCDD with different hyperparameter settings is presented
in Table 3. For brevity, we only show some of the parameter settings we experi-
mented with during our analysis. We observe that both parameters influence pre-
dictive accuracy. Setting w is important as it determines the number of samples
that represent the concept at a time. If it is set very small, the data may not span

2 The source code is available on: https://github.com/ogozuacik/one-class-drift-detection
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Table 3 Overall accuracy of OCDD with multiple parameter settings for each dataset with
the best scores highlighted in bold

Datasets

Parameters of OCDD (w, ρ)

100

0.1

100

0.3

100

0.5

250

0.1

250

0.3

250

0.5

1000

0.1

1000

0.3

1000

0.5

ELEC 85.56 87.33 82.07 88.49 86.22 79.77 82.04 80.91 78.32

COVTYPE 88.31 88.12 86.35 88.59 88.36 82.45 83.15 81.29 81.75

Poker Hand 78.07 76.37 74.01 76.79 75.29 73.48 73.90 70.01 67.87

Outdoor 58.71 58.59 60.15 58.85 62.24 59.95 59.83 60.63 59.73

Rialto 13.18 68.09 60.41 62.56 66.68 52.91 63.23 49.66 38.72

Airlines 59.95 60.31 62.68 60.02 63.16 62.71 61.35 62.01 62.71

Spam 78.27 80.71 85.80 82.97 87.02 87.93 86.67 87.26 87.78

Phissing 69.91 85.32 89.65 83.28 90.56 89.68 90.81 90.27 90.22

Rotating Hyperplane 62.37 84.12 82.60 74.41 86.01 84.09 84.10 87.61 84.85

Moving Squares 87.02 99.36 83.21 99.15 95.89 78.94 90.18 82.05 74.65

Moving RBF 33.04 45.42 46.01 43.48 61.95 40.01 53.31 55.52 38.68

Interchanging RBF 24.95 75.37 30.49 66.51 97.02 25.51 97.46 93.17 44.89

Mixed 35.15 41.62 44.75 38.89 46.15 38.45 43.91 47.58 40.72

the area for a concept. Then, one-class SVM would detect new samples originally
from the concept as outliers, resulting in inaccurately detected drifts. On the other
hand, setting w too large may cause multiple concepts to appear inside the slid-
ing window. This degrades the performance of the one-class classifier, resulting
poor performance on outlier detection, and drift detection. The parameter ρ is
the threshold for the percentage of outliers needed for drift detection, and if it is
set low, OCDD detects drifts needlessly. Even small changes in the data that do
not require the classification model to be retrained are also identified as a drift.
However, when ρ is set high, OCDD is more conservative while signaling drifts,
causing it to ignore drifts which are not abrupt.

For most datasets, setting both w and ρ low or high yields poor predictive per-
formance, as they both affect the number of drifts being detected. We recommend
that there should be a balance between the two, and both should not be set to too
low or high values at the same time. If there is a gradual or an incremental change
in the data (in an application area such as sensor monitoring, where the sensor
gets old and not giving accurate results in time), we recommend using low w or ρ,
making OCDD to be more sensitive to small changes. When the change is abrupt
(monitoring daily trends in social media, where the trend changes suddenly), it
is better to use high w or ρ, resulting OCDD to focus less on small changes in
the data. It should be mentioned that multiple independent learners and multiple
concept drift detectors can be active at the same time reflecting different concerns
for the same data stream. Furthermore, an ensemble of classifiers can be used to
address different worries as well (Elwell and Polikar, 2011; Bonab and Can, 2018).

After analyzing OCDD with multiple parameters, we find that it performs best
for majority of the datasets when w = 250 and ρ = 0.3; and we set these values
as the default parameters. The other methods have default parameters similar to
OCDD. In order to have a better predictive accuracy for a dataset, parameters
may be optimized. We recommend users to tune the parameters starting from
the default. If the user has extra information on the dataset, specifically on the
drift pattern, parameters can be changed to match the nature of that specific data
stream.
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(a) ELEC

(c) Rialto (d) Moving RBF

(b) COVTYPE

Fig. 4 Prequential accuracy of the methods for the selected datasets. Each dataset is divided
into 30 chunks and the results are the averaged prequential accuracies within each chunk.
OCDD, D3 and the remaining top two methods are presented for each dataset. D3 is the
only implicit method other than OCDD; therefore, it is added to the plots regardless of its
performance.

6.2 Comparative Evaluation

The overall accuracies for all methods are presented in Table 4. The best scores are
highlighted in bold for each dataset. The results show that OCDD outperforms
other methods, having the highest average rank when the overall accuracies on
each stream are ranked from the best to worst. Apart from D3, the other methods
are explicit, utilizing more information by using true class labels. They have a
significant advantage over OCDD as they detect drifts by verifying the predictions
of the classifier. However, they are not useful for detecting the drifts in cases
of verification latency, due to their dependence on the true class labels. OCDD
notably performs better on detecting concept drifts with less information.

Explicit methods track the predictive performance and signal a drift in case of
a considerable decrease in accuracy. They first need to observe a drop in predictive
performance, then they detect change. OCDD can react faster to drifts since it
monitors the changes in data characteristics without waiting for the predictive
performance to drop. This can be observed in Figure 4, where we present the
prequential accuracies for 4 datasets. Particularly in plot c, the location of the
drifts which we identify as the places where accuracy drops are in similar points
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for all methods. However, we can observe that OCDD is quicker in adapting in
these situations and the performance of the classifier is better.

The main weakness of OCDD is, it detects drifts redundantly when there are
virtual drifts in which P (X) changes, but P (y|X) does not. The classifier is unnec-
essarily modified and the model loses necessary information. Moreover, it cannot
detect concept drifts in which changes happen only on P (y|X). Even with these
weaknesses, our results confirm that OCDD performs well, outperforming other
methods overall, with the highest rank. Classification without using a drift detec-
tor, NONE, has the second lowest average rank. This shows that drift detection
is necessary to achieve better performing models in evolving data streams. HAT
has a better ranking on overall accuracy to NONE and 3 drift detectors. Even
though, it can create and replace branches as data changes to adapt to the new
concept, it only has a slightly better predictive performance compared to NONE.
Consequently, we observe that retraining the base classifier (HT) results in better
predictive performances than modifying it for most cases. Fifteen drift detectors
have better rankings on overall accuracy compared to HAT.

6.3 Statistical Comparison of the Methods

The Friedman Test with Nemenyi post-hoc analysis is applied to check the sta-
tistical significance of the predictive performance differences. The test is applied
with α = 0.05. The null hypothesis is that there is no significant difference be-
tween the measurements. In other words, the results share the same distribution.
If it fails, the Nemenyi post-hoc analysis is applied in order to see which method
is statistically significantly better. First, the methods are ranked on each dataset
individually, then the average rank for each method is measured. Models that have
better predictive performances have lower averaged ranks. The critical distance for
Nemenyi Significance is calculated according to the values specific to our setting,
using the Critical Values Table for the Two Tailed Nemenyi Test (Demšar, 2006).
We calculate CD = 8.22 (see Figure 5 showing OCDD to be statistically signif-
icantly better than three prominent drift detection methods: DDM, EDDM and
the Page-Hinckley test, and one adaptive classifier: HAT. OCDD is on par with
the remaining ones.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

OCDD
HDDM_W

RDDM
HDDM_A
FHDDMS
MDDM_G
MDDM_E

FHDDM
MDDM_A

FHDDM_A EWMA
CUSUM
D3
Seq2D
ADWIN
HAT
Page Hinckley
DDM
NONE
EDDM

CD

Fig. 5 Critical distance diagram for the overall accuracy using the data provided on Table 4.
(CD=8.22)
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7 Conclusion

In this paper, we introduce OCDD, an implicit algorithm for concept drift detec-
tion. We use a one-class classifier with a sliding time window to monitor whether
new data is generated from a concept different to the current one. We evaluate
OCDD using 13 datasets of a wide variety from different appliaction areas against
17 drift detection methods and an adaptive classifier. Other than D3, the methods
are all supervised. The results demonstrate that OCDD has the highest average
rank in predictive accuracy. Even without utilizing class labels, it is on the same
level with most of the drift detectors statistically, while significantly outperform-
ing three of them and one adaptive classifier (HAT). One of the main issues when
conducting a research on implicit drift detection is the lack of open-source imple-
mentations of the methods. We make our implementation publicly available along
with the datasets used in our experimental analysis.

Future research possibilities include studying incremental one-class classifica-
tion and adapting currently available methods to OCDD (Krawczyk and Woźniak,
2015). During the experiments, we train one-class classifier in batch form, but it
can be improved by using an incremental method which updates itself while the
stream is being processed. Several interesting aspects may be explored further
by using different types of one-class methods such as: Isolation Forests (Liu et al.,
2008) or Local Outlier Factor (Kriegel et al., 2009). We use the default parameters
for OCDD, with which it performs well for the majority of datasets. However, there
are better parameter settings for individual datasets, where performance is higher.
Therefore, an adaptive parameterization method that can dynamically change the
parameters of OCDD according to datasets characteristics can significantly boost
prediction accuracy.
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