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loT: Now Everywhere
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And Growing Very Fast...

GROWTH IN THE INTERNET OF THINGS

THE NUMBER OF CONNECTED DEVICES WILL EXCEED 50 BILLION BY 2020
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With Very High Economic Impacts

Potential economic impact of loT in 2025, including consumer surplus, is $3.9 trillion to $11.1 trillion

Size in 2025’
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Major applications

Monitoring and managing iliness, improving
wellness

Energy management, safety and security,
chore automation, usage-based design of
appliances

Automated checkout, layout optimization,
smart CRM, in-store personalized
promotions, inventory shrinkage prevention

Organizational redesign and worker
monitoring, augmented reality for training,
energy monitoring, building security

Operations optimization, predictive
maintenance, inventory optimization, health
and safety

Operations optimization, equipment
maintenance, health and safety, loT-
enabled R&D

Condition-based maintenance, reduced
insurance

Public safety and health, traffic control,
resource management

Logistics routing, autonomous cars and
trucks, navigation
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How Secure is loT?

* NEW THIS MORNING

Massive DDoS Attack

. . HARRIS COUNTY, TX
Spotify, Twitter, Github, Etsy, and More Go Offline

FOLICE SAY SOMEONE G

Your Smart TV
Spying On You !

https://ahmedbanafa.blogspot.com.tr/2016/10/a-wake-u
iot.html
https://thehacktoday.com/hackers-can-easily-hijack-

monitors-to-watch-your-kids

3. https://thehackernews.com/2015/02/smart-tv-s
4. https://www.thedailybeast.com/the-terrifying-us-israeli-computer-
worm-that-could-cause-world-war-iii



https://ahmedbanafa.blogspot.com.tr/2016/10/a-wake-up-call-for-iot.html
https://thehacktoday.com/hackers-can-easily-hijack-popular-baby-monitors-to-watch-your-kids
https://thehackernews.com/2015/02/smart-tv-spying.html
https://www.thedailybeast.com/the-terrifying-us-israeli-computer-worm-that-could-cause-world-war-iii

How Secure is IoMT?

https://www.wired.com/2015/07/hackers-remotely-Kkill-ieep-highway/



https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

And Al on Top of All...

Offensive Al: a paradigm shift in cyberattacks

1. Impersonation of
trusted users

2. Blending into the
background

3. Faster attacks
with more

effective

consequences

eneratlon of -C berattack its-also-our-best- defence/


https://www.weforum.org/agenda/2019/06/ai-is-powering-a-new-generation-of-cyberattack-its-also-our-best-defence/

loT Security Problems

» Confidentiality

* Device authentication

* Enlarged attack surface

« Data integrity

» Distributed denial of service (DDoS)
* Repudiation

* Device capacity constraints




Security Not The Only Problem
for loMT

* Low latency
 Ultra-reliable communications

* High bandwidth

* Low energy




What Does 5G Promise?

5G Use Cases & Requirements

Key challenge for 5G design: support for different services having diverging requirements

Massive Machine

Type
Communications
(mMTC)
* Low data rates

(1 to 100 kbps)
= High device density
(up to 1,000,000 /km?)
= Latency: Seconds to hours

®= Low power: Up to 15 years
battery life

Smmart City

Gigaby1es in & second

Smart Home'Bubding

Vaice

3D video, UHD screens

Enhanced Mobile Broadband
(eMBB)

Peak data rates: 20 Gbps (DL) and 10 Gbps (UL)
Peak spectral efficiency:

30 bps/Hz (DL) and 15 bps/Hz (UL)

4 ms user plane latency

Indoor/hotspot and enhanced wide-area
coverage

I._Wnrt, and play i the cloud

heakth

g Augmented reality
| Industry automation

Source: ITU-R 565 WP-5D

© 2019 InterDigital, Inc. All Rights Reserved

-reaches-an-anticlimax-at-mwc-

Ultra-Reliable and Low
Latency Communications

Mi“im critical apglication, ( U R L LC)

= Low to medium data rates
(50 kbps to 10 Mbps)

Seif Driving Car
Future IMT
.4). = (0.5 ms user plane latency
= 99.999% reliability and availability

within 1 ms
= High mobility

INTERDIGITAL.



http://telecoms.com/495842/5g-reaches-an-anticlimax-at-mwc-2019/

Two Key Enablers

f Software Defined Networking
? Network Slicing




SDN Architecture

\—L Applications (SDN/Business)

ST O

| POX, OpenDaylight,
Control Plane ' OpenContraiI, ONOS,
Beacon..

SB API ﬁ j[ j[ OpenFIow

Data Plane } ge

A key enabler
for 5G due to
the high
flexibility &
scalability
needs!



OpenFlow

Header Fields | Counters Actions

Ing Eth | Eth Eth  VLAN VLAN IP P IP P Port  Port
Port | Src Dst |Type |ID Prio | Src Dst Proto ToS | Src Dst

match } action
IPSic=103. " | . i
Src=103 }' o Host he Switch tAAC MAC [Eth NLAN |IP t; P TCP tcp F .
IPDst= 102.°.* | 103.06 Port rc dst type |JID Src t Prot  |sport dport |
s3 - . - * - * 5.6.7.8 * * - port6
Host h5 i Switch t/IAC MAC [Eth |LAN fp P P chp tcp I‘\ s
10.3.0.5 j Port  rc dst ftype JD Src  |Dst  |Prot  |sport dport
* * * * * * * * * 22 drop

| 1| st NV
2( R ) 4 > ﬂ Host hd
Host hi 4 N S ’:-‘ 10.2.0.4
10.1.0.1 Host h2 — e —
“g g match ackion
10.1.0.2

match | action " Hosth3 : =
e e forward(3)
Ngress pon = 1 10203 iIPDst« 10203
IPSrc - 103" forward(4) ingross porn « 2 foewardi4)
IPDst=102"" IPDst = 10.2.04

* Figures from “Computer Networking: A Top Down

Approach” by Kurose and Ross




SDN: An Enabler for Network
Security

« Easier collection of network usage information
— Support for improved algorithm design for detecting attacks

« Improved policy enforcement
* Improved anomaly detection

* Intelligent response through selective blocking of malicious
traffic

« Acting on anomalies by diverting specific flows to special
enforcement points/security services

https://www.business.att.com/learn/tech-advice/the-security-
benefits-of-software-defined-networking--sdn-.html#



Use Case: SDN-Enabled VANETs

<-->

Control plane communication
(Wired / LTE / 5G / WiMAX)

Control layer link

€ - = (LTE/5G /| WiMAX)
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Jitendra Bhatia et al., “Software defined vehicular networks: A
comprehensive review,” Int J Commun Syst. 2019.




SDN-Enabled VANETs (SDVN)

« Appropriate Path
» Detailed routing decisions
« Avoidance of congestion due to shortest path node use

« Channel/Frequency
 Availability of multiple wireless interfaces, cognitive radios...
« Adaptive radio frequency selection
« Conserving channel for emergency services

* Transmission Power
« Selection of proper energy level of wireless interfaces and
transmission range through controller’s feedback based on
collection of neighbor information from vehicles

Jitendra Bhatia et al., “Software defined vehicular networks: A
comprehensive review,” Int J Commun Syst. 2019.



SDVN - Specific Use Cases

« Smart Parking

« Smart Grid for Electric Vehicles

Platooning

Emergency response

Maio et al., “Enabling SDN in VANETs: What is the Impact
on Security?” Sensors, 2016.



How Does SDVN Provide Security?

 Smart Parking:

« Sensors (Zigbee, LoRa, Wi-Fi...) vulnerable to
wide range of attacks

« Jamming to prevent reception of sensor data at
WSN gateway, hence RSU --> RSUs gather
detailed info about channel quality, build list of
bad channels

« Eavesdropping on vehicle beacons -->
decoupling ID from vehicle using pseudonym
system switching IDs by RSUC

Maio et al., “Enabling SDN in VANETs: What is the Impact
on Security?” Sensors, 2016.



How Does SDVN Provide Security?

« Smart Grid for Electric Vehicles:
« Malware in infrastructure
 Electrical power level not tolerated by internal
charging component of OBU, shortened battery

life, battery explosion...
* Detect, isolate and mitigate attacks as soon as

they appear
« SDN can detect fixed Electrical Vehicle Supply

Equipment behaving suspiciously and isolate
from network

Maio et al., “Enabling SDN in VANETs: What is the Impact
on Security?” Sensors, 2016.



How Does SDVN Provide Security?

* Platooning:
* Replay attack for messages by platoon leader
-> Use globally synchorized time by controller for all
vehicles / nonce generated by RSUC
« Jamming to prevent beacon receipt by platoon leader
-> Dynamic selection of good channels / channel
blacklisting by controller
* DoS to prevent platoon instructions
-> Adjusting flow timeouts / SDN controller monitoring all
communication, extracting topological and forwarding
information to build holistic graph for comparison with
incoming traffic

Maio et al., “Enabling SDN in VANETs: What is the Impact
on Security?” Sensors, 2016.



SDVN Challenges

* Rapid change management
e Security™”
« Latency control
« Scalability

* Network heterogeneity

* Trustworthiness evaluation, misbehavior detection,
revocation

 Definition of boundaries for SDN integration

Jitendra Bhatia et al., “Software defined vehicular networks: A
comprehensive review,” Int J Commun Syst. 2019.



Attacking SDN

|
\—L Applications (SDN/Business) &

veart [ 1 & 11

X

Control Plane

SBAplﬁ @ j[

Data Plane } ge

| e DoS

« Controller

identity
spoofing

 Route

poisoning



DoS Mitigation Approaches For SDN

« Thresholding techniques

May deny legitimate traffic
« Statistical/entropy-based approaches
Requires expert analysis,

- Rule (policy)-based approaches may be slow, hard to
implement
ML approaches Computing power, dataset issues

« Table entry-based approaches
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One Slice For Each...

https://www.onug.net/blog/5g-network-slicing-and-enterprise-
networking/



https://www.onug.net/blog/5g-network-slicing-and-enterprise-networking/

Why Does Slicing Matter For loT?

» Service quality and reliability guarantees

 Enhanced security through traffic isolation

* Assigning resources that cannot be influenced
by services on different slices

* Like running several different networks on one

physical network

» Ease of network management




Slicing Challenges

Effective and efficient resource allocation

Dynamic slice creation and management

Slice isolation

Virtualization attacks

Mobility management

E2E security policy enforcement
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