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Cryptography, Security, and Privacy 
Research Group

 Cryptography

 Security

 Privacy

 Core Research

 Application Areas
 Cloud Computing

 Passwords and Authentication

 Smart Homes and IoT

 Peer-to-peer Systems

 Blockchain Applications

 E-ID and E-Health Systems

 Game Theory and Mechanism Design

 Provable Security

 ...
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Goal

Cryptographic protocols can 
efficiently and scalably be used to
provide security and privacy for
the next generation systems.
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Confidentiality
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PDP is for Static Data
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Overview

 Secure Cloud Storage

 Problems

 Efficient Dynamic Solutions

 Summary
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Further Work

 Distribution and Replication [EK13a]

 Without increasing complexity 

 Failure Resiliency [CKW13][CKW17]

 Via error-correcting and erasure codes

 PDP vs. POR [EK16][EK19b]

 POR uses erasure codes

 PDP is more efficient

 What happens when the proof fails?

 Official arbitration [K15]
 NOT public verifiability
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Conclusion

 Cloud Storage
 Can efficiently provide confidentiality and integrity of data, 

among multiple servers

 Proof and verification times on the order of milliseconds

 Proof size is a few hundred KB for a few GB file

 Can handle whole file systems or version control systems
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