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g""; Cryptography, Security, and Privacy

N
UN Research Group

= Core Research
= Cryptography
= Security
= Privacy

= Application Areas

» Cloud Computing

» Passwords and Authentication
» Smart Homes and IoT

= Peer-to-peer Systems

» Blockchain Applications

» E-ID and E-Health Systems

» Game Theory and Mechanism Design
» Provable Security
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Goal

Cryptographic protocols can
efficiently and scalably be used to
provide security and privacy for
the next generation systems.
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Untrusted Storage
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Untrusted Storage
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Integrity: Naive Solution 2
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Overview

= Secure Cloud Storage
* Problems
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= Distribution and Replication [EK13a]
= Without increasing complexity
* Failure Resiliency [CKW13][CKW17/]
* Via error-correcting and erasure codes
* PDP vs. POR [EK16][EK19D]
* POR uses erasure codes
= PDP Is more efficient
= What happens when the proof fails?

= Official arbitration [K15]
= NOT public verifiability
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= Dynamic POR
= Cash, Kipcu, Wichs. EUROCRYPT 2013 & Journal of Cryptology 2017,
PORAM
= Shi et al. ACM CCS 2013, Practical DPOR
» Chandran et al. TCC 2014, Locally Updatable and Locally Decodable Codes
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Conclusion

= Cloud Storage
= Can efficiently provide confidentiality and integrity of data,
among multiple servers
» Proof and verification times on the order of milliseconds
= Proof sizeis afew hundred KB for a few GB file
= Can handle whole file systems or version control systems
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Entrepreneurship Timeline

= 2001: Bilkent CS 102 project
= Maplab Map Simulator

= 2004 Bilkent CS 492 Senior Project

» Kasif. Best Senior Project Award
» Google Maps Beta was launched in 2005

= 2008-2010: while still in USA

= Brown University PRIME Entrepreneurship
Program

* Rhode Island Center for Innovation

= 2020: TUBITAK BIGG awards, co-founded:
* FineSci Technology Inc.
= Xtinge Technology Inc.
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