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INTRODUCTION

During the past years, we have witnessed an explosive
growth in our capabilities to both generate and collect
data. Advancesin scientific data collection, the comput-
erization of many businesses, and the recording (log-
ging) of client’s access to networked resources have
generated a vast amount of data. Various data mining
techniques have been proposed and widely employed to
discover valid, novel and potentially useful patternsin
these data.

Traditionally, the two primary goals of data mining
tend to be description and prediction, although de-
scription is considered to be more important in prac-
tice. Recently though, it was realized that the prediction
capabilities of the models constructed by the data min-
ing process can be effectively used to address many
problems related to the allocation of resources in net-
works. For instance, such models have been used to
drive prefetching decisions in the World Wide Web
(Nanopoulos, Katsaros, & Manolopoulos, 2003) or to
schedule data broadcasts in wireless mobile networks
(Saygin & Ulusoy, 2002). The intrinsic attribute of
these environments is that the network records the
characteristics, for example, movements, data prefer-
ences of its clients. Thus, it is possible to infer future
client behaviors by mining the historical information,
which has been recorded by the network.

The present article will highlight the data mining
techniquesthat have been devel oped to achieve efficient
allocation of resources, for example bandwidth, to wire-
less mobile networks or the data mining methods that

have been used in order to reduce the latency associated
with the access of data by wireless mobile clients.

BACKGROUND

We consider a typical wireless Personal Communica-
tions Systems (PCS) (see) with architecture similar to
those used in EIA/TIA 1S-41 and GSM standards. The
PCS serves a geographical area, called coverage area,
where mobile users (MU) can freely roam. The cover-
age area served by the PCS is partitioned into a number
of non-overlapping regions, called cells. At the heart of
the PCS lies a fixed backbone (wireline) network. A
number of fixed hosts are connected to this network.
Each cell is usually served by one base station (BS),
whichisconnectedtothefixed network anditisequipped
with wireless transmission and receiving capability. We
assume that each base station serves exactly one cell.
MUs use radio channels to communicate with BSs and
gain access to the fixed or wireless network. The BSis
responsible for converting the network signaling traffic
and data traffic to the radio interface for communica-
tion with the MU and also for transmitting paging mes-
sages to the MU. Finally, a cell site switch (CSS) will
govern one or more base stations. CSS will provide
access to the serving mobile network, will manage the
radio resources and provide mobility management con-
trol functions (for example, location update).

The coverage area consists of a number of location
areas (LA). Each location area consists of one or more
cells. The MU can freely roam inside a location area
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Figure 1. Architecture of a wireless PCS

without notifying the system about its position. When-
ever it moves to a new location area it must update its
position, reporting the location area it entered. This
procedure is called location update. This is done as
follows: each mobile user is assigned to one database,
the home location register (HLR) (one for each PCS
network), which maintains the profile information re-
garding the user, such as authentication, access rights,
billing, position, and etcetera. Each location area is
associated to one visitor location register (VLR), which
stores the profile of the MUs currently residing in its
respective location area. We assume that each VLR is
associated to one location area and vice-versa. The
search for mobile clients is performed by broadcasting
paging messages to the cells, where the clients might
have moved, until the client is located or the whole
coverage area is searched.

The identity of the cell is continuously being broad-
cast by the cell’s BS, thus the terminal is aware of the
cell it resides. If each mobile terminal records the
sequence of cellsit visits and communicates them back
to the network every time it reports a location area
crossing, then the network can have accurate informa-
tion for the mobile user trajectories inside the cover-
age region.

The concept of resource allocation in wireless mo-
bile environments covers aspects of both network and
data management issues. With respect to network man-
agement, the issue of dynamic bandwidth allocation is
of particular importance. Instead of granting a fixed
frequency spectrum to each cell, irrespective of the
number and needs of the clients residing therein, the
allocated spectrum varies according to the clients’ de-
mands. This necessitates prediction of both future cli-
ents' movements and future data needs. The issue of
client movement prediction is also related to the order
accordingtowhichthe paging messages shoul d be broad-
cast to the cells, so as to guarantee minimum energy
consumption and, at the same time, fast client location
determination.

With respect to the data management issues, apromi-
nent problem is that of reducing the average latency
experienced by the clients while retrieving data from
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the underline infrastructure network or the wireless
network. This problem istightly related to caching data
at various places of the network. The caches can be air-
located, that is, data broadcasting (Karakaya & Ulusoy,
2001), or relocated to specific base stations. Thus, we need
to identify data that will be requested together by the same
client or group of clients, so as to broadcast them during
short time intervals. In addition, we need to deduce future
client movementsto cells so as to “push-cache” datato the
base stations serving these cells (Hadjiefthymiades &
Merakos, 2003; Kyriakakos et al., 2003).

DATA MINING AT THE SERVICE OF
THE NETWORK

We will present the most important research areas
where data mining methodologies are employed to im-
prove the efficiency of wireless mobile networks. The
first areaisthe mobile user location prediction and aims
at deducing future client movements. Location predic-
tion isimportant for both bandwidth allocation and data
placement. The second areais the data broadcast sched-
ule creation and aims at recognizing groups of data
items that are likely to be requested together or during
small timeintervals, so asto place them “closely” inthe
broadcast program.

LOCATION PREDICTION

The issue of predicting future mobile client positions
has received considerable attention (e.g., Aljadhai &
Znati, 2001; Liang & Haas, 2003) in the wireless mobile
networks research community. The focus of these ef-
forts is the determination of the position of a mobile,
given some information about its velocity and direction.
Though most (if not all) of these works make unrealistic
assumptions about the distribution of the velocity and
direction of the mobile terminals. Only recently, data
mining techniques have been employed in order to pre-
dict future trajectories of the mobiles.

Data mining techniques capitalize on the simple
observation that the movement of people consists of
random movements and regular movements and the
majority of mabile users has someregular daily (hourly,
weekly,...) movement patterns and follow these pat-
terns more or less every day.

Several efforts targeting at location prediction ex-
ploited this regularity. The purpose of all these efforts
isto discover movement regularities and code them into
some form of “knowledge,” say, sequences of cell visits.
Thus, for a considered mobile user the system tries to
match its current trajectory with some of the already
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discovered sequences and provide appropriate predictions.

Yavas et al. (2004) proposed a method to derive such
sequences in the form of association rules, which de-
scribe the frequently followed paths by mobile users.
This method is a level-wise algorithm, like the Apriori
(Agrawal & Srikant, 1994), but takes into consideration
the cellular structure of the PCS system. In each itera-
tion, instead of generating all possible candidate paths by
combining the frequent paths discovered in the previous
iteration, it generates only the candidates that comprise
legal paths over the coverage area. Thus, it achieves a
significant reduction in the processing time. Similar
reasoning was followed by Lee & Wang (2003) and Peng
& Chen (2003), though the latter method is based on the
application of the sequential patterns paradigm (Srikant
& Agrawal, 1996).

Unlike the aforementioned works, which treated the
location prediction problem as an association rule gen-
eration problem, the works by Katsaros et al.,(2003) and
by Wu et al. (2001) investigated solutions for it based on
the clustering paradigm. They treated the trajectories of
the mobile users as points in a metric space with an
associated distance function. The first work treated the
trajectories as sequences of symbols (each cell corre-
sponds to a symbol), utilized as distance function the
string-edit distanceand applied hierarchical agglomerative
clustering in order to form clusters of trajectories. Each
cluster is represented by one or more cluster representa-
tives and each representative is a sequence of cells. Simi-
lar methodology was followed by Wu et al. (2001), but
they used the standard Euclidean space and Euclidean
distance function, that is, the L, norm.

SCHEDULING BROADCASTS

For the purpose of discovering data dependencies and
subsequently scheduling the broadcast of these items
closely in time, Saygin & Ulusoy (2002) proposed the
use of association rule mining to the log files of the base
servers, which record the data requests. Having discov-
ered these dependencies, then a correlation graph is
constructed, which depicts the correlated data requests.
Applying a topological sorting over this graph, the au-
thors derive the broadcast schedule. The main character-
istic of this schedule is that items, which are frequently
requested together by the clients, are broadcasted either
consecutive or with very small distance in time. In this
way, the average latency of the clients' requests is sig-
nificantly reduced.

Aiming to reduce the mobile client latency associ-
ated with dataretrieval, the work of Song & Cao (2004)
designed a prefetching scheme for mobile clients. Since
prefetching also consumes system resources such as

bandwidth and power, they considered the system over-
head when designing the prefetching scheme and pro-
posed the cache-miss-initiated prefetch (CMIP) scheme
to address this issue. The CMIP scheme relies on two
prefetch sets. the always-prefetch set and the miss-
prefetch set. The always-prefetch set consists of data
that should always be prefetched if possible. The miss-
prefetch set consists of data that are closely related to
the cache-missed data item. When a cache miss hap-
pens, instead of sending an uplink request to ask for the
cache-missed data item only, the client also requests
for the data items, which are within the miss-prefetch
set. This reduces not only future cache misses but also
the number of uplink requests. Song & Cao proposed
novel algorithmsto mine the association rules and used
them to construct the two prefetch sets.

FUTURE TRENDS

The application of data mining techniques to the im-
provement of wireless networks performance proved
to be an effective tool; though, the proposed techniques
to date are straightforward. More sophisticated meth-
ods are needed to support, for example, data allocation
schemes that utilize the knowledge of user moving
patternsfor proper allocation of shared datain amobile
computing system. In addition, the knowledge discov-
ered from telecommunication alarm data can be used in
finding problems in networks and possibly in predict-
ing severe faults or detecting intrusion attempts. For
these application areas new mining procedures are
needed.

CONCLUSION

Traditionally, the data mining process has been used to
develop models, which describe the data. Recently
though, it was realized that these models can be effec-
tively used to predict characteristics of the data. This
observation hasled to anumber of datamining methods
used to improve the performance of wireless mobile
networks. The aim of the present article is to present
the fields where these methods can be applied and also
to provide an overview of the particular data mining
techniques, which have been developedintothesefields.
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KEY TERMS

Calling Path: A calling path{c,, c,, ..., ¢ ) n>2,isa
sequence o visited cells during a mobile phone call,

wherec,, c,, ..., C, are cell IDs.

Handoff Or Handover: It isthe process of changing
some of the parameters of a channel (frequency, time
slot, spreading code, or a combination of them) associ-
ated with the current connection in progress. Handoffs
are initiated by a client’s movement, by crossing a cell
boundary, or by adeteriorated quality of signal received
on a currently employed channel.

Hierarchical Agglomerative Clustering (HAC):
A family of clustering algorithms, which start with each
individual item in its own cluster and iteratively merge
clusters until all items belong in one cluster.

MANET: A Mobile Adhoc Network (MANET) isa
local network with wireless or temporary plug-in con-
nection, in which mobile or portable devices are part of
the network only while they are in close proximity.

Prefetching: It is the technique of deducing future
client requests for objects based on the current request,
and bringing those objects into the cache in the back-
ground before an explicit request is mode for them.

Push-Caching: Thetechnique of pushing datacloser
to consumers by making an informed guess as to what
the clients may accessin the near future. The concept of
push-caching is closely related to prefetching, but
prefetches are always initiated in response to an on-
demand request.

String Edit Distance: The edit distance between
two strings is defined as the minimum number of edit
operations — insertions, deletions, and substitutions —
needed to transform the first string into the second
(matches are not counted).



