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Abstract. In this paper, we investigate how to achieve veriﬁable
secret sharing (VSS) schemes by using the Chinese Remainder Theorem (CRT). We ﬁrst show that two schemes proposed earlier are not
secure by an attack where the dealer is able to distribute inconsistent
shares to the users. Then we propose a new VSS scheme based on the
CRT and prove its security. Using the proposed VSS scheme, we develop
a joint random secret sharing (JRSS) protocol, which, to the best of our
knowledge, is the ﬁrst JRSS protocol based on the CRT.
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1

Introduction

Threshold cryptography deals with the problem of sharing a highly sensitive secret among a group of users so that only when a suﬃcient number of
them come together can the secret be reconstructed. Well-known secret sharing
schemes (SSS) in the literature include Shamir [18] based on polynomial interpolation, Blakley [2] based on hyperplane geometry, and Asmuth-Bloom [1] based
on the Chinese Remainder Theorem (CRT).
A t-out-of-n secret sharing scheme contains two phases: In the dealer phase,
the dealer shares a secret among n users. In the combiner phase, a coalition of
size greater than or equal to t constructs the secret. We call a SSS verifiable
if each user can verify the correctness of his share in the dealer phase and no
user can lie about his share in the combiner phase. Hence, neither the dealer nor
the users can cheat in a VSS scheme. Veriﬁable secret sharing schemes based on
Shamir’s SSS have been proposed in the literature [6,15]. These schemes have
been extensively studied and used in threshold cryptography and secure multiparty computation [9,14,15].
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There have been just two CRT-based VSS schemes by Iftene [10] and Qiong
et al. [16]. In this paper, we show that these schemes are vulnerable to attacks
where a corrupted dealer can distribute inconsistent shares without detection
such that diﬀerent coalitions will obtain diﬀerent values for the secret. To the
best of our knowledge, these are the only VSS schemes that have been proposed
so far based on the CRT.
A typical application of a VSS scheme is the joint random secret sharing (JRSS) primitive frequently used in threshold cryptography [9,11,14,15]. In a
JRSS scheme, all players act as a dealer and jointly generate and share a random
secret. So far, there have been no JRSS protocols proposed based on the CRT.
In this paper, we ﬁrst show why existing attempts for a CRT-based veriﬁable
secret sharing scheme fail by attacks on the existing schemes. We then propose a
VSS scheme based on the Asmuth-Bloom secret sharing [1] and using this VSS
scheme, we propose a JRSS scheme. To the best of our knowledge the VSS and
JRSS schemes we propose are the ﬁrst secure CRT-based schemes of their kind
in the literature.
The rest of the paper is organized as follows: In Section 2, we describe the
Asmuth-Bloom SSS in detail and introduce the notation we followed in the paper.
The VSS schemes proposed in [10,16] are described Section 3 and their ﬂaws are
analyzed. After presenting our VSS scheme in Section 4, we propose the joint
random scheme in Section 5. Section 6 concludes the paper.

2

Asmuth-Bloom Secret Sharing Scheme

The Asmuth-Bloom SSS [1] shares a secret d among n parties by modular arithmetic such that any t users can reconstruct the secret by the CRT. The scheme
presented in Figure 1 is a slightly modiﬁed version by Kaya and Selcuk [12] in
order to obtain better security properties.
According to the Chinese Remainder Theorem, y can be determined uniquely
in ZMS since y < M ≤ MS for any coalition S of size t.
Kaya and Selcuk [12] showed that the Asmuth-Bloom version presented here
is perfect in the sense that no coalition of size smaller than t can obtain any
information about the secret.
Quisquater et al. [17] showed that when mi s are chosen as consecutive primes,
the scheme has better security properties. In this paper, we will also assume that
all mi s are prime and we will choose them such that pi = 2mi + 1 is also a prime
for 1 ≤ i ≤ n. The notation used in the paper is summarized in Table 1.
For the protocols in this paper, we assume that private channels exist between
the dealer and users. The share of each user is sent via these private channels;
hence no one except the user himself knows the share. Besides, we assume that
a broadcast channel exists and if some data is broadcast each user will read the
same value. Hence an adversary cannot send two diﬀerent values to two diﬀerent
users for a broadcast data.
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– Dealer Phase: To share a secret d among a group of n users, the dealer does
the following:
• A set of relatively prime integers m0 < m1 < . . . < mn are chosen where
m0 is a prime and
t−1
t


mi > m0 2
mn−i+1 .
(1)
i=1

i=1


• Let M denote ti=1 mi . The dealer computes y = d + Am0 where A
is a positive integer generated randomly subject to the condition that
0 ≤ y < M.
• The share of the ith user, 1 ≤ i ≤ n, is yi = y mod mi .
– Combiner Phase: Let S be a coalition of t users gathered to construct the
secret. Let MS denote 
i∈S mi .

be the multiplicative inverse
• Let MS\{i} denote j∈S,j=i mj and MS,i

of MS\{i} in Zmi , i.e., MS\{i} MS,i ≡ 1 (mod mi ). First, the ith user
computes

MS\{i} mod MS .
ui = yi MS,i
• The users ﬁrst compute


y=




ui

mod MS

i∈S

and then obtain the secret d by computing
d = y mod m0 .
Fig. 1. Asmuth-Bloom secret sharing scheme

Table 1. Notations
Notation
n
t

Explanation
The number of users.
The threshold, the minimum number of users required to
construct the secret.
d
The secret to be shared.
m0
A prime; speciﬁes the domain of d ∈ Zm0 .
mi : 1 ≤ i ≤ n The prime modulus for user i.
pi : 1 ≤ i ≤ n A
 nsafe prime, 2mi + 1.
P
i=1 pi .
y
d + Am0 , where A is a random number.
M
The domain of y ∈ ZM .
yi : 1 ≤ i ≤ n y mod mi , the share of user i.
E(y)
The commitment value of an integer y.
S
A coalition of users.

MS
The modulus of coalition S, i∈S mi .
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Analysis of the Existing CRT-Based VSS Schemes

There have been two diﬀerent approaches to achieve VSS by a CRT-based secret
sharing scheme. The ﬁrst one, proposed by Iftene [10], obtains a VSS scheme
from Mignotte’s SSS [13] which is another CRT-based SSS similar to AsmuthBloom. Here, we adapt Iftene’s approach to the Asmuth-Bloom SSS. The scheme
is given in Figure 2.
If the dealer is honest and the discrete logarithm problem is hard, the scheme
in Figure 2 is secure against a dishonest user because the veriﬁcation data,
gi y mod pi , can be used to detect an invalid share from a corrupted user in the
ﬁrst step of the combiner phase.
However, if the dealer is dishonest, he can mount an attack despite the additional veriﬁcation data above: Let y be an integer and yi = y mod mi for
1 ≤ i ≤ n. In the combiner phase of Asmuth-Bloom SSS, the minimum number
of users required
to obtain the secret is t; hence, y = d + Am0 must be smaller
t
than M = i=1 mi . Note that, to reconstruct the secret d, each coalition S must
ﬁrst compute y mod MS where MS ≥ M . If the dealer distributes the shares for
some y > M , then y will be greater than MS for some coalition S of size t.
Hence, S may not compute the correct y value and the correct secret d even
though yi = y mod mi for all i. Therefore, the given VSS scheme cannot detect
this kind of inconsistent shares from the dealer where diﬀerent coalitions end up
with diﬀerent d values. The same problem also arises in Iftene’s original VSS
scheme [10].
– Dealer Phase: To share a secret d ∈ Zm0 among a group of n users with
veriﬁable shares, the dealer does the following:
1. Use the dealing procedure of the Asmuth-Bloom SSS to obtain the shares
yi = y mod mi for each 1 ≤ i ≤ n where y = d + Am0 < M . Choose mi s
such that each pi = 2mi + 1 is also a prime.
2. Let gi ∈ Z∗pi be an element of order mi . The dealer sends yi to the ith
user privately and makes the values pi , gi and zi = giy mod pi public for
1 ≤ i ≤ n. The ith user can ﬁnd whether his share is valid or not by
checking
?

zi ≡ gi yi mod pi .

(2)

– Combiner Phase: Let S be a coalition gathered to construct the secret.
1. The share yi of user i ∈ S can be veriﬁed by the other users in S by the
?

veriﬁcation equation zi ≡ gi yi mod pi .
2. If all shares are valid then the coalition S can obtain the secret d: First,
the ith user computes

MS\{i} mod MS .
ui = yi MS,i

3. Then the users compute y =
i∈S ui mod MS and obtain the secret d
by computing d = y mod m0 .

Fig. 2. Iftene’s CRT-based VSS extension
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– Dealer Phase: To share a secret d ∈ Zm0 among a group of n users with
veriﬁable shares, the dealer does the following:
1. Use the dealing procedure of the Asmuth-Bloom SSS to obtain the shares
yi = y mod mi for all 1 ≤ i ≤ n where y = d + Am0 < M .
2. Let p, q be primes such that q|(p − 1). Construct the unique polynomial
f (x) ∈ Zq [x] where deg(f (x)) = n − 1 and f (mi ) = yi . Construct a random
polynomial f  (x) ∈ Zq [x] where deg(f  (x)) = n − 1. Let zi = f  (mi ) for all
1 ≤ i ≤ n.
3. Let g ∈ Zp with order q, h be a random integer in the group generated by
g and E(a, b) = g a hb mod p for inputs a, b ∈ Z∗q . Compute


Ei = E(fi , fi ) = g fi hfi mod p,
where fi and fi are the (i − 1)th coeﬃcients of f (x) and f  (x), respectively,
for all 1 ≤ i ≤ n. Broadcast Ei s to all users.
4. Send (yi , zi ) secretly to the ith user for all 1 ≤ i ≤ n.
5. To verify the validity of his share, each user checks
?

E(yi , zi ) ≡

n

j=1

Ej mi

j−1

≡

n

j=1

g fj mi

j−1

n




hfj mi

j−1

≡ g yi hzi mod p. (3)

j=1

– Combiner Phase: Let S be a coalition gathered to construct the secret.
1. The share (yi , zi ) of user i ∈ S can be veriﬁed by the other users in S with
? 
mi j−1
mod p.
the veriﬁcation equality E(yi , zi ) ≡ n
j=1 Ej
2. If all shares are valid; the coalition S can obtain the secret d by using the
reconstruction procedure described in Section 2.
Fig. 3. Qiong et al.’s CRT-based VSS extension

Another VSS scheme based on Asmuth-Bloom secret sharing was proposed
by Qiong et al. [16]. Their approach is similar to the VSS of Pedersen [15] based
on Shamir’s SSS. Their scheme is given in Figure 3.
As the scheme shows, Qiong et al. treated the shares of Asmuth-Bloom SSS
as points on a degree-(n − 1) polynomial and adopted the approach of Pedersen
by evaluating the polynomial in the exponent to verify the shares. If the dealer
is honest, the scheme in Figure 3 is secure because the veriﬁcation data can be
used to detect an invalid share from a corrupted user in the ﬁrst step of the
combiner phase.
However, similar to the attack on Iftene’s VSS scheme, if the dealer uses some
y > M and computes the veriﬁcation data by using the shares yi = y mod mi ,
1 ≤ i ≤ n, the veriﬁcation equation (3) holds for each user. But, for a coalition
S where y > MS , the coalition S cannot compute the correct y value and the
secret d.
Note that Iftene’s VSS scheme uses a separate veriﬁcation data for each user;
hence even if all the veriﬁcation equations hold, the secret can still be inconsistent
for diﬀerent coalitions. Quiong et al.’s VSS scheme generates a polynomial f (x)
from the shares as in Feldman’s and Pedersen’s VSS schemes. This polynomial
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is used to check all veriﬁcation equations. But Asmuth-Bloom SSS depends on
the CRT and unlike Shamir’s SSS, here f is not inherently related to the shares.
Hence, even if all the equations hold, the shares can still be inconsistent as we
have shown.

4

Verifiable Secret Sharing with Asmuth-Bloom SSS

As discussed in Section 3, existing CRT-based VSS schemes in the literature
cannot prevent a dealer from cheating. To solve this problem, we will use a range
proof technique originally proposed by Boudot [4] and modiﬁed by Cao et al. [5].
4.1

Range Proof Techniques

Boudot [4] proposed an eﬃcient and non-interactive technique to prove that a
committed number lies within an interval. He used the Fujisaki-Okamoto commitment scheme [8], where the commitment of a number y with bases (g, h) is
computed as
E = E(y, r) = g y hr mod N
where g is an element in Z∗N , h is an element of the group generated by g, and r
is a random integer. As proved in [4,8], this commitment scheme is statistically
secure assuming the factorization of N is not known.
After Boudot, Cao et al. [5] applied the same proof technique with a diﬀerent
commitment scheme
E = E(y) = g y mod N
to obtain shorter range proofs. Here, we will use Cao et al.’s non-interactive
range-proof scheme as a black box. For further details, we refer the user to [4,5].
For our needs, we modiﬁed the commitment scheme as
E = E(y) = g y mod P N

where P = ni=1 pi and N is an RSA composite whose factorization is secret.
Note that even if φ(P ) is known, φ(P N ) cannot be computed since φ(N ) is secret.
Throughout the section, we will use RngPrf(E(y), M ) to denote the range proof
that a secret integer y committed with E(y) is in the interval [0, M ).
4.2

A CRT-Based VSS Scheme

In our VSS scheme, the RSA composite N is an integer generated jointly by the
users and the dealer where its prime factorization is not known. Such an integer
satisfying these constraints can be generated by using the protocols proposed for
shared RSA key generation [3,7] at the beginning of the protocol. Note that we
do not need the private and the public RSA exponents in our VSS scheme as in
the original protocols [3,7]; hence those parts of the 
protocols can be omitted.
n
Let gi ∈ Z∗pi be an element of order mi . Let P = i=1 pi and
 n

 P

g=
gi Pi mod P
(4)
pi
i=1

420

K. Kaya and A.A. Selçuk
– Dealer Phase: To share a secret d ∈ Zm0 among a group of n users with
veriﬁable shares, the dealer does the following:
1. Use the dealing procedure of the Asmuth-Bloom secret sharing scheme
described in Section 2 to obtain the shares
yi = y mod mi

for each 1 ≤ i ≤ n where y = d + Am0 < M = ti=1 mi . Note that the
mi s are large primes where pi = 2mi + 1 is also a prime for 1 ≤ i ≤ n.
2. Let N be an integer whose prime factorization is not known by the users
and the dealer. Compute E(y) = g y mod P N . Send yi to the ith user
secretly for all 1 ≤ i ≤ n and broadcast (E(y), RngPrf(E(y), M )).
3. The ith user checks
?
(5)
gi yi ≡ E(y) mod pi
to verify yi = y mod mi . Then he checks the validity of the range proof
to verify y < M .
– Combiner Phase: Let S be a coalition gathered to construct the secret.
1. The share yi of user i ∈ S can be veriﬁed by the other users in S with
?

the veriﬁcation equality gi yi ≡ E(y) mod pi .
2. If all shares are valid, the participants can obtain the secret d by using the
reconstruction procedure described in Section 2. Otherwise, the corrupted
users are disqualiﬁed.
Fig. 4. CRT-based veriﬁable secret sharing scheme
−1

where Pi = pPi
mod pi for all 1 ≤ i ≤ n, i.e., g is the unique integer in ZP
satisfying g ≡ gi mod pi for all i. Our VSS scheme is described in Figure 4.
4.3

Analysis of the Proposed VSS Scheme

We analyze the correctness of the scheme and its security against passive and
active attackers below:
Correctness. Aside from the veriﬁcation equation, the scheme uses the original
Asmuth-Bloom scheme. Hence, for correctness, we only need to show that when
the dealer and the users are honest, the veriﬁcation equations in the dealer and
combiner phases hold. Note that, the condition y < M is checked in Step 3 of
the dealer phase by using RngPrf(E(y), M )). Furthermore, for a valid share yi ,
E(y) mod pi = g y mod P N mod pi = g y mod pi
= gi y mod pi = gi yi mod pi .
Hence if the dealer and the users behave honestly, the veriﬁcation equation holds
and the ith user veriﬁes that his share is a residue modulo mi of the integer
y < M committed with E(y).
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Security. For the security analysis, we will ﬁrst show that the underlying SSS
is perfect as proved by Kaya et al. [12], i.e., no coalition of size smaller than t
can obtain any information about the secret.
Theorem 1 (Kaya and Selcuk [12]). For a passive adversary with t − 1
shares in the VSS scheme, every candidate for the secret is equally likely, i.e.,
the probabilities Pr(d = d ) and Pr(d = d ) are approximately equal for all
d , d ∈ Zm0 .
Proof. Suppose the adversary corrupts t − 1 users and just observes the inputs
and outputs of the corrupted users without controlling their actions, i.e., the
adversary is honest in user actions but curious about the secret. Let S  be the
adversarial coalition of size t − 1, and let y  be the unique solution for y in ZMS .
According to (1), M/MS  > m0 , hence y  + jMS  is smaller than M for j < m0 .
Since gcd(m0 , MS  ) = 1, all (y  + jMS  ) mod m0 are distinct for 0 ≤ j < m0 ,
and there are m0 of them. That is, d can be any integer from Zm0 . For each value
of d, there are either M/(MS  m0 ) or M/(MS  m0 ) + 1 possible values of y
consistent with d, depending on the value of d. Hence, for two diﬀerent integers
in Zm0 , the probabilities of d equals these integers are almost equal. Note that
M/(MS  m0 ) > m0 and given that m0  1, all d values are approximately
equally likely.
Besides the shares, the only additional information a corrupted user can obtain
is E(y) and RngPrf(E(y), M ). Given that the discrete logarithm problem is hard
and Cao et al.’s range proof technique is computationally secure, the proposed
VSS scheme is also computationally secure.
The shares distributed by a dealer are said to be inconsistent if diﬀerent coalitions
of size at least t obtain diﬀerent values for the secret. The following theorem
proves that the dealer cannot distribute shares inconsistent with the secret.
Theorem 2. A corrupted dealer cannot cheat in the VSS scheme without being
detected. I.e., if the shares are inconsistent with the secret d then at least one
verification equation does not hold.
Proof. Let U = {1, . . . , n} be the set of all users. If the shares are inconsistent,
for two coalitions S and S  with |S|, |S  | ≥ t,








yi MS,i MS\{i} mod MS =
yi MS  ,i MS  \{i} mod MS  .
i∈S 

i∈S

hence,


y=

n




yi MU,i
MU\{i}

mod MU > M,

i=1

because we need at least t + 1 congruences to hold. If this is true then the dealer
cannot provide a valid range proof RngPrf(E(y), M ). So, when a user tries to
verify that y < M , the range proof will not be veriﬁed.
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If the dealer tries to use a diﬀerent y  = y value in the commitment E(y  ) and
generates a valid proof RngPrf(E(y  ), M ), the veriﬁcation equation (5) will not
hold for some user i. Hence, the VSS scheme guarantees that the n distributed
shares are consistent and they are residues of some number y < M .
Theorem 3. A user cannot cheat in the VSS scheme without being detected;
i.e., if a share given in the combiner phase is inconsistent with the secret, then
the verification equation does not hold.
Proof. When a user i sends an incorrect share yi = yi = y mod mi in the
combiner phase, the veriﬁcation equation
?

E(y) ≡ gi yi mod pi
will not hold because E(y) = g y mod P N , pi |P and since the order of gi ∈ Zpi
is mi , the only value satisfying the veriﬁcation equation is yi .

5

Joint Random Secret Sharing

Joint random secret sharing (JRSS) protocols enable a group of users to jointly
generate and share a secret where a trusted dealer is not available. Although
there have been JRSS schemes based on Shamir’s SSS, so far no JRSS scheme
has been proposed based on CRT. Here we describe a JRSS scheme based on the
VSS scheme in Section 4. We ﬁrst modify (1) used in the Asmuth-Bloom secret
sharing scheme in Section 2 as
t


mi > nm0 2

i=1

t−1


mn−i+1 .

(6)

i=1

t
We also change the deﬁnition of M as M = ( i=1 mi )/n . The proposed JRSS
scheme is given in Figure 5.
5.1

Analysis of the Proposed JRSS Scheme

Correctness. Observe that
JRSS scheme
 when(i)all users behave honestly, the
t
works correctly. Let y =
i∈B y . It is easy to see that y <
i=1 mi since
t
(i)
y < M for all i ∈ B, where |B| ≤ n and M = ( i=1 mi )/n . One can see
that yj = y mod mj for all j ∈ B by checking


 (i)
y mod mj =
yj
mod mj = yj mod mj = yj .
i∈B

t
Hence, each yi satisﬁes yi = y mod mi and y < i=1 mi ; so, y can be constructed
with t shares.
For correctness of the veriﬁcation procedure in (7), one can observe that




(i)
E(y (i) ) ≡ g i∈B y ≡ g y ≡ gi yi (mod pi ).
i∈B
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– Dealing Phase: To jointly share a secret d ∈ Zm0 the users do the following:
1. Each user chooses a secret di ∈ Zm0 and shares it by using the VSS scheme
as follows: He ﬁrst computes
y (i) = di + Ai m0
 

where y (i) < M = ( ti=1 mi )/n . Then the secret for the jth user is
computed as
(i)
yj = y (i) mod mj .
(i)

He sends yj to user j secretly for all 1 ≤ i ≤ n and broadcasts
(E(y (i) ), RngPrf(E(y (i) ), M )).
2. After receiving shares the jth user veriﬁes them by using the veriﬁcation
procedure in (5). Let B be the set of users whose shares are veriﬁed correctly. The jth user computes his overall share


 (i)
yj
mod mj
yj =
i∈B

by using the veriﬁed shares.
– Combiner Phase: Let S be a coalition of t users gathered to construct the secret.
1. The share yi of user i ∈ S can be veriﬁed by the other users in S with the
veriﬁcation equation,



yi ?
(j)
E(y ) mod pi .
(7)
g ≡
j∈B


2. If all shares are valid, the participants obtain the secret d =
i∈B di mod
m0 by using the reconstruction procedure described in Section 2.
Fig. 5. CRT-based joint random secret sharing scheme.

Security. We will show that no coalition of size smaller than t can obtain any
information about the secret.
Theorem 4. For a passive adversary with t − 1 shares in the JRSS scheme,
every candidate for the secret is equally likely. I.e., the probabilities Pr(d = d )
and Pr(d = d ) are approximately equal for all d , d ∈ Zm0 .
Proof. Suppose the adversary corrupts t − 1 users and just observes the inputs
and outputs of the corrupted users without controlling their actions, i.e., the
adversary is honest in user actions but curious about the secret. Let S  be the
coalition of the users corrupted by the adversary. The shares are obtained when
each user shares his partial secret di , i.e., the adversary will obtain t − 1 share
for each di . We will prove that the probabilities that di = di and d = di are
almost equal for two secret candidates di , di ∈ Zm0 .
We already proved that the Asmuth-Bloom SSS described in Section 2 is
perfect with equation (1). By using the shares of S  , the adversary can compute
y (i) = y (i) mod MS  . But even with these shares, there are MM  consistent y (i) s
S
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which are smaller than M and congruent to y (i) modulo MS  . By replacing (1)
t
with (6) and changing the deﬁnition of M to ( i=1 mi )/n , the value of the
ratio
t
M
M
i=1 mi
> t−1
≈ t−1
MS 
m
n
n−i+1
i=1
i=1 mn−i+1
is greater than m0 2 . Hence, even with t − 1 shares, there are still m0 2 candidates
for each y (i) which is used to share the secret di . Since gcd(m0 , MS  ) = 1, there
are approximately m0 y (i) s, consistent with a secret candidate di . Hence, for a
secret candidate di the probability that di = di is approximately equal to m10
and the perfectness of the scheme is preserved.
Besides the shares, the only other information the adversary can observe is
the commitments and range proofs. Given that the discrete logarithm problem
is hard and Cao et al.’s range proof scheme is secure, the proposed JRSS scheme
is also computationally secure.
A corrupted user cannot cheat in the JRSS scheme without being detected. Since
we are using a VSS scheme, while user i is sharing his partial secret di , the conditions of the Asmuth-Bloom SSS must be satisﬁed as proved in Theorem 2.
Furthermore, if user i sends an incorrect share in the combiner phase, the veriﬁcation equation (7) will not hold. As a result, we can say that the JRSS scheme
is secure for up to t − 1 corrupted users and no user can cheat in any phase of
the scheme.

6

Conclusion

In this paper, a CRT-based veriﬁable secret sharing scheme is proposed. We
showed that previous solutions for this problem did not guarantee the consistency of the shares. A secure JRSS scheme based on Asmuth-Bloom scheme is
also proposed as a practical application of a VSS scheme. To the best of our
knowledge, the proposed schemes are the ﬁrst CRT-based secure VSS and JRSS
schemes in the literature.
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