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[ Extended Abstract ]

1 Introduction.

Broadcast encryption (BE) is a cryptographic primitive that allows adwaster to encrypt
a content to a specific group of users calpedilegedusers and prevemevokedusers from
decrypting the content even if they collude [6]. In BE schemes, a grousers, called
traitors may collude and form airate decoder In order to trace such action$raitor
tracing (TT) schemes are proposed so that users that contribute to suchedecad be
detected and their keys get revoked [4]. A challenging problem is to niésige and
revoke(T&R) systems which combines the functionalities of both BE and TT schemes.

In this paper, we propose a generic method to obtain T&R schemes fromreEss.
Our construction preserves the main efficiency parameters of the uimgeB{ schemes.
We illustrated this fact by instantiating our construction with some known BEnsebe
These sample instances outperform the existing T&R schemes in either thie ey size
or the ciphertext length. Of a particular interest, we note that one of thesmtrations
yields the first identity based T&R scheme.

2 Background and Definitions

Broadcast Encryption: BE schemes are mostly used to encrypt large digital media.
Therefore encrypting the whole content with the BE scheme directly is nobd glea.
Typically, the data is encrypted with a symmetric encryption scheme while the syimmetr
key used is encrypted with the BE scheme, which is called key and dataseitetam
mechanisms (KEM and DEM respectively). So, a BE scheme, defined inNg:BIEM
structure, consists of the algorithms below: Létdenote the set of all usergl, 2, ..., n}.

e KeyDi st (1™) outputs user private keys;, i € [n] and the public keyP K.
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e Encrypt ( PK,S) givenS C [n], outputs a headérdr and a symmetric keyx
using PK. K is the key to be used in the DEM phaskdr is broadcast so that
privileged users can use it to recovet

e Decrypt ( PK,i,sk;, S, hdr) isrun by the receiver. If i € S, that is the set used
to producehdr, then it must returd<. Otherwise, it returnd..

A BE scheme igorrectif VPK, VS C [n],Vi € S, Decrypt ( PK, sk;, S, hdr) = K,
whenever(PK, ski,...,sk,) < KeyDi st (1) and(hdr, K) <Encrypt ( PK,S).
Confidentiality is satisfied if no collusion of revoked users gets any informatimut the
message with non-negligible probability.

Trace and Revoke Schemes: A trace and revoke (T&R) system is a system which has
both tracing and revoking capabilitiesacing is defined as detecting users who leak their
decryption keys, anckvokingis invalidating the keys of such users. It shares the basic three
algorithms of the broadcast encryption defined above to supportagenc However, for

the clarity of the distinction of the notions, we will rename the algorithm$as gp( 1™) ,
Transm t( PK,S),Recei ve( PK,1,sk;, S, hdr)). We again follow the definition for
KEM design.

We will consider black box tracing, where we assume that we interact wiihagep
decoder in a black box manner, i.e., we can only make decryption queries fur#te
decoder without seeing its inside. So, three necessary assumptions mirateedecoder
are (i) resettability: it does not maintain state, (ii) availability: it remains availablersg
as the tracing process continues, and (iii) usefulness: it succeedsriptiieg ciphertexts
intended for at least one subset with a non-negligible probability. Toerefve call a
decryption boxDg a (o, S)-pirate if its rate of correctly decrypting broadcasts toséet at
leasto. The formal definition of the Trace algorithm of a T&R system is given below.

e Trace( 5, Dg, PK,TK) takes a se$ and a pirateDg, usingPK andT K (which
is the tracing secret key produced3at up() ), it outputs a sefl of accused traitors
whose key(s) must have contributed®g.

Confidentiality of a T&R system is the same as that of BE schemes. A T&R system
satisfies traceability if the probability that an attacker cannot be traced ligibég
Fingerprinting Codes: The fingerprinting codes are the basic mathematical tools em-
ployed in tracing systems. It will also be main tool in our construction. Wer tefthe first
chapter of [[10] for an introductory discussion on fingerprinting coales we give a very
brief definition for fingerprinting codes:

A codewordz over an alphabe® (with |Q| = ¢) is an/-tuplezy, . .., xz, wherex; € @
for 1 < i < ¢. We call a set of codeword$ C Q’ with sizen, an (¢,n,q)-code. Given
an(¢,n, q)-codeC, each codewora € C is considered as a unique fingerprint of a receiver
that has access to an object/functionality through its codeword.

Fingerprinting codes are defined by two algorithmSpdeCGen, | denti fy). The
first algorithmCodeGen( 1) outputs a pair(, tk) whereC is an (¢, n, q)-code with al-
phabet® such that@| = ¢, andtk is a key for identifying purposes (possibly empty).

I denti fy(C,tk,c) is an algorithm which takes a codea stringc € Q¢, and identify-
ing keytk and outputs a codeword indewr 1. The performance of fingerprinting codes is



evaluated according to their capability of identifying traitor codewords. Nradinger-
printing code that is capable of identifying a traitor codeword construgteddmalition of
sizew with failure probability at mostv is called an(«a, w)-identifier fingerprinting code.
When the failure probabilityr = 0, we say it is aw-identifier fingerprinting code. If we
also havew = n, we call it a fully collusion resistant fingerprinting code. In this work, we
will employ binary fingerprinting codes.

3 Generic T&R scheme

In this section we discuss our contribution: efficient and effective desfga generic

trace and revoke scheme from any given BE schéniyy making use of its algorithms
(BKeyDi st , BEncrypt, andBDecr ypt ).

The Main Idea:  Whenever a BE transmission is to be made to a4sdhstead of en-

crypting directly forA, we first partitionA into two subset$3 andC' and encrypt for both
separately.

As part of the black-box tracing, we will query the pirate decoder with sepezial
ciphertexts (that we call tracing ciphertexts) and will infer some partiahimédion on the
traitor keys available to the pirate decoder based on the responses fwengé¢he pirate
decoder. The tracing ciphertexts will simply look like the regular transmissigtisthe
exception that a random message is encryptédittstead of the real message. If the pirate
box turns out to be successful in decrypting such tracing ciphertexinfeethat a pirate
key used to forge that pirate box belongs to a traitor located il séitit does not decrypt
to the correct message then we infer that a pirate key used to forge thigt Ipirx belongs
to a traitor located in sef'. Over a sequence of tracing transmissions for different choices
of B and(C, the tracer collects information on the traitor locations. The tracing partition
will be based on a binary fingerprinting code so that it is possible to locasgtartidentity
after tracing ciphertexts as many as the length of the code.

In this direction, the center sets up a fingerprinting cBde(CodeCGen, | dent i fy)
and generates aft, n, 2)-fingerprinting codeC = {ci,...,c,} in the key distribution
phase: the code defines the s8fs= {i : ¢;[j] = 1}, for bit positionsj = 1,...,¢.

As part of the tracing process, the pirate decoder will be given a p@8Eoéncryptions,
for eachj € [¢] intended for set$' N S; and S \ S; where the latter set of receivers are
actually given a random message. If the pirate box decrypts to the actsshgee we infer
that the pirate key used to forge that pirate box has a 1 (resp. 0) in thiibppi.e. a traitor

is contained in se$; (resp.[n| \ S;). We construct a pirate codeword by markingresp.

0) in the j-th position of a codeword of length When we go through all bit positions, we
end up with a pirate codeword of lengthThat codeword will enable us to identify a traitor
by calling the identifying algorithm of the fingerprinting code. We also takeaexdre to
generate the tracing ciphertexts to be indistinguishable from regular tegter

Formal description of the generic construction:

e TRKeyDi st (1™) The key distribution algorithnTRKeyDi st (1™) of T runs the
key distribution algorithnBKeyDi st ( 1) of B.

This will produce a public key? K and a set of private keysk;, i € [n], which will
be distributed to the receivers. It chooses description of a binaryrfirigéng code
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F=(CodeCGen(),l dentify())thatis publicly samplable b¥() . Here, we note
that the actual codewords are not generated at this moment but the ngte/lés
pre-computed based enand the security parameters. Hence we do not require any
tracing key while the algorithrd( ) and the lengtlt are part of the public key.

Transm t ((PK,Z(),¢),S) The algorithmz( 1", j) first samples a subsét C

[n] for a randomly chosepi € [¢]. It setsS; = UnSandSy = S\ (SNU) that
partitions.S into two (i.e.,S = S; U Sy andS; N Se = 0). A key k is chosen to

be transmitted by the scheme(recall we consider the KEM design, hencensenit

the key to be used in the DEM design). The transmission algorithm then runs the
encryption algorithm of the BE scheme for both subsets and broadcasiefsage

¢ = (c1]|e2) which is obtained as

(hdry, K1) < BEncrypt ( PK,S1), (hdry, K9) < BEncrypt ( PK, Ss)
c1 < hdri||SymEncg, (k), cg < hdra||SymEnck, (k)

Recei ve( PK, sk;, S,c) When user; receives a ciphertext = (c;||c2), it first
parseshdr, andhdrs from ¢; andesy, respectively. Then it pars€g and .S, from
these headers. (We note that depending on the underlying broadcagpteon
scheme, trial-and-error in decryption may suffice instead of specif§ingr S, ex-
plicitly) Then it uses the decryption function Bfto decrypt both ciphertext parts as
BDecrypt ( PK, sk;, S1, hdry) andBDecr ypt ( PK, sk;, So, hdrs) . Since a user
u € S'is either inSy or Sy, it will be able to extract eithek’; or K5 which will enable
the recovery of the key.

Trace( Dg, (PK,Z(),¢),TK) As part of the tracing process we will query the
pirate decodeiD}g (we consider only the case fer = 1 here and put remarks on

o < 1 cases later in the section) with specially designed tracing ciphertexts and ob-
serve the responses of the pirate decoder. The tracing ciphertexiigfarent from
regular ciphertexts in two ways: (i) Instead of using the partition basedsosetimpler

Z( 1™, 4) for randomly choser € ¢, we generate a binary code of lengtby run-

ning #.CodeCGen( 1™) and use the partition based on ghth column(we do this for
everyj € [{]) of the generated code (ii) Rather than encrypting the message for both
subsets in the partition, we encrypt a random message to one of them. mpket®
description of the tracing procedure is summarized in the following algorithm:

Having the following theorem, we will provide the detailed proof and paranzetaky-

sis in the full version of the paper:

Theorem. LetB be a BE scheme that is KEM-IND-CCA secure, &YiMbe a symmetric
encryption scheme that is IND-CCA secure then the trace and revbieenscdesigned
above also satisfies KEM-IND-CCA security.

LetF, be an(ey, t)-identifier fingerprinting code, which can be publicly samplable by

samplerZ() , then for any subsef € [n], a pirate decodeD}, forged by coalitions of at
mostt traitors can be traced using the above algorithm with success probabilityaat le
1 —e;.

Note that this method works only for perfect decoders. We will give thapiete

method including the tracing of imperfect decoders in the full version of #pep
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Algorithm 1 Trace( D}, PK,TK)

1: Produce{W (j)} e < F-Cen(1") 10: ¢ < hdri||SymEnck, (k)
2: Initialize a pirate codeword) < 0°  11: ¢y < hdra||SymEnck,(r)

3: for j < 1toldo 12: ¢ < cyl|er

4 Sj={i:W()[j] =1} 13: k' + Di(c)

5: Sj71 ~ SN Sj 14: if ¥ = kthen

6: Sj72 ~— S \ Sj 15: Wy — 1

7. (hdri, Ki) <BEnc( PK, S; 1) 16:  else

8: (hd?”Q, Kg) +BEnc( PK, Sj,?) 17: Wy < 0

9:  Choosek, r randomly 18: t + F.l denti fy(w) and accuse;

4 Comparison with Existing T&R Schemes

In this section, we will discuss the performance of the resulting T&R scheraesiterges
when we use some of the popular BE schemes in the literature with our cdimstrigch-
nique. The comparison is summarized in Table 1.

Trace&Revoke  Public Private  Ciphertext Security
Schemes Key Size Key Size Size & Type
BV O(vn) O(/n) O/n) Adaptive
FA[7] O(n) O(1) O(y/n) Ad/Generic GM
Our Results

T&R- BGWN O(n) O(1) 0(1) Static
T&R- BGM O(y/n) 0(1) O(y/n) Static
T&R- Del O(n) O(1) O(1) Static/ID-based
T&R- Del O(y/n) O(1) O(y/n) Static/ID-based
T&R- G\ O(m) O(1) 0(1) Static
T&R- G O(n) 0(1) o(1) Ad/ROM/ID-based
T&R- GW O(y/n) 0(1) O(y/n) Ad/ID-based

Table 1: Our construction applied to the BE schemes that are propos@d®hig] and the
results are compared with the T&R schemel of [3] drd [7]. Note that diffexeimemes in
these papers are distinguished by indices. The valuile G/ is the maximum number of
recipients in a single broadcast.

Particularly, we instantiated our method with three different BE schemes wi@atill
call BGW [1], Del [B] (identical to SH[11]), and GW[8]. We comparee ttesults with the
only two known T&R schemes(to the best of our knowledge), namely BWr8]FA [7].

BW and FA hasD(/n) size ciphertexts while they offer a trade-off between public key
and private key sizes, their product bei@gn). Note that the schemes generated by our
method with similar security measures beat their complexities.

Round Complexity Round complexity is the number of queries needed in tracing thus
directly affects the time complexity of tracing. Our construction which Useard] Tardos



codes|[12], has a round complexity@f s> log njog T B ) with an appropriate selection

of parameters. This complexity is similar to that/of [3] Whlchﬁ(s" 1osn 10g 1). However,
an interesting point of our method is that it allows partially coIIu3|on securstoactions
and in such a construction, the round complexity of tracing becomes digadrgerms of
the collusion bound which we call instead ofn.
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