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I nt roducti on

The purpose of this menp is to define a general framework for
particular netrics to be devel oped by the IETF s | P Perfornmance
Metrics effort, begun by the Benchmar ki ng Met hodol ogy Worki ng Group
(BMAG) of the Operational Requirements Area, and being continued by
the I P Performance Metrics Wrking Goup (IPPM of the Transport

Ar ea.

We begin by laying out several criteria for the netrics that we
adopt. These criteria are designed to pronote an | PPM effort that
wi || maxim ze an accurate comon understandi ng by Internet users and
Internet providers of the performance and reliability both of end-
to-end paths through the Internet and of specific 'IP clouds’ that
conpri se portions of those paths.

We next define sone Internet vocabulary that will allow us to speak
clearly about Internet conponents such as routers, paths, and cl ouds.

We t hen define the fundanental concepts of 'netric’ and ’'neasurenent
net hodol ogy’, which allow us to speak clearly about neasuremnent

i ssues. G ven these concepts, we proceed to discuss the inportant

i ssue of measurement uncertainties and errors, and develop a key,
sonewhat subtle notion of howthey relate to the anal ytical franework
shared by nmany aspects of the Internet engineering discipline. W
then introduce the notion of enpirically defined metrics, and finish
this part of the docunment with a general discussion of how netrics
can be 'conposed’

The renmai nder of the docunment deals with a variety of issues related
to defining sound nmetrics and net hodol ogies: how to deal with

i nperfect clocks; the notion of "wire tinme’ as distinct from’ host
tinme’; how to aggregate sets of singleton netrics into sanples and

derive sound statistics fromthose sanples; why it is recomended to
avoi d thinking about Internet properties in probabilistic terns (such
as the probability that a packet is dropped), since these terns often
include inplicit assunptions about how the network behaves; the
utility of defining netrics in ternms of packets of a generic type;
the benefits of preferring | P addresses to DNS host nanes; and the
noti on of 'standard-forned packets. An appendix di scusses the
Anderson-Darling test for gaugi ng whether a set of values matches a
given statistical distribution, and gives C code for an

i npl enentation of the test.

In sone sections of the nenmo, we will surround sone comrentary text
with the brackets {Conment: ... }. W stress that this commentary is



only commentary, and is not itself part of the framework docunent or
a proposal of particular netrics. In sonme cases this comentary wll
di scuss some of the properties of nmetrics that might be envisioned,
but the reader should assune that any such discussion is intended
only to shed light on points nade in the framework docunent, and not
to suggest any specific netrics.

Criteria for | P Performance Metrics

The overarching goal of the IP Perfornmance Metrics effort is to
achieve a situation in which users and providers of Internet
transport service have an accurate conmon understandi ng of the
performance and reliability of the Internet conponent ’'clouds’ that
t hey use/ provi de.

To achieve this, performance and reliability netrics for paths
t hrough the Internet nmust be devel oped. |In several |ETF neetings
criteria for these netrics have been specified:

The netrics nust be concrete and wel | -defi ned,

A et hodol ogy for a nmetric should have the property that it is
repeatable: if the nethodology is used nultiple tinmes under

i dentical conditions, the sane neasurenments should result in the
sane neasurements

The nmetrics nmust exhibit no bias for IP clouds inplenmented with
i dentical technol ogy,

The nmetrics must exhibit understood and fair bias for IP clouds
i mpl enented with non-identical technol ogy,

The nmetrics nmust be useful to users and providers in understandi ng
t he performance they experience or provide,

The netrics must avoid inducing artificial performance goal s.
Term nol ogy for Paths and C ouds

The following list defines terns that need to be precise in the
devel opnent of path netrics. W begin with | owlevel notions of
"host’, 'router’, and 'link’, then proceed to define the notions of
"path’, 'IP cloud , and ’'exchange' that allow us to segment a path
into rel evant pieces.

host A computer capabl e of communi cating using the Internet
protocol s; includes "routers"”.

link A single link-1evel connection between two (or nore) hosts;
i ncludes leased lines, ethernets, frame relay clouds, etc.

router A host which facilitates network-Ievel conmuni cati on between
hosts by forwarding | P packets.

path A sequence of the form< hO, 11, hl, ..., In, hn > where n >=
0, each hi is a host, each li is a |link between hi-1 and hi,
each hl...hn-1is arouter. A pair <li, hi>is terned a ’hop’

In an appropriate operational configuration, the |inks and
routers in the path facilitate network-layer conmmunication of
packets fromhO to hn. Note that path is a unidirectiona
concept .

subpat h
G ven a path, a subpath is any subsequence of the given path
which is itself a path. (Thus, the first and |last elenment of a



subpath is a host.)

cl oudAn undirected (possibly cyclic) graph whose vertices are routers
and whose edges are |inks that connect pairs of routers.
Formal |y, ethernets, frame relay clouds, and other |inks that
connect nore than two routers are nodelled as fully-connected
nmeshes of graph edges. Note that to connect to a cloud neans to
connect to a router of the cloud over a link; this link is not
itself part of the cloud.

exchange
A special case of a link, an exchange directly connects either a
host to a cloud and/or one cloud to another cl oud.

cl oud subpath
A subpath of a given path, all of whose hosts are routers of a
gi ven cl oud.

pat h di gest
A sequence of the form< hO, el, Cl, ..., en, hn > where n >=
0, hO and hn are hosts, each el ... en is an exchange, and each
ClL ... Ch-1is a cloud subpath.

6. Fundamental Concepts
6.1. Metrics
In the operational Internet, there are several quantities related to

the performance and reliability of the Internet that we'd like to
know t he value of. When such a quantity is carefully specified, we

termthe quantity a nmetric. W anticipate that there will be
separate RFCs for each metric (or for each closely related group of
netrics).

In sone cases, there nmight be no obvious neans to effectively measure
the netric; this is allowed, and even understood to be very useful in
sone cases. It is required, however, that the specification of the
netric be as clear as possible about what quantity is being
specified. Thus, difficulty in practical neasurenent is sonetines

al l owed, but anbiguity in meaning is not.

Each metric will be defined in terms of standard units of
nmeasurenent. The international nmetric systemwll be used, with the
foll owi ng points specifically noted:

+ When a unit is expressed in sinple neters (for distance/length) or
seconds (for duration), appropriate related units based on
t housands or thousandths of acceptable units are acceptable.

Thus, distances expressed in kilometers (km, durations expressed
in mlliseconds (ms), or mcroseconds (us) are allowed, but not
centinmeters (because the prefix is not in ternms of thousands or

t housandt hs) .

+ When a unit is expressed in a conbination of units, appropriate
rel ated units based on thousands or thousandths of acceptable
units are acceptable, but all such thousands/thousandths nust be
grouped at the beginning. Thus, kilo-neters per second (kms) is
al l owed, but neters per mllisecond is not.

+ The unit of information is the bit.
+ When netric prefixes are used with bits or with conbinations
i ncluding bits, those prefixes will have their netric neaning

(related to decimal 1000), and not the neaning conventional wth



conputer storage (related to decinal 1024). |In any RFC that

defines a netric whose units include bits, this convention will be
followed and will be repeated to ensure clarity for the reader
+ VWhen a tine is given, it will be expressed in UTC

Note that these points apply to the specifications for nmetrics and
not, for exanple, to packet formats where octets will likely be used
in preference/addition to bits.

Finally, we note that some netrics may be defined purely in ternms of
other metrics; such netrics are call ’'derived netrics’.

6. 2. Measurenent Met hodol ogy

For a given set of well-defined nmetrics, a nunber of distinct
neasur enent net hodol ogies nay exist. A partial list includes:

+ Direct neasurenent of a performance netric using injected test
traffic. Exanple: neasurement of the round-trip delay of an IP
packet of a given size over a given route at a given tine.

+ Projection of a metric fromlower-Ilevel neasurenents. Exanple:
gi ven accurate neasurenents of propagati on delay and bandw dth for
each step along a path, projection of the conplete delay for the
path for an | P packet of a given size.

+ Estimation of a constituent netric froma set of nobre aggregated
nmeasurenents. Exanple: given accurate neasurenents of delay for a
gi ven one-hop path for |IP packets of different sizes, estimation
of propagation delay for the link of that one-hop path.

+ Estimation of a given netric at one time froma set of related
nmetrics at other times. Exanple: given an accurate neasurenent of
flow capacity at a past tinme, together with a set of accurate
del ay measurenents for that past tine and the current tine, and
given a nodel of flow dynamics, estinate the flow capacity that
woul d be observed at the current tinme.

This list is by no neans exhaustive. The purpose is to point out the
vari ety of neasurenent techniques.

VWen a given netric is specified, a given neasurenent approach m ght
be noted and di scussed. That approach, however, is not formally part
of the specification

A met hodol ogy for a metric should have the property that it is
repeatable: if the nethodology is used nultiple tinmes under identica
conditions, it should result in consistent neasurenents.

Backing off a little fromthe word "identical’ in the previous

par agraph, we could nore accurately use the word 'continuity’ to
descri be a property of a given nethodol ogy: a nethodol ogy for a given
netric exhibits continuity if, for small variations in conditions, it

results in small variations in the resulting neasurenents. Slightly
nore precisely, for every positive epsilon, there exists a positive
delta, such that if two sets of conditions are within delta of each
other, then the resulting nmeasurenents will be within epsilon of each
other. At this point, this should be taken as a heuristic driving
our intuition about one kind of robustness property rather than as a
preci se notion.

A metric that has at |east one nethodol ogy that exhibits continuity



is said itself to exhibit continuity.

Note that sone netrics, such as hop-count along a path, are integer-
val ued and therefore cannot exhibit continuity in quite the sense
gi ven above

Note further that, in practice, it may not be practical to know (or
be able to quantify) the conditions relevant to a neasurenent at a
given tinme. For exanple, since the instantaneous |load (in packets to
be served) at a given router in a high-speed w de-area network can

vary widely over relatively brief periods and will be very hard for
an external observer to quantify, various statistics of a given
netric may be nore repeatable, or may better exhibit continuity. In

that case those particular statistics should be specified when the
netric is specified.

Final ly, sonme neasurenent nethodol ogi es nmay be ’'conservative' in the
sense that the act of neasurenent does not nodify, or only slightly
nodi fies, the value of the performance netric the methodol ogy
attenpts to neasure. {Conment: for exanmple, in a w de-are high-speed
networ k under nodest | oad, a test using several small ’'ping packets
to neasure delay would likely not interfere (nuch) with the del ay
properties of that network as observed by others. The corresponding
statement about tests using a large flow to nmeasure flow capacity
would likely fail.}

6. 3. Measurements, Uncertainties, and Errors

+

Even the very best neasurenent nethodol ogies for the very nost well
behaved nmetrics will exhibit errors. Those who devel op such
nmeasur enent net hodol ogi es, however, should strive to:

m nimze their uncertainties/errors,
under stand and docunent the sources of uncertainty/error, and
quantify the ampbunts of uncertainty/error.

For exanpl e, when devel opi ng a nethod for neasuring del ay, understand
how any errors in your clocks introduce errors into your del ay
neasurenent, and quantify this effect as well as you can. In sone
cases, this will result in a requirenment that a clock be at |east up
to a certain quality if it is to be used to make a certain

neasur enent .

As a second exanple, consider the timng error due to measurenent
overheads within the conputer naking the neasurenent, as opposed to
del ays due to the Internet conponent being neasured. The former is a
neasurenent error, while the latter reflects the metric of interest.
Not e that one technique that can help avoid this overhead is the use
of a packet filter/sniffer, running on a separate conputer that
records network packets and tinmestanps them accurately (see the

di scussion of "wire tine’ below). The resulting trace can then be
anal yzed to assess the test traffic, mnimzing the effect of

neasur enent host del ays, or at |east allowi ng those delays to be
accounted for. W note that this technique may prove beneficial even
if the packet filter/sniffer runs on the sane machi ne, because such
nmeasurenents generally provide 'kernel -level’ timestanmping as opposed
to |l ess-accurate 'application-level’ timestanping.

Finally, we note that derived nmetrics (defined above) or netrics that
exhibit spatial or tenmporal conposition (defined bel ow) offer
particul ar occasion for the analysis of nmeasurenment uncertainties,



nanely how the uncertainties propagate (conceptually) due to the
derivation or conposition

7. Metrics and the Anal ytical Franework

As the Internet has evolved fromthe early packet-sw tching studies
of the 1960s, the Internet engineering conmunity has evol ved a conmon
anal ytical framework of concepts. This analytical framework, or A-
frame, used by designers and i nplenmenters of protocols, by those

i nvol ved in neasurenent, and by those who study conputer network
performance using the tools of simulation and anal ysis, has great
advantage to our work. A mmjor objective here is to generate network
characterizations that are consistent in both analytical and
practical settings, since this will naximze the chances that non-
enpirical network study can be better correlated with, and used to
further our understanding of, real network behavior

Whenever possible, therefore, we would |like to devel op and | everage
off of the A-frame. Thus, whenever a netric to be specified is
understood to be closely related to concepts within the A-frame, we
will attenpt to specify the metric in the A-frane’s terns. In such a
specification we will develop the A-frame by precisely defining the
concepts needed for the nmetric, then leverage off of the A-frame by
defining the metric in terms of those concepts.

Such a netric will be called an "analytically specified netric’ or,
nore sinply, an analytical netric.

{Coment: Exanpl es of such analytical netrics mght include:
propagation tinme of a link
The tine, in seconds, required by a single bit to travel fromthe
out put port on one Internet host across a single link to another
I nt ernet host.
bandwi dth of a link for packets of size k
The capacity, in bits/second, where only those bits of the IP
packet are counted, for packets of size k bytes.
rout eThe path, as defined in Section 5, fromAto B at a given tine.

hop count of a route

The value 'n’ of the route path.
}
Note that we nake no a priori list of just what A-frame concepts

will emerge in these specifications, but we do encourage their use
and urge that they be carefully specified so that, as our set of
netrics develops, so will a specified set of A-frame concepts
technically consistent with each other and consonant with the
conmon under st andi ng of those concepts within the general I|nternet

conmuni ty.
These A-frane concepts will be intended to abstract from actua
I nt ernet conponents in such a way that:
+ the essential function of the conponent is retained,
+ properties of the conponent relevant to the netrics we aimto
create are retained,
+ a subset of these conponent properties are potentially defined as

anal ytical nmetrics, and



+ t hose properties of actual Internet conponents not relevant to
defining the metrics we aimto create are dropped.

For exanpl e, when considering a router in the context of packet
forwardi ng, we might nodel the router as a conmponent that receives
packets on an input |ink, queues themon a FlIFO packet queue of
finite size, enploys tail-drop when the packet queue is full, and
forwards themon an output |ink. The transnission speed (in
bits/second) of the input and output links, the latency in the router
(in seconds), and the maxi num size of the packet queue (in bits) are
rel evant anal ytical netrics.

In sone cases, such analytical netrics used in relation to a router
will be very closely related to specific metrics of the performance
of Internet paths. For exanple, an obvious fornmula (L + P/ B)
involving the latency in the router (L), the packet size (in bits)
(P), and the transnission speed of the output link (B) night closely
approxi mate the increase in packet delay due to the insertion of a
gi ven router along a path.

W stress, however, that well-chosen and well-specified A-frane
concepts and their analytical netrics will support nore genera
netric creation efforts in |ess obvious ways.

{Comment: for exanple, when considering the flow capacity of a path,
it my be of real value to be able to nodel each of the routers al ong
the path as packet forwarders as above. Techniques for estinmating
the flow capacity of a path m ght use the maxi rum packet queue size
as a paraneter in decidedly non-obvious ways. For exanple, as the
maxi mum queue size increases, so will the ability of the router to
continuously nove traffic along an output link despite fluctuations
intraffic froman input link. Estinmating this increase, however,
remai ns a research topic.}

Note that, when we specify A-frame concepts and anal ytical netrics,
we will inevitably nmake sinplifying assunptions. The key rol e of

t hese concepts is to abstract the properties of the Internet
conponents relevant to given nmetrics. Judgenment is required to avoid
maki ng assunptions that bias the nodeling and netric effort toward
one ki nd of design.

{Coment: for exanple, routers mght not use tail-drop, even though
tail-drop mght be easier to nodel analytically.}

Finally, note that different elenents of the A-frame m ght well nake
different sinplifying assunptions. For exanple, the abstraction of a
router used to further the definition of path delay nmight treat the
router’s packet queue as a single FIFO queue, but the abstraction of

a router used to further the definition of the handling of an RSVP-
enabl ed packet m ght treat the router’s packet queue as supporting
bounded delay -- a contradictory assunption. This is not to say that
we nake contradictory assunptions at the sanme tinme, but that two
different parts of our work might refine the sinpler base concept in
two divergent ways for different purposes.

{Coment: in nmore mathematical terms, we would say that the A-frame
taken as a whol e need not be consistent; but the set of particul ar
A-frame el enents used to define a particular netric nust be.}

8. Empirically Specified Metrics



There are useful performance and reliability netrics that do not fit
so neatly into the A-frane, usually because the A-frane | acks the
detail or power for dealing with them For exanple, "the best flow
capacity achi evabl e al ong a path using an RFC-2001-conpliant TCP"
woul d be good to be able to nmeasure, but we have no anal ytica
framework of sufficient richness to allow us to cast that flow
capacity as an analytical netric.

These notions can still be well specified by instead describing a
ref erence nethodol ogy for neasuring them

Such a netric will be called an "enmpirically specified metric', or
nore sinply, an enpirical netric.

Such enpirical netrics should have three properties:

+ we shoul d have a clear definition for each in terns of I|nternet
conponents,

+ we shoul d have at | east one effective neans to neasure them and

+ to the extent possible, we should have an (necessarily inconplete)

understanding of the nmetric in terns of the A-frane so that we can
use our neasurenents to reason about the perfornmance and
reliability of A-frame conponents and of aggregations of A-frane
conponent s.

9. Two Forns of Conposition
9.1. Spatial Conposition of Metrics

In sone cases, it may be realistic and useful to define netrics in
such a fashion that they exhibit spatial conposition

By spatial conposition, we nean a characteristic of sone path
nmetrics, in which the nmetric as applied to a (conplete) path can al so
be defined for various subpaths, and in which the appropriate A-frane
concepts for the netric suggest useful relationships between the
netric applied to these various subpaths (including the conplete
path, the various cloud subpaths of a given path digest, and even
single routers along the path). The effectiveness of spatia

conposi tion depends:

+ on the usefulness in analysis of these relationships as applied to
the rel evant A-frame conponents, and
+ on the practical use of the corresponding rel ationships as applied

to netrics and to nmeasurenent nethodol ogi es.

{Coment: for exanple, consider some netric for delay of a 100-byte
packet across a path P, and consider further a path digest <h0, el,
Cl, ..., en, hn> of P. The definition of such a netric m ght include
a conjecture that the delay across P is very nearly the sumof the
correspondi ng netric across the exchanges (ei) and clouds (C) of the
gi ven path digest. The definition would further include a note on
how a corresponding relation applies to rel evant A-frane conponents,
both for the path P and for the exchanges and clouds of the path

di gest .}

When the definition of a netric includes a conjecture that the netric
across the path is related to the netric across the subpaths of the
path, that conjecture constitutes a claimthat the metric exhibits
spatial conposition. The definition should then include:



+

the specific conjecture applied to the netric,

a justification of the practical utility of the conmposition in
terms of naking accurate neasurenments of the netric on the path,
a justification of the useful ness of the conposition in terns of
maki ng anal ysis of the path using A-frame concepts nore effective,
and

an anal ysis of how the conjecture could be incorrect.

9.2. Tenporal Conposition of Formal Models and Enpirical Metrics

10.
10.

In sone cases, it may be realistic and useful to define nmetrics in
such a fashion that they exhibit tenporal conposition

By tenporal conposition, we nean a characteristic of sonme path
nmetric, in which the nmetric as applied to a path at a giventine T is

al so defined for various tinmes t0 <tl < ... <tn < T, and in which
the appropriate A-frame concepts for the nmetric suggests usefu
rel ati onshi ps between the netric applied at tinmes t0, ..., tn and the

netric applied at tine T. The effectiveness of tenporal conposition
depends:

on the usefulness in analysis of these relationships as applied to
the rel evant A-frame conponents, and

on the practical use of the corresponding rel ationships as applied
to netrics and to neasurenent nethodol ogi es.

{Coment: for exanple, consider a netric for the expected flow
capacity across a path P during the five-m nute period surroundi ng
the tine T, and suppose further that we have the correspondi ng val ues
for each of the four previous five-nmnute periods t0, t1, t2, and t3.
The definition of such a netric mght include a conjecture that the
flow capacity at tine T can be estimated froma certain kind of
extrapol ation fromthe values of t0, ..., t3. The definition would
further include a note on how a corresponding relation applies to

rel evant A-frame conponents.

Not e: any (spatial or tenporal) conpositions involving flow capacity
are likely to be subtle, and tenporal conpositions are generally nore
subtl e than spatial conpositions, so the reader should understand
that the foregoing exanple is intentionally naive.}

When the definition of a nmetric includes a conjecture that the netric
across the path at a giventinme Tis related to the nmetric across the
path for a set of other tines, that conjecture constitutes a claim
that the netric exhibits tenporal conposition. The definition should
t hen i ncl ude:

the specific conjecture applied to the netric,

a justification of the practical utility of the conmposition in
terns of nmking accurate nmeasurenents of the netric on the path,
and

a justification of the useful ness of the conposition in terns of
maki ng anal ysis of the path using A-frame concepts nore effective.

| ssues related to Tine
1. dock |ssues
Measurenents of tinme lie at the heart of many Internet metrics.

Because of this, it will often be crucial when designing a
net hodol ogy for nmeasuring a netric to understand the different types



of errors and uncertainties introduced by inperfect clocks. In this
section we define term nology for discussing the characteristics of
cl ocks and touch upon rel ated neasurenent issues which need to be
addressed by any sound net hodol ogy.

The Network Tine Protocol (NTP;, RFC 1305) defines a nomenclature for
di scussing cl ock characteristics, which we will also use when
appropriate [M92]. The main goal of NTP is to provide accurate

ti mekeepi ng over fairly long tine scales, such as mnutes to days,
whil e for neasurenent purposes often what is nore inportant is
short-term accuracy, between the begi nning of the neasurenment and the
end, or over the course of gathering a body of measurenents (a
sanple). This difference in goals sonetines |eads to different
definitions of term nology as well, as discussed bel ow.

To begin, we define a clock’s "offset” at a particular nmoment as the
di fference between the tine reported by the clock and the "true" tine
as defined by UTC. If the clock reports a time Tc and the true tine
is Tt, then the clock’s offset is Tc - Tt.

W will refer to a clock as "accurate" at a particular noment if the
clock’s offset is zero, and nore generally a clock’s "accuracy" is
how cl ose the absolute value of the offset is to zero. For NIP
accuracy also includes a notion of the frequency of the clock; for
our purposes, we instead incorporate this notion into that of "skew
because we define accuracy in terns of a single nmonent in tine rather
than over an interval of tine.

A clock’s "skew' at a particular nonent is the frequency difference
(first derivative of its offset with respect to true tine) between
the clock and true tine.

As noted in RFC 1305, real clocks exhibit sone variation in skew.

That is, the second derivative of the clock’s offset with respect to
true time is generally non-zero. In keeping with RFC 1305, we define
this quantity as the clock’s "drift".

A clock’s "resolution" is the smallest unit by which the clock’s tine
is updated. It gives a | ower bound on the clock’s uncertainty.

(Note that clocks can have very fine resolutions and yet be wildly

i naccurate.) Resolution is defined in terns of seconds. However,
resolution is relative to the clock’s reported tine and not to true
tinme, so for exanple a resolution of 10 ms only means that the clock
updates its notion of time in 0.01 second increnents, not that this
is the true anount of tinme between updates.

{Coment: Systens differ on how an application interface to the clock
reports the time on subsequent calls during which the clock has not
advanced. Sone systens sinply return the sanme unchanged tine as
given for previous calls. Qhers may add a small increnent to the
reported time to mai ntain nonotone-increasing tinmestanps. For
systens that do the latter, we do *not* consider these snal

i ncrenents when defining the clock’s resolution. They are instead an
i mpedi ment to assessing the clock’s resolution, since a natura

nmet hod for doing so is to repeatedly query the clock to determine the
smal | est non-zero difference in reported tines.}

It is expected that a clock’s resolution changes only rarely (for
exanpl e, due to a hardware upgrade).

There are a nunber of interesting nmetrics for which sonme natura



neasur enent et hodol ogi es i nvol ve conparing times reported by two
different clocks. An exanple is one-way packet delay [AK97]. Here,
the tine required for a packet to travel through the network is
nmeasured by conparing the tine reported by a clock at one end of the
packet’s path, corresponding to when the packet first entered the
network, with the tine reported by a clock at the other end of the
pat h, correspondi ng to when the packet finished traversing the

net wor k.

We are thus also interested in term nology for describing how two
clocks C1 and C2 conpare. To do so, we introduce ternms related to

t hose above in which the notion of "true tine" is replaced by the
time as reported by clock CL. For exanple, clock C2's offset
relative to ClL at a particular nonent is Tc2 - Tcl, the instantaneous
difference in tinme reported by C2 and Cl. To di sanbi guate between
the use of the ternms to conpare two cl ocks versus the use of the
terns to conpare to true tine, we will in the fornmer case use the
phrase "relative". So the offset defined earlier in this paragraph
is the "relative offset" between C2 and Cl.

When conparing clocks, the analog of "resolution"” is not "relative
resol ution", but instead "joint resolution", which is the sumof the
resol utions of ClL and C2. The joint resolution then indicates a
conservative | ower bound on the accuracy of any time intervals
conputed by subtracting tinmestanps generated by one clock fromthose
generated by the other.

If two clocks are "accurate" with respect to one another (their
relative offset is zero), we will refer to the pair of clocks as
"synchroni zed". Note that clocks can be highly synchronized yet
arbitrarily inaccurate in ternms of how well they tell true tinme.
This point is inmportant because for many |nternet neasurenents,
synchroni zati on between two clocks is nore inportant than the
accuracy of the clocks. The is sonmewhat true of skew, too: as |ong
as the absolute skew is not too great, then mnimal relative skewis
nore inmportant, as it can induce systematic trends in packet transit
ti mes neasured by conparing tinestanps produced by the two cl ocks.

These distinctions arise because for Internet neasurenent what is
often nmost inportant are differences in time as conputed by conparing
the output of two clocks. The process of conputing the difference
renoves any error due to clock inaccuracies with respect to true
time; but it is crucial that the differences thensel ves accurately
reflect differences in true tine.

Measur enent met hodol ogies will often begin with the step of assuring
that two cl ocks are synchroni zed and have m ni mal skew and drift.
{Coment: An effective way to assure these conditions (and al so cl ock
accuracy) is by using clocks that derive their notion of tine froman
external source, rather than only the host conputer’s clock. (These
latter are often subject to large errors.) It is further preferable
that the clocks directly derive their tine, for exanple by having

i medi ate access to a GPS (d obal Positioning System unit.}

Two inportant concerns arise if the clocks indirectly derive their
time using a network time synchronization protocol such as NTP

First, NTP's accuracy depends in part on the properties

(particularly delay) of the Internet paths used by the NTP peers,
and these mght be exactly the properties that we wi sh to nmeasure,
so it would be unsound to use NTP to calibrate such nmeasurenents.
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Second, NTP focuses on clock accuracy, which can cone at the
expense of short-termclock skew and drift. For exanple, when a
host’s clock is indirectly synchronized to a tine source, if the
synchroni zati on intervals occur infrequently, then the host wll
sonetines be faced with the problemof howto adjust its current,
incorrect time, Ti, with a considerably different, nore accurate
time it has just learned, Ta. Two general ways in which this is

done are to either inmediately set the current tine to Ta, or to
adjust the local clock’s update frequency (hence, its skew) so
that at sone point in the future the local tine Ti’ wll agree
with the nore accurate tine Ta’. The first nechani smintroduces
di scontinuities and can also violate conmmopn assunptions that

ti mestanps are nonotone increasing. |If the host’'s clock is set
backward in tinme, sonetinmes this can be easily detected. |If the
clock is set forward in tine, this can be harder to detect. The
skew i nduced by the second nechani smcan | ead to considerabl e

i naccuraci es when conputing differences in tinme, as discussed
above.

To illustrate why skew is a crucial concern, consider sanples of
one-way del ays between two Internet hosts nade at one m nute
intervals. The true transnission delay between the hosts mn ght

pl ausi bly be on the order of 50 ms for a transcontinental path. |If
t he skew between the two clocks is 0.01% that is, 1 part in 10,000,
then after 10 minutes of observation the error introduced into the
neasurenent is 60 nms. Unless corrected, this error is enough to
conpletely wi pe out any accuracy in the transm ssion del ay
neasurenent. Finally, we note that assessing skew errors between
unsynchroni zed network cl ocks is an open research area. (See [Pa97]
for a discussion of detecting and conpensating for these sorts of
errors.) This shortcom ng makes use of a solid, independent clock
source such as GPS especially desirable.

2. The Notion of "Wre Tine"

I nternet neasurenent is often conplicated by the use of Internet
hosts thensel ves to performthe neasurenent. These hosts can

i ntroduce del ays, bottlenecks, and the |like that are due to hardware
or operating systemeffects and have nothing to do with the network
behavior we would |ike to neasure. This problemis particularly
acute when tinestanpi ng of network events occurs at the application
| evel .

In order to provide a general way of tal king about these effects, we
i ntroduce two notions of "wire tinme". These notions are only defined
interms of an Internet host H observing an Internet link L at a
particul ar | ocation

For a given packet P, the "wire arrival time’ of Pat Hon L is
the first time T at which any bit of P has appeared at H's
observational position on L.

For a given packet P, the "wire exit tine’ of Pat Hon L is the
first time T at which all the bits of P have appeared at H's
observational position on L.

Note that intrinsic to the definition is the notion of where on the
link we are observing. This distinction is inmportant because for

| arge-latency links, we may obtain very different tines depending on
exactly where we are observing the link. W could allowthe



observational position to be an arbitrary location along the link
however, we define it to be in terms of an Internet host because we
anticipate in practice that, for IPPMnetrics, all such timng wll
be constrained to be performed by Internet hosts, rather than
speci al i zed hardware devices that mght be able to nmonitor a |ink at
| ocati ons where a host cannot. This definition also takes care of
the problemof |inks that are conprised of multiple physica
channel s. Because these nultiple channels are not visible at the IP
| ayer, they cannot be individually observed in terns of the above
definitions.

It is possible, though one hopes unconmon, that a packet P mi ght make
nultiple trips over a particular link L, due to a forwarding | oop
These trips mght even overlap, depending on the |ink technol ogy.
Whenever this occurs, we define a separate wire tine associated with
each instance of P seen at Hs position on the link. This definition
is worth maki ng because it serves as a rem nder that notions |ike
*the* unique tinme a packet passes a point in the Internet are

i nherently slippery.

The termwire tinme has historically been used to | ocosely denote the
time at which a packet appeared on a link, wthout exactly specifying
whether this refers to the first bit, the last bit, or sone other
consideration. This informal definition is generally already very
useful, as it is usually used to make a distinction between when the
packet’s propagation del ays begin and cease to be due to the network
rat her than the endpoint hosts.

When appropriate, netrics should be defined in terns of wire tines
rather than host endpoint tines, so that the nmetric’'s definition

hi ghlights the issue of separating delays due to the host fromthose
due to the network.

We note that one potential difficulty when dealing with wire tines
concerns |P fragments. It nmay be the case that, due to
fragnentation, only a portion of a particular packet passes by H's

| ocation. Such fragnents are thenselves |egiti mate packets and have
wel | -defined wire tinmes associated with them but the larger IP
packet corresponding to their aggregate nay not.

We al so note that these notions have not, to our know edge, been
previously defined in exact terns for Internet traffic.
Consequently, we nmay find with experience that these definitions
requi re sone adjustment in the future.

{Coment: It can sonetines be difficult to neasure wire tines. One
technique is to use a packet filter to nmonitor traffic on a link

The architecture of these filters often attenpts to associate with
each packet a tinestanp as close to the wire tinme as possible. W
not e however that one conmon source of error is to run the packet
filter on one of the endpoint hosts. 1In this case, it has been
observed that sonme packet filters receive for some packets timestanps
correspondi ng to when the packet was *schedul ed* to be injected into
the network, rather than when it actually was *sent* out onto the
network (wire tine). There can be a substantial difference between
these two times. A technique for dealing with this problemis to run
the packet filter on a separate host that passively nmonitors the
given link. This can be problematic however for sone |ink
technol ogi es. See [Pa97] for a discussion of the sorts of errors
packet filters can exhibit. Finally, we note that packet filters
will often only capture the first fragnment of a fragmented | P packet,
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due to the use of filtering on fields in the IP and transport
protocol headers. As we generally desire our neasuremnent

nmet hodol ogi es to avoid the conplexity of creating fragnented traffic,
one strategy for dealing with their presence as detected by a packet
filter is to flag that the neasured traffic has an unusual form and
abandon further analysis of the packet timng.}

Si ngl etons, Sanples, and Statistics

Wth experience we have found it useful to introduce a separation
between three distinct -- yet related -- notions:

By a 'singleton’” metric, we refer to netrics that are, in a sense
atomc. For exanple, a single instance of "bul k throughput
capacity" from one host to another m ght be defined as a singleton
nmetric, even though the instance involves measuring the timng of
a nunber of Internet packets.

By a 'sample’ netric, we refer to netrics derived froma given
singleton netric by taking a nunmber of distinct instances

toget her. For exanple, we mght define a sanple nmetric of one-way
del ays fromone host to another as an hour’s worth of

neasur enents, each nade at Poisson intervals with a nean spacing
of one second.

By a 'statistical’ nmetric, we refer to netrics derived froma

gi ven sanple netric by conputing sone statistic of the val ues
defined by the singleton nmetric on the sanple. For exanple, the
mean of all the one-way del ay val ues on the sanple given above
m ght be defined as a statistical netric.

By applying these notions of singleton, sanple, and statistic in a
consi stent way, we will be able to reuse | essons | earned about how to
define sanples and statistics on various netrics. The orthogonality
anong these three notions will thus make all our work nore effective
and nmore intelligible by the conmunity.

In the remmi nder of this section, we will cover sone topics in
sanpling and statistics that we believe will be inportant to a
variety of netric definitions and neasurenment efforts.

1. Methods of Collecting Sanples

The main reason for collecting sanples is to see what sort of
variations and consistencies are present in the nmetric being
neasured. These variations mght be with respect to different points
in the Internet, or different nmeasurenent tines. Wen assessing

vari ati ons based on a sanple, one generally nakes an assunption that
the sanple is "unbiased", meaning that the process of collecting the
neasurenents in the sanple did not skew the sanple so that it no

| onger accurately reflects the netric’s variations and consi stenci es.

One common way of collecting sanmples is to nake neasurenents
separated by fixed ampunts of tine: periodic sanmpling. Periodic
sanpling is particularly attractive because of its sinplicity, but it
suffers fromtwo potential problens:

If the metric being neasured itself exhibits periodic behavior
then there is a possibility that the sanpling will observe only
part of the periodic behavior if the periods happen to agree
(either directly, or if oneis a nultiple of the other). Related
to this problemis the notion that periodic sanpling can be easily
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anticipated. Predictable sanpling is susceptible to manipul ation
if there are nechani sns by which a network conponent’s behavi or
can be tenporarily changed such that the sanpling only sees the
nodi fi ed behavi or

The act of neasurenent can perturb what is being neasured (for
exanpl e, injecting nmeasurenent traffic into a network alters the
congestion level of the network), and repeated periodic
perturbations can drive a network into a state of synchronization
(cf. [FJ94]), greatly magnifying what mght individually be m nor
ef fects.

A nmore sound approach is based on "random additive sanpling": sanples
are separated by independent, randomy generated intervals that have
a common statistical distribution G(t) [BW2]. The quality of this
sanmpl i ng depends on the distribution (t). For exanple, if t)
generates a constant value g with probability one, then the sanpling
reduces to periodic sanpling with a period of g.

Random addi ti ve sanpling gains significant advantages. |n general
it avoi ds synchronization effects and yields an unbi ased estimate of
the property being sanpled. The only significant drawbacks with it
are:

it conplicates frequency-domain anal ysis, because the sanples do
not occur at fixed intervals such as assuned by Fourier-transform
t echni ques; and

unless G(t) is the exponential distribution (see below), sanpling
still remains sonewhat predictable, as discussed for periodic
sanpl i ng above.

1.1. Poi sson Sanpling

It can be proved that if Gt) is an exponential distribution with
rate | anbda, that is

Gt) =1 - exp(-lanmbda * t)

then the arrival of new sanples *cannot* be predicted (and, again
the sanpling is unbiased). Furthernore, the sanmpling is
asynptotically unbiased even if the act of sanmpling affects the
network’s state. Such sanpling is referred to as "Poi sson sanpling".
It is not prone to inducing synchronization, it can be used to
accurately collect measurenments of periodic behavior, and it is not
prone to mani pul ati on by anticipating when new sanples will occur

Because of these val uable properties, we in general prefer that
sanpl es of Internet nmeasurements are gathered using Poisson sanpling.
{Coment: We note, however, that there may be circunstances that
favor use of a different Gt). For exanple, the exponentia

di stribution is unbounded, so its use will on occasion generate

| engt hy spaces between sanpling tinmes. W might instead desire to
bound the | ongest such interval to a maxi num val ue dT, to speed the
convergence of the estimation derived fromthe sanpling. This could
be done by using

Gt) = Unif(0, dT)
that is, the uniformdistribution between 0 and dT. This sanpling,

of course, becones highly predictable if an interval of nearly length
dT has el apsed w thout a sanple occurring.}
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Inits purest form Poisson sanpling is done by generating

i ndependent, exponentially distributed intervals and gathering a
singl e measurenent after each interval has elapsed. It can be shown
that if starting at tine T one perforns Poi sson sanpling over an
interval dT, during which a total of N neasurenents happen to be
made, then those nmeasurenents will be uniformy distributed over the
interval [T, T+dT]. So another way of conducting Poisson sanpling is
to pick dT and N and generate N random sanmpling times uniformy over
the interval [T, T+dT]. The two approaches are equival ent, except if
N and dT are externally known. |n that case, the property of not
being able to predict nmeasurenment tines is weakened (the other
properties still hold). The N dT approach has an advant age t hat
dealing with fixed values of N and dT can be sinpler than dealing
with a fixed | anbda but variabl e nunbers of neasurenments over
vari abl y-sized intervals.

1.2. Geonetric Sanpling

Closely related to Poisson sanpling is "geonetric sanpling”, in which
external events are neasured with a fixed probability p. For

exanpl e, one mght capture all the packets over a link but only
record the packet to a trace file if a randomy generated nunber
uniformy distributed between 0 and 1 is less than a given p
Ceonetric sanpling has the sanme properties of being unbiased and not
predi ctable i n advance as Poi sson sanpling, so if it fits a
particular Internet neasurenent task, it too is sound. See [CPB93]
for nore discussion.

1.3. Generating Poisson Sanpling Intervals

To generate Poisson sanpling intervals, one first determnes the rate
| anbda at which the singleton measurenments will on average be nade
(e.g., for an average sanpling interval of 30 seconds, we have | anbda
= 1/30, if the units of tinme are seconds). One then generates a
series of exponentially-distributed (pseudo) random nunmbers E1, E2,
..., BEn. The first measurenent is made at tine E1, the next at tine
E1+E2, and so on.

One techni que for generating exponentially-distributed (pseudo)
random nunbers is based on the ability to generate UL, U2, ..., Un,
(pseudo) random nunbers that are uniformy d|str|buted betmeen 0 and
1. Many conputers provide libraries that can do this. G ven such

U, to generate Ei one uses:

Ei =-log(U) / |anbda
where log(U) is the natural logarithmof U . {Comment: This
technique is an instance of the nore general "inverse transfornt
nmet hod for generating random nunbers with a given distribution.}
| mpl ement ation details:
There are at least three different nethods for approxi mati ng Poi sson
sanmpl i ng, which we describe here as Methods 1 through 3. Method 1 is
the easiest to inplement and has the nost error, and nethod 3 is the
nost difficult to inplenent and has the least error (potentially
none) .

Method 1 is to proceed as foll ows:
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Generate E1 and wait that |ong.
Perform a neasurenent.
Generate E2 and wait that |ong.
Perform a neasurenent.
Generate E3 and wait that |ong.
Perform a neasur enent

oukwNE

The problemw th this approach is that the "Performa measurenent"”
steps thenselves take tine, so the sanpling is not done at tines El
E1+E2, etc., but rather at E1l, E1+ML+E2, etc., where M is the anount

of time required for the i'th neasurement. |If M is very smal
conpared to 1/l anbda then the potential error introduced by this
technique is likewise small. As M becones a non-negligible fraction

of 1/1 anbda, the potential error increases.

Method 2 attenpts to correct this error by taking into account the
amount of tine required by the neasurenents (i.e., the M’'s) and
adjusting the waiting intervals accordingly:

1. Cenerate E1 and wait that |ong.

2. Performa neasurenment and neasure ML, the tinme it took to do so
3. Generate E2 and wait for a tinme E2-M.

4. Performa neasurenent and neasure M2 ..

Thi s approach works fine as long as E{i+1} >>= M. But if Ei+1} < M
then it is inpossible to wait the proper anmpbunt of tine. (Note that
this case corresponds to needing to performtwo neasurenents

si mul t aneousl y.)

Method 3 is generating a schedul e of nmeasurenent tinmes E1, ELl+E2,
etc., and then sticking to it:

1. Generate E1, E2, ..., En.
2. Compute neasurenent tinmes T1, T2, ..., Tn, as Ti = E1 + ... + Ei.
3. Arrange that at tines T1, T2, ..., Tn, a measurenment is made.

By al |l owi ng si nmul taneous nmeasurenents, Method 3 avoids the
shortcom ngs of Methods 1 and 2. If, however, simultaneous
neasurenents interfere with one another, then Method 3 does not gain
any benefit and may actually prove worse than Methods 1 or 2.

For Internet phenonena, it is not known to what degree the

i naccuraci es of these nmethods are significant. |If the M’'s are nmuch
| ess than 1/1 anbda, then any of the three should suffice. |If the
M's are less than 1/1 anbda but perhaps not greatly |ess, then Method
2 is preferred to Method 1. |f sinultaneous neasurenents do not
interfere with one another, then Method 3 is preferred, though it can
be consi derably harder to inplenent.

2. Sel f-Consi stency

A fundanmental requirenent for a sound nmeasurenent nethodol ogy is that
neasur enent be made using as few unconfirned assunptions as possible.
Experience has painfully shown how easy it is to nake an (often
inmplicit) assunption that turns out to be incorrect. An exanple is

i ncorporating into a neasurenent the reading of a clock synchronized
to a highly accurate source. It is easy to assune that the clock is
therefore accurate; but due to software bugs, a | oss of power in the
source, or a loss of communication between the source and the clock
the clock could actually be quite inaccurate.
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This is not to argue that one nust not make *any* assunpti ons when
neasuring, but rather that, to the extent which is practical
assunptions should be tested. One powerful way for doing so involves
checki ng for self-consistency. Such checking applies both to the
observed val ue(s) of the neasurement *and the val ues used by the
nmeasurenent process itself*. A sinple exanple of the forner is that
when computing a round trip tinme, one should check to see if it is
negative. Since negative tine intervals are non-physical, if it ever
is negative that finding inmedi ately flags an error. *These sorts of
errors should then be investigated!* It is crucial to deternine where
the error lies, because only by doing so diligently can we build up
faith in a nethodol ogy’ s fundanental soundness. For exanple, it
could be that the round trip tinme is negative because during the
neasurenent the clock was set backward in the process of
synchronizing it with another source. But it could also be that the

nmeasur enent program accesses uninitialized menory in one of its
conputations and, only very rarely, that |eads to a bogus
conputation. This second error is nore serious, if the sane program
is used by others to performthe same neasurenent, since then they
too will suffer fromincorrect results. Furthernmore, once uncovered
it can be conpletely fixed.

A nmore subtle exanple of testing for self-consistency comes from

gat hering sanpl es of one-way Internet delays. |f one has a |arge
sanpl e of such delays, it may well be highly telling to, for exanple,
fit aline to the pairs of (tine of nmeasurenent, neasured delay), to
see if the resulting line has a clearly non-zero slope. If so, a
possible interpretation is that one of the clocks used in the
neasurenents is skewed relative to the other. Another interpretation
is that the slope is actually due to genuine network effects.

Determ ning which is indeed the case will often be highly
illumnating. (See [Pa97] for a discussion of distinguishing between
relative clock skew and genui ne network effects.) Furthernore, if
maki ng this check is part of the nethodol ogy, then a finding that the
long-termslope is very near zero is positive evidence that the
neasurenents are probably not biased by a difference in skew.

A final exanple illustrates checking the nmeasurenment process itself
for self-consistency. Above we outline Poisson sanmpling techniques,
based on generating exponentially-distributed intervals. A sound
nmeasur enent net hodol ogy woul d include testing the generated intervals
to see whether they are indeed exponentially distributed (and also to
see if they suffer fromcorrelation). |In the appendix we di scuss and
give C code for one such technique, a general -purpose, well-regarded
goodness-of-fit test called the Anderson-Darling test.

Finally, we note that what is truly relevant for Poisson sanpling of
Internet netrics is often not when the neasurenents began but the
wire times corresponding to the neasurenent process. These could
wel | be different, due to conplications on the hosts used to perform
t he nmeasurenent. Thus, even those with conplete faith in their
pseudo-random nunber generators and subsequent algorithns are
encouraged to consider how they mght test the assunptions of each
nmeasur enent procedure as much as possible.

3. Defining Statistical Distributions
One way of describing a collection of neasurenents (a sanple) is as a

statistical distribution -- informally, as percentiles. There are
several slightly different ways of doing so. |In this section we



define a standard definition to give uniformty to these
descri ptions.

The "enpirical distribution function" (EDF) of a set of scalar
neasurenents is a function F(x) which for any x gives the fractiona
proportion of the total neasurenents that were <= x. If x is less
than the nini mum val ue observed, then F(x) is 0. |If it is greater or
equal to the maxi num val ue observed, then F(x) is 1

For exanple, given the 6 measurenents:
-2, 7, 7, 4, 18, -5

Then F(-8)
5/ 6, F(18)

0, F(-5) = 1/6, F(-5.0001) = 0, F(-4.999) = 1/6, F(7) =
1, F(239) = 1.

Note that we can recover the different neasured val ues and how nmany
ti mes each occurred fromF(x) -- no information regarding the range
in values is lost. Summarizing nmeasurenents using histograms, on the
ot her hand, in general |oses information about the different val ues
observed, so the EDF is preferred

Using either the EDF or a histogram however, we do |ose infornmation
regardi ng the order in which the values were observed. Wether this
loss is potentially significant will depend on the nmetric being
neasur ed.

W will use the term"percentile" to refer to the smallest value of x
for which F(x) >= a given percentage. So the 50th percentile of the
exanpl e above is 4, since F(4) = 3/6 = 50% the 25th percentile is
-2, since F(-5) = 1/6 < 25% and F(-2) = 2/6 >= 25% the 100th
percentile is 18; and the Oth percentile is -infinity, as is the 15th
percentile.

Care must be taken when using percentiles to sunmmarize a sanpl e,
because they can | end an unwarranted appearance of nore precision
than is really available. Any such sunmary nust include the sanple
size N, because any percentile difference finer than 1/Nis below the
resol ution of the sanple.

See [DS86] for nore details regardi ng EDF' s.

We close with a note on the common (and inportant!) notion of median
In statistics, the nedian of a distribution is defined to be the
point X for which the probability of observing a value <= X is equa
to the probability of observing a value > X. Wen estimting the
nmedi an of a set of observations, the estinmate depends on whether the
nunber of observations, N, is odd or even:

+ If Nis odd, then the 50th percentile as defined above is used as
the estinmated nedi an.
+ If Nis even, then the estimated nmedian is the average of the

central two observations; that is, if the observations are sorted
i n ascendi ng order and nunmbered from1l to N, where N = 2*K, then
the estimated nedian is the average of the (K)'th and (K+1)'th
observati ons.

Usually the term"estimated" is dropped fromthe phrase "esti mated
medi an" and this value is sinply referred to as the "nedi an"

11. 4. Testing For Goodness-of-Fit
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For some forns of measurement calibration we need to test whether a
set of nunbers is consistent with those nunbers havi ng been drawn
froma particular distribution. An exanple is that to apply a self-
consi stency check to neasurenents nmade using a Poi sson process, one
test is to see whether the spacing between the sanpling tines does

i ndeed reflect an exponential distribution; or if the dT/N approach
di scussed above was used, whether the times are unifornmly distributed
across [T, dT].

{Coment: There are at |east three possible sets of values we could
test: the schedul ed packet transm ssion tinmes, as determ ned by use
of a pseudo-random nunber generator; user-1level tinmestanps nade just
before or after the systemcall for transmtting the packet; and wire
times for the packets as recorded using a packet filter. Al three
of these are potentially informative: failures for the schedul ed
times to natch an exponential distribution indicate inaccuracies in
t he random nunber generation; failures for the user-level tines

i ndi cate inaccuracies in the tiners used to schedul e transm ssion
and failures for the wire tines indicate inaccuracies in actually
transmtting the packets, perhaps due to contention for a shared
resource.}

There are a | arge nunber of statistical goodness-of-fit techniques
for performng such tests. See [DS86] for a thorough discussion

That reference reconmends the Anderson-Darling EDF test as being a
good al | - purpose test, as well as one that is especially good at
detecting deviations froma given distribution in the | ower and upper
tails of the EDF

It is inmportant to understand that the nature of goodness-of-fit
tests is that one first selects a "significance level", which is the
probability that the test will erroneously declare that the EDF of a
given set of neasurements fails to nmatch a particular distribution
when in fact the measurenents do indeed reflect that distribution

Unl ess ot herwi se stated, |PPM goodness-of-fit tests are done using 5%
significance. This nmeans that if the test is applied to 100 sanples
and 5 of those sanples are deened to have failed the test, then the
sanples are all consistent with the distribution being tested. |If
significantly nore of the sanples fail the test, then the assunption
that the sanples are consistent with the distribution being tested
must be rejected. |If significantly fewer of the sanples fail the
test, then the sanples have potentially been doctored too well to fit
the distribution. Simlarly, sone goodness-of-fit tests (including
Ander son-Darling) can detect whether it is likely that a given sanmple
was doctored. W also use a significance of 5% for this case; that
is, the test will report that a given honest sanple is "too good to
be true" 5% of the tinme, so if the test reports this finding
significantly nore often than one tinme out of twenty, it is an

i ndi cation that sonething unusual is occurring.

The appendi x gives sanple C code for inplenenting the Anderson-
Darling test, as well as further discussing its use.

See [Pa94] for a discussion of goodness-of-fit and cl oseness-of-fit
tests in the context of network neasuremnent.

Avoi di ng Stochastic Metrics

When defining nmetrics applying to a path, subpath, cloud, or other
network el enent, we in general do not define themin stochastic terns
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(probabilities). W instead prefer a determnistic definition. So,
for exanple, rather than defining a netric about a "packet |oss
probability between A and B', we would define a netric about a
"packet |oss rate between A and B'. (A measurenment given by the
first definition mght be "0.73", and by the second "73 packets out
of 100".)

W enphasi ze that the above distinction concerns the *definitions* of
*nmetrics*. It is not intended to apply to what sort of techniques we
m ght use to analyze the results of neasurenents.

The reason for this distinction is as follows. Wen definitions are
made in terns of probabilities, there are often hidden assunptions in
the definition about a stochastic nodel of the behavior being
neasured. The fundanental goal with avoiding probabilities in our
metric definitions is to avoid biasing our definitions by these

hi dden assunpti ons.

For exanple, an easy hidden assunption to nmake is that packet loss in
a network conponent due to queuei ng overfl ows can be described as
sonet hing that happens to any given packet with a particular
probability. |In today's Internet, however, queueing drops are
actually usually *deterministic*, and assuming that they should be
descri bed probabilistically can obscure crucial correl ations between
gueuei ng drops anong a set of packets. So it's better to explicitly
note stochastic assunptions, rather than have them sneak into our
definitions inplicitly.

This does *not* mean that we abandon stochastic nodels for
*under st andi ng* network performance! It only neans that when defining
IP nmetrics we avoid terms such as "probability" for terms |ike
"proportion" or "rate". W wll still use, for exanple, random
sanpling in order to estimate probabilities used by stochastic nodels
related to the IP netrics. W also do not rule out the possibility
of stochastic netrics when they are truly appropriate (for exanple,
perhaps to nodel transm ssion errors caused by certain types of line
noi se).

Packets of Type P

A fundanmental property of many Internet netrics is that the val ue of
the nmetric depends on the type of |IP packet(s) used to nake the
nmeasurenent. Consider an |P-connectivity nmetric: one obtains
different results depending on whether one is interested in
connectivity for packets destined for well-known TCP ports or
unreserved UDP ports, or those with invalid IP checksuns, or those
with TTL’s of 16, for exanple. 1In sone circunstances these
distinctions will be highly interesting (for exanple, in the presence
of firewalls, or RSVP reservations).

Because of this distinction, we introduce the generic notion of a

"packet of type P", where in some contexts P will be explicitly
defined (i.e., exactly what type of packet we nean), partially
defined (e.g., "with a payload of B octets"), or left generic. Thus

we nay tal k about generic |P-type-P-connectivity or nore specific

| P-port-HITP-connectivity. Some metrics and net hodol ogi es may be

fruitfully defined using generic type P definitions which are then
made specific when perform ng actual measurenents.

VWhenever a netric’s value depends on the type of the packets invol ved
inthe netric, the netric’'s name will include either a specific type
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or a phrase such as "type-P". Thus we will not define an "IP-

connectivity" netric but instead an "I P-type-P-connectivity" netric
and/ or perhaps an "I P-port-HITP-connectivity" nmetric. This nam ng
convention serves as an inportant reninder that one nust be conscious
of the exact type of traffic being neasured.

A closely related note: it would be very useful to know if a given
Internet conponent treats equally a class C of different types of
packets. If so, then any one of those types of packets can be used
for subsequent neasurenent of the conponent. This suggests we devise
a netric or suite of metrics that attenpt to determine C

I nternet Addresses vs. Hosts

VWhen considering a netric for some path through the Internet, it is
often natural to think about it as being for the path from I nternet
host HL to host H2. A definition in these terms, though, can be

anbi guous, because Internet hosts can be attached to nore than one
network. In this case, the result of the nmetric will depend on which
of these networks is actually used.

Because of this ambiguity, usually such definitions should instead be
defined in terns of Internet |IP addresses. For the comon case of a
unidirectional path through the Internet, we will use the term"Src"
to denote the | P address of the beginning of the path, and "Dst" to
denote the | P address of the end.

St andar d- For med Packet s

Unl ess ot herwi se stated, all metric definitions that concern |IP
packets include an inplicit assunption that the packet is *standard
formed*. A packet is standard formed if it neets all of the
following criteria:

Its length as given in the I P header corresponds to the size of
the I P header plus the size of the payl oad.

It includes a valid I P header: the version fieldis 4 (later, we
will expand this to include 6); the header length is >=5; the
checksumis correct.

It is not an IP fragment.

The source and destination addresses correspond to the hosts in
guesti on.

Ei ther the packet possesses sufficient TTL to travel fromthe
source to the destination if the TTL is decrenented by one at each
hop, or it possesses the maxi nrum TTL of 255.

It does not contain |IP options unless explicitly noted.

If a transport header is present, it too contains a valid checksum
and other valid fields.

We further require that if a packet is described as having a "length
of B octets", then 0 <= B <= 65535; and if Bis the payload length in
octets, then B <= (65535-1P header size in octets).

So, for exanple, one mght inmagine defining an | P connectivity netric
as "I P-type-P-connectivity for standard-forned packets with the IP
TOS field set to 0", or, nore succinctly, "IP-type-P-connectivity
with the IP TOS field set to 0", since standard-formed is already

i mplied by convention
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A particular type of standard-fornmed packet often useful to consider
is the "mnimal |P packet fromAto B" - this is an |IP packet with
the foll owi ng properties:

It is standard-forned.
Its data payload is O octets.
It contains no options.

(Note that we do not define its protocol field, as different val ues
may lead to different treatnent by the network.)

VWhen defining IP nmetrics we keep in mnd that no packet smaller or
sinpler than this can be transnmtted over a correctly operating IP
net wor k.
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Security Considerations

Thi s docunent concerns definitions and concepts related to Internet
nmeasurenent. W discuss nmeasurement procedures only in high-1Ievel
terns, regarding principles that | end thensel ves to sound
neasurenent. As such, the topics discussed do not affect the
security of the Internet or of applications which run on it.

That said, it should be recognized that conducting Internet
nmeasurenents can rai se both security and privacy concerns. Active
techniques, in which traffic is injected into the network, can be
abused for denial -of-service attacks disguised as legitimte
neasurenent activity. Passive techniques, in which existing traffic
is recorded and anal yzed, can expose the contents of Internet traffic
to unintended recipients. Consequently, the definition of each
nmetric and met hodol ogy nust include a correspondi ng di scussi on of
security considerations.

Appendi x

Bel ow we give routines witten in C for conputing the Anderson-
Darling test statistic (A2) for determ ning whether a set of val ues
is consistent with a given statistical distribution. Externally, the
two main routines of interest are:

doubl e exp_A2 known_nean(double x[], int n, double nean)
doubl e uni f_A2_known_range(doubl e x[], int n,
doubl e m n_val, double nmax_val)

Both take as their first argunent, x, the array of n values to be
tested. (Upon return, the elenents of x are sorted.) The renaining
paranmeters characterize the distribution to be used: either the mean
(1/1 anbda), for an exponential distribution, or the | ower and upper
bounds, for a uniformdistribution. The nanes of the routines stress
that these val ues nust be known in advance, and *not* estinmated from
the data (for exanple, by conputing its sanple nmean). Estimating the
paranmeters fromthe data *changes* the significance |evel of the test
statistic. Wile [DS86] gives alternate significance tables for sone
i nstances in which the paraneters are estinmated fromthe data, for
our purposes we expect that we should indeed know the paraneters in
advance, since what we will be testing are generally val ues such as



packet sending times that we wish to verify follow a known
di stribution.

Both routines return a significance |evel, as described earlier. This
is a value between 0 and 1. The correct use of the routines is to
pi ck in advance the threshold for the significance level to test;
generally, this will be 0.05, corresponding to 5% as al so described
above. Subsequently, if the routines return a value strictly Iess
than this threshold, then the data are deened to be inconsistent with
the presuned distribution, *subject to an error corresponding to the
significance level*. That is, for a significance |evel of 5% 5% of
the tine data that is indeed drawn fromthe presumed distribution
wi Il be erroneously deenmed inconsistent.

Thus, it is inportant to bear in mind that if these routines are used
frequently, then one will indeed encounter occasional failures, even
if the data is unbl em shed.

Anot her inportant point concerning significance levels is that it is
unsound to conpare themin order to determ ne which of two sets of
values is a "better" fit to a presunmed distribution. Such testing
shoul d i nstead be done using "closeness-of-fit metrics" such as the
| anbda”2 metric described in [Pa94].

VWil e the routines provided are for exponential and uniform
di stributions with known paraneters, it is generally straight-forward
to wite conparable routines for any distribution with known
parameters. The heart of the A2 tests lies in a statistic conputed
for testing whether a set of values is consistent with a uniform
di stribution between 0 and 1, which we termUnif(0, 1). If we wish
to test whether a set of values, X is consistent with a given
distribution (x), we first conpute

Y = G.inverse(X
If Xis indeed distributed according to G x), then Y will be
di stributed according to Unif(0, 1); so by testing Y for consistency
with Unif(0, 1), we also test X for consistency with G x).

We note, however, that the process of conputing Y above mght yield
val ues of Y outside the range (0..1). Such val ues should not occur
if Xis indeed distributed according to (x), but easily can occur if
it isnot. In the latter case, we need to avoid conputing the
central A2 statistic, since floating-point exceptions nay occur if
any of the values lie outside (0..1). Accordingly, the routines
check for this possibility, and if encountered, return a raw A2
statistic of -1. The routine that converts the raw A2 statistic to a
significance level |ikew se propagates this value, returning a
significance level of -1. So, any use of these routines nmust be
prepared for a possible negative significance |evel.

The Il ast inportant point regarding use of A2 statistic concerns n
t he nunber of values being tested. |If n <5 then the test is not
meani ngful, and in this case a significance level of -1 is returned.

On the other hand, for "real" data the test *gains* power as n
becones larger. It is well known in the statistics comunity that
real data al nost never exactly matches a theoretical distribution
even in cases such as rolling dice a great nmany tinmes (see [Pa94] for
a brief discussion and references). The A2 test is sensitive enough
that, for sufficiently large sets of real data, the test will al nost
al ways fail, because it will manage to detect slight inperfections in
the fit of the data to the distribution



For exanple, we have found that when testing 8,192 neasured wire
times for packets sent at Poisson intervals, the nmeasurenents al npost
always fail the A2 test. On the other hand, testing 128 neasurenents
failed at 5% significance only about 5% of the tine, as expected.
Thus, in general, when the test fails, care nust be taken to
understand why it fail ed.

The renai nder of this appendi x gives C code for the routines
nmenti oned above.

/* Routines for conputing the Anderson-Darling A2 test statistic.
*
* | nmpl ement ed based on the description in "Goodness-of-Fit
* Techni ques," R D Agostino and M Stephens, editors,
* Marcel Dekker, Inc., 1986.
*/

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <mat h. h>

/* Returns the raw A*2 test statistic for n sorted sanples
* z[0O] .. z[n-1], for z ~ Unif(0,1).

*/

extern doubl e compute_A2(double z[], int n);

/* Returns the significance |evel associated with a A*2 test
* statistic value of A2, assumi ng no paraneters of the tested
* distribution were estimated fromthe data.
*/
extern double A2 significance(double A2);
/* Returns the A2 significance |evel for testing n observations
* x[0] .. x[n-1] against an exponential distribution with the
* given mean.
*

* S| DE EFFECT: the x[0..n-1] are sorted upon return
*/
extern doubl e exp_A2 known_nean(double x[], int n, double nean);

/* Returns the A2 significance level for testing n observations
* x[0] .. x[n-1] against the uniformdistribution [mn_val, max_val].
*

* SIDE EFFECT: the x[0..n-1] are sorted upon return

*/

extern double unif_A2 known_range(double x[], int n,
double mn_val, double nmax_val);

/* Returns a pseudo-random nunber distributed according to an
* exponential distribution with the given mean.

*/

ext ern doubl e random exponenti al (doubl e nmean);

/* Hel per function used by gsort() to sort doubl e-precision
* f| oating-point val ues.

*/

static int

conpar e_doubl e(const void *v1, const void *v2)

doubl e d1
doubl e d2

*(double *) vi;
*(double *) v2;



if (d1 < d2)

return -1;
else if (dl1 > d2)
return 1;
el se
return O;
}
doubl e

conpute_A2(double z[], int n)
{

int i;

doubl e sum = 0. 0;

if (n<5)

/* Too few val ues. */
return -1.0;

/* If any of the values are outside the range (0, 1) then

* fail immediately (and avoid a possible floating point
* exception in the code bel ow).

*/

for (i =0; i < n; ++i)

if ( z[i] <=0.0 ] z[i] >=1.0)
return -1.0;

/* Page 101 of D Agostino and Stephens. */
for (i =1; i <=n; ++) {

log(z[i-1]);

*

sum+= (2 * i - 1) *
sum+= (2 * n+ 1 - 2 ) * Tog(1.0 - z[i-1]);

return -n - (1.0 / n) * sum

}

doubl e
A2_significance(doubl e A2)
{

/* Page 105 of D Agostino and Stephens. */
if (A2 <0.0)
return A2; /* Bogus A2 value - propagate it. */

/* Check for possibly doctored val ues. */

if (A2 <= 0.201)
return 0.99;

else if (A2 <= 0.240)
return 0.975;

else if (A2 <= 0.283)
return 0.95;

else if (A2 <= 0. 346)
return 0.90

else if (A2 <= 0.399)
return 0. 85;

/* Now check for possible inconsistency. */
if (A2 <= 1.248)
return 0.25;
else if (A2 <= 1.610)
return 0.15;
else if (A2 <= 1.933)
return 0. 10;
else if (A2 <= 2.492)



return 0.O05;
else if (A2 <= 3.070)
return 0.025;
else if (A2 <= 3.880)
return 0.01;
else if (A2 <= 4.500)
return 0.005;
else if (A2 <= 6.000)
return 0.001;
el se
return 0.O0;

}
doubl e
exp_A2_known_rnean(doubl e x[], int n, double nean)
{
int i;
doubl e A2;
/* Sort the first n values. */
gsort(x, n, sizeof(x[0]), conpare_double);
/* Assuming they match an exponential distribution, transform
* themto Unif(0,1).
*/
for (i =0; i < n; ++i)
x[i] = 1.0 - exp(-x[i] / nean);
}
/* Now make the A2 test to see if they're truly uniform */
A2 = compute_A2(x, n);
return A2_significance(A2);
}
doubl e
uni f _A2_known_r ange(doubl e x[], int n, double m n_val, double nax_val)
{
int i;
doubl e AZ2;
doubl e range = max_val - mn_val;
/* Sort the first n values. */
gsort(x, n, sizeof(x[0]), conpare_double);
/* TransformUnif(mn_val, max_val) to Unif(0,1). */
for (i =0; i < n; ++i)
x[i] = (x[i] - min_val) / range;
/* Now make the A2 test to see if they're truly uniform */
A2 = conmpute_A2(x, n);
return A2_significance(A2);
}
doubl e
random exponenti al (doubl e mean)
{
return -nmean * | oglp(-drand48());
}
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